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Seccianm 1,

Gerery!

SECTION | » GENERAL

1.1 Syvwagy

Thig Secument pravices Quicelimes with whichn am  AUTADIN
Ilestencare Tersminglercengger Ppotoce) (THP) can dDe (%plee
menteg, lvclyfe2 im tnig gsoecification aretl

ThHD Ngtwgre Protecal (THPeTWP)

Netwark Virtua! Termingl (NVT) Cormceot
Tule'lger Intersctions

Catiaon Negetiaticm mgchgnigm

There are Certain corcects whieh gre ‘fyndaventa! to the
urderstanaing af thig gscecificatiamg (1) AUTQOIN I, (2)
THP®g rale im AUTOCIS 11¢ amd (3) NVT, AJTOOIN [I oroviaes
a means Qv whier 2iverse an2 geoaraoricel!vy sesarste hosts
(camguterg! angd termimglg may cammymicate, Users {("Oats ang
termimgly) meee Pmave me k~owledge of phrysica! caraclerige
tics (wore glize, line soeen, linx protoce!, ete,) or limitae
tieng of asrother yser %o cCammunicate with the sther yser)
retwork co*pOnments SoTaemsate for these cifferences, Trhese
AUTCDIN I] corconents fall imte ane of three Qereral categoe
rfos?

1, DBDacepome compoments © Suiten Contre! wooule (3SCW)y
Sugenrvigory SC- (35C~)s Stamaby Processor (33!

2. accegs componmenty = (harmel Contrg! Jate (£24))
Terningl Access Comtroller (TAC) (mote trhat uaing
tri{s amna pelated gcecidications a yser may develep
Pig swm gecess Ca~zonent)

3, vNetwore Cortro! Zenmter [NEL)

Trne CCU ama TAC ore 2ne Ccorm20nmenty snign 3raviSe gemery’
use"s 8ccess %o AUTQAOIN I, User 2ravized c3mcerenrty, alse
in tre gccess campener? Ca?eqdry, Cay'2 e 8 subesriber haos?
ar ROst fpamgegra  enhiegh sycoorts tre AUTCOIN I imtenrtace
pretecals, The AUTODIN II imterface protoco'ls gre

® 319 (Segment Irterface Protccee!l)
° TCO (Tronarigsian Contmol Progran)
® Trd (Terwimgletsemgst Protaeco!)

SIP js reauiPes by 8! users in grder %2 access the Pactet
Seitem (SCw), Users =ay er2loy & 817 to esccess ™0 30v amg
them Geve'lCp amy other levelsg of procece! (TLP gma/or TuP gp
equivalenr 9s yser gesired porotaco's) tO commynmicate viap
AUTCOIN I! wiewinm tnelr oum gcommomeprotaca! Jaer commyprity,
Howover, 8 geammyumicate wit™ ysery COMmected to AUTIOIN !
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Secciam t,

Gorery!

vie & TAC ar CCU, other users must syooer: SIP, TCP, anc Twe
protocols teet are fully compatinte wit» tmese 9f AUTICIW
i,

TwB?g rale (= AUTOCIN II (8 to provice Dert ¢/ the comoersee
tory service to users, Tre “"uger" 1m the cose Of TWR (g tre
CCU process (i~ tre Ragt) or termimg! yser (conrectes to o
TAC) whie™ g Beimg serviced aver o perticuler nostelly ar
terminglaTi(C gnpnrmel, TR, ang atnes useresgpeci®rg
orecesses, suen a2 =08t $oecific lmterface (W3D) (m & CCU or
Terminagl magaler (Thm) {n g TAC, kmaw trhe soecitic charece
teristics of eech user to De supoorted, TWP, Tw, ane M$]
use this kng<leace o oracess aats coming from™ ang going. to
the user, Fap TP, yger charscteristics are contaimeo i~ o
user orofile, amne per user (see Apoenmgiz E),

Trhe comcect 9¢ NVT defimeg am AUTOCOIV [lemeleorx imterng!
stardera 2izimgctioral, characteseonignted Sevice, TP g
rescensinle Yo, camverting feo= yger’s te NYT  former al)
gata Soing fro= »is uBer 3 tre Metedrk, BNA for comverting
$ram NVT 8 Jger’s ftormat ) data coming from the netwOrt
te mig yser, NVT eonversiam tmgiyges si*ulating, as ree
guires, amrv Carriace contes! fymetions, syue™ o3t limn@lees,
formfeer, 8s yentical/marizanty! ted, enguring lime wigth iy
et oxceededs arc ¢converting ta lecal velyes certain gpectal
erngractersy! carriaqe returm (SR), limefeeg [(LF), tornfeeqg
(FF), mortzamea! tad (mT), vercical tad (VT), Bmell (3EL),
Becksoace (38), Ayll (NUL)) erase character (EC), ang erase
lime (EL), A!'! {nfarmatica sesuired t5 nerfosms NVT canmvere
siom (g maintagimea tm tme User praéile, NVT mece (3 the 2=
fauler made *%ar pry commection ymeil the twe THIg layelves
aQree ta parscess the data Jifterertly, Thig NVI/mgmenv?T
agree~en?t ig mgere ePPaUGR the ootism  segotiatiom mechamige
(see Paraarac» S,1).

The regcer aheoyu'2 26 ‘amiliers eitn ttmrese camecests, wepe
Bacxsrdyrs I(mégpegtion g gvailanle in tme references 3scye
ments (see Pargarse* 1,2},

It shoyu'ld e meted thg? trig Cacyment containg wgmy examoles
whier gqeonrgsize t™e “CCU Qesignr/envisenrment, These 0re
ngrely exa”ales 0f ore implemenmntatior of the TWA argtace!’,
It g aggumea erat the regaer (s aware 298t "ghy degiga Qee
tiglans vese Rased 9~ 2he goeci{fic reauirementy ¢or o JJU or
TAC, oemc topt tne digeussian 8¢ Twh spotace’! (23016 congials
of ethgge postigag 8¢ trig Jocument whiehn relete to
TP epaaTud eammynicgrion, Tre usereTaP, mulleTwd, aag
TuPe?lP interfaces 8"Cur nere are gpeciftic o the SLU/TAL
TmP {mglementatianms,

| 22222 RRARAE 2N
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1,8  REFEIENCES

The #ollouing sscuments Srovice adaitione) (nformation ang
detad! om AUTONIN 11, 18’3 compoments anc oredecessors,

le TELVET Protaco! Soceci?ication, “etworx [mtormgtion
Cemter (NIS) 18638, latest {ssue (imglydeg (nm
aymaer 2, 2e!ow)

€ AIPANET Ppgtacael mgmrangex, NIC 7134, latest issue

3. Stoenrtord Research [nstitute (SRI) Termingletgenost {%

Protoco! Specitication, 1§ July 1978 E

] 4 4y SAL Tramsmission Contra) Protoce! Scecificatiam, 1S :;
- July 1976

S¢ Deterngs CormuniCationg Agemcv Svstes derfgrmance
Scecificarionr (Tvoe A) faor AUTQOIN [l Srese [, le=
tes? fssue

L J
3 6, wasterm Unmiom (W) Prgposa!l eyUelAtel AUTEHDIN I
. Prngse s Aoril 1978, latest (ssue
’ 7o wJ AMUTQOIN II Desfcm Plagm, l1stest (gsue
~N _
R 4 8, AJTARIN I] Desicm Plam Zxeeutive Summary, lates? !
‘ fssve
| 9, AUTADINV Il TCP Tramscortenle Sceciftication, latest
f {ssue
‘§ * 12, 4JT30In ! SIP Tramscorzable Scecitication, latest
i fogue i
é
§
3!
1§
f ]
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SECTION 2 o COANNECTION PRQCESSING

(I X I X R AL XX R AL XA YL Ry Rl X B Xy 3 X J

2.1 GENERAL TWP D2RQCESSING

The mechanics af egtatlighing, mpimcgining, amng@ termimgeiag
8 vietyal cCommection are the regpongidility of TCP (Radere
emce 9), Byt ¢t g TP thaet recuests T2P%g gervices 8A Bae
nolt of tme loca) user (nost orccess 8¢ LCU ar tommingl yusee
on Tall, Thmd® (g ressonrsitble for prayiaging service te the
user, Dot™ im ppocessing the user’s Ja8ta S0INng towerd the
retwork amc im grocessing retworc dats qcing o the user,
Toward thig emd TAC/CCU TwBg =mainmrainm coertain Sata stryce
tures, reflecting yaser chgractesigtics and the gusrrent
status ot tre viptyal conmmectiagnm,

Alge imelyges im tnig gecticm s o Drief? discussion of tnme
event mec aMigm, tmhne methoc of sammymication Detweem the
voerious oragrams ia tne QLU a~4 TAC, Im acdition, THP (come
rnectiar] gtatas ane TRO gutcoyt messaces 0 the user ase Jige
cusseq,

2s1e!  Daty Stryctures

Alengyugh data geructures C2u'l2 De corgidered 9 Do (®rolemere
tation decengent, the =“ajer THO agats stryciures are 2ige
custed Mere %o poimt QUL t e Zasle t(mafdommgti{ion  abBout eac™
user preauires tg perfore THO peacegsing, There are fayr
mejor Sata stryctures yusea Sy o TAL/CCU THRI

1. Commection Cata Structure (23S) e there is 2me suc™
stadetyre for  eac™ yter amrQ it cORmtaimg thMe oOther
throe majar 3828 s2ruClures

s Camngerica vamgge~en? A'agex (C%8] e comtaioes =
the (DS, trig ptructunme neg intammaric~ aDcyut th e
user’s commectionm, gue™ as, curcent gtate, Dbyufter
insapmarion, eze,

3. User Profile Black (UP3) e camtained im tng 208,
this seeyctyure “as {mfarmacian  alout the yser’s
chearpcteristics, sve™ a8, local character va'lues,
tad gettinge, Ot¢,

G, Netegex Virtual Tereimg! Tanle.(NVTTAB)-w.cantpinga’

{n oeng (0S8, tnig gtryetyre orovides § Cherpce-
*laoveye” for sec™ Tediz ASCIT eharecter received
trom the user! the value associatead wirn eacn
e aracter Jireets THP 'y roauired ectiam  fos  2nyt
e%gracter va'lye,

et TeROERRERRRR S
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‘ Section 2, CLommectiam Processing » Gemanp'! TwP Dracessing

The ¥CCU cata gtruetures are 9ncwnm in apcemaixz £, The SCCU
gra TAC Jata structures dre A0t prowm 3ut are Jogically sinme
fl1ar 2o trnage far tme MCCU, Tarat fg, similar imfopmgticon i3
meimeainegg for the uyser, althougr the steyctymses tMemgelves
mey De differenme,

2e142 THB Zvenmts

TH? {s Spiven by sigrificant circumstances, such as, <cats
eo=ing in fpom he yser, asta Caminmng (m from the metwork,
rerate Closing of the zurrent commectian, oreemptiom o¢ the
. currenrt gsnngectionm, ar2 g0 ‘orth, Trege sigrificant sityas
] ticns are, ‘3, the mOSL Dart, corvevea to THP by eitner Tw,
‘ HS1, or TCP via imter/imtraenrocess communicatiang ca!lec
“events® =~ tng CCUs 48 TAL, Events are Drocesses ia tyenm
ars carry eraugh Imfarmetion to comolete tRe task mpayfred
for t™e gignidiceme gityation, Fom examcler tme arcive! of
data frem sme yser {8 Corveves in tme “CCU By am mSletgeTwP
Fror User ove~t, Thre event congisgts of User ane Dyufler {nme
formaticon 30 tmgt TP can orocess the Sata f0F the metworx,
Evernts setinen tor thne “CC) accear im Apoendix F, These are
concentually similar to tmcse used by trne SCCU amd TAC (me
plemertpticons, althmouc™ t™e event farmat amd mechamics of
imter/intnaeppracess cOmmynication ngy aifter, Amy reference
to am evemt im enig Jocument referg ta amn MCCU event,

2.1,3 TwP® States

Sases on yser imput OF events fmom TW/mSI/TLR, TWP  enamges
tme gtate o¢ the user’s vimtyal cemmeetian, Thenre anre gigne
states wrign ngye gligmitigcance tn smg (CUs, TwP “geaves"
are Ccetingn mepe D803 3~ tne *(LU iwplememtatiom, It i3
con~rceivatle tngt asrher (*nlgnemtasigng 9f T=0 agy met nge
suire 30 =amy, or may recuire %ore 3cates, Im fact, tne Tal
Tmd magimeging fouwer S20%0s, » mresul? 0f tne Overg!' TiC eone
visgmmere Tme Dbesiec “visrtyal commectior gsrates” are as
suUPmgrizen Nelgw, Pewever, uwnelner rgalized 2F mpimtained vy
8 soecitic TP (mplemrentatiom 2r mo2, Trese states are a'se
arewm (A Agoemgiy Gt

l¢ 4Qisconnecting @ 35 Ling Digeomrmest event hag Ddeen
pectivea fee» =81 grer  connectiom wag 03tae
bligred, causing T=d t3 gere & recuest 108 an (smge
diate clese ta TCPy shen {(m thig grate Twd iy
waiti{ing far 2he C1Cge 2rocessi"g 1o complete

2, alscanmected © haraware liak (chemme!) associatec
wieh ¢ethe yser {3 mot getiver TwP (g waitimg ¢o»
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THP SPECIFICATION, FEBRUARY 29, 1979 eee F I N 4 | wee PAGE 7

Seceion 2,

21eFE

Conmeetism Prgeessing » Genera! THP Processing

naeificacion that tre limk nas Been I(mitialized
(Line Commect evenm?)

J. acartiag o the Commectian Mg Ceen 830r%ed for gome
reason (TWP protaca! errce, yser aBOPt cOmmanmra, T(CP
gisgction)y TH?® {5 waiting tor aDoOrt Brocessicmg 3
eangliete betore 38ing o closed state

4, eclosing o o close co2~~ar2 was receiveg fram hng
Guoery TuP (g walltinmg $ar clase orocessing to come
plete defore gcing to c'oged state

S¢e active = ooen processira (s comclete anc eonnoczsan
{s complerelv estalligres

b, Q8ening o a reavest for 3 commection has DBee~ see
cefved fprpam the yaer ar g~ ButOeODe~ functicm ags
Deen imitiaten; TrD (g weiting ‘ar motiftication
that the comnnecltiorn mag Deem establighed {(Jpem Lome
plete evenrt)) GCata recalivan 4romn ne user wi'l Bme
saveg uynrrll ere ccrnaection (s establisgred ame then
grocessea ag mormy!

7. ligstening « a notice nas tee~ senmt 22 TC3 that tre
user fg mre3ay for o conmection) THP |3 waltimg far
maeitication trat @ canmectian MNas Deer eatadligres
(Ceem Camglete evert]l: Oate rmeceived from tre yser
witl)l me discerces ama tne yser motifiec

8, closed = tnere {3 re egtad'isnes coanmectian, nore
gy Sme Beem reauestes, Dyt tee hNarcdware 'ine gggae
ciated wieh the yser {3 s2i'! sctive

.14 ThE d tput Messades

In orger tc Infgrm the uses 2% zertai~ conaltions comcesatag
Ry commectiam apr Moyt deta stream, THP i) gemnz em spprae
priete THP gsyutsout message t2 tre Lger, These Te888Qes are
grow~  in  dopendix O, 1melyding text o3 we!l as the reascAa
for gutout t3 the user,

A use” will Bg gesigmaten, ia mig gratile, as seceiving ome
af three megsece types, Thig imaicater Ig ehangest'e via
the set co”mang (see Paragrae 4,3,2), The three messace
tyses ares

{e verDoge = the en2ime wegsace tex? wil)l Re semt o
the uBePr, 8,3¢r 0<IABCONNECTION DGQES NOT EXI8T
(shepey "0° (g prefiy chagracter cefimeg for yger)

2., comeise o only the oprefix emraracter anQ  nessage

g8e79 72236118 PeUNCLASSIFIENey PAGE 20007
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THP SPECIFICATION, 4 3. LI T2 Q%) 1979 22e P I N 4 | ewe PAGE &
Sectien 2, Conmectiom Progcessing o Gonenrg! THE Srocessing
ﬂ
}
< AUmBer 3r0 SEPT tC the uBSer, @,3.s 0¢33>
3. meme o ma TWP ayzsut <essaces wil! Be sent te the
yie~r )
™
;

seveererevenve
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‘-\!oeeion 2, Cammecticn Ppacessing o Bgraniipring a8 Conrmection

Re2 ESTABLISHING & CONNESTION }

AR grteeat to goem 8 Caornectiom wil) Be (nttigted By THE ana 3
benalt of trne uger, (1) {4 tre veer enters & valid oden come .
mera (see Parparapr 3,2,1) or (2) 1¢ tre user enterg g0 i
are s desiprates as 8~ "gutoegpoen' tvyoce (see Paragreon ’ ;
4,2:3), TP 4i1) genrc 8 recuest to TCP to estab'ish a cone j
t mecziem ta o gpeciftic remcte ygesr, TCP (3 megocnsinle tor "
estanligring, agingeinming, amna ter~inpting virtya!l commege
tioms for AUTCODIN 1I, Usom receiot of thne apen Preguest ]
(Ooe~ event), TCP wil! perform prelimimary validation, Dbyt
will not Dedin commectior estan)ignment unti! acate is resdy
ta e semr (& suBsescuent reauest (Sema event) from THP),
L4 Onece THP  receives orelimingry acikneviecgement (Jpem Return
evenrt) fpo~ TCP fo0r the 0De~ re3uagl, TNP goem pDrocessing
hecins, It srou'lc De nated tret o commactian cam Be egtae
bligmec ynmcer anly two tongitiang, Firsl, the specific ree
mate user "8s 3 "liste~" outstanding (see Parsgran™ §,2,2),
ingdicating ne (g willing to mnave the correction estab!isnea,
N4 Secona, tne nmew gomngetiomr preempty an exigting conmection
Betweem thre Mnecitic revate yser and 8 third subscrider,
when aporocriate Condivions gre met (see Paragreonr 2,2,2),

Tw® spen sracCessing Decing «ftn tre crgaticmn ¢! a charace i
terigzics ootieom record (see Pasacracrs 3,3 ame 5,3,1), It o
{s the sencing (te TCP im g Samn event) 0f thig recory that

will ceyse tme comrmecticr o e establisrec (f,e,, TCP’y ;
three=wdy "ahaghgke to tace place), THP3 exchance charsce t
terfgtics auring ooe~ 2rocessiny for thpee reascnst (see i
slso Paragrac~ §,3.1)

1, to cerform 3 user corpatiniticy grece accorging to
the eocPrOVesd crosgeconngctian matrix (see Tadle !)

2, te Teter~ime 1% ysers “ave "idemtical user’s chare
agtepigrics™ 30 thwat Dimary *oqde May 3¢ enteres,
eroviding efficiens yeilizgeianm 94 AJTZOIN 1 ree
soutces (sese Pargn=gons 3,4, 3,85 arg 5,3,2)

3, te 2etermine {f ysers ace (mcompati®le (» twe use
8t 8 Qoearesr gsiaral (see Paragraphs d,d,6 ans
$.3.9)

— - e

tetecnetecreee
21eFERe79 TIAZe118 2eUNCLASSIFIED e PAGE 29409
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Seetion 2, Conmmection Processing « Egeanligning o Conmection

TABLE 1, CROSSOCONNECTION MATRIX

OO POTOUITRNVACATIPVANAPOOVOITIOPNCOS

RECEIVE
i 2 3 & 35 &6 71T 8 9 13 11 12 13
ORC SN APV IVPICSTIVVNAUD TNV POOI IV AN ONPODIOPIPOSPE S
1 Jy s 8 38 $§ § 8 8 §8 ¢ Y Y Y |
2 1 s X X N X X X % N N ] S $ 1
}y 8§ X X N X X X X N N S ] s |
a 1 8 N N X N N N N X X [} (] s |
| !
] s 18 X X N X X X X N N N [} R}
4 b 1| 8 X X N X X X X NN N L] R |
N 7 1 8 X X N X X X X N N N ] R
D 8 | 8 X X N X X X X N N N L] N
% 18 N N X N N X X N N N s R
10 | 8 N ONOX N N X X N N N 8 R |
: H H
; IS | s §$ 8 R R N R 8§ N Y Y R}
; 1213y $ 8§ 8 R AR N & ~ W y v 8 }
1541y § § 8 R R R N R R R R Y |
(2 T Y e I I L I Y Y Y I Y Y Y Y Y P A T YY Y LI I YR YY)
LEGEND!?
fe vone(lU Host to SCM (SIP reqguireqd)
2 e¢y » TTY Type Port
3 CCJ o Ppogrammaile CRT Type Port
4, €U = Magrape/Cars Type Pore
S. TAG @ CRT/TTY Terminmgl
8 TAC e Noreprogranmad'le Buffereg CRT Terminal
7e TAC = Pregrammablie (Mode ) Byftered CRT Terming)
8, TAC o Programmabdle (ADCCP) Buffeared CRT Terming)
9, TAC « MgQrane/Card (ADCCP) Terminal
18, TAL o Mggtape/Cara (Mode ) Terming!
{1y, Faesim{le Termingl to 3C™ (SIP reaqu!red)
12, Graohie/Light Pem (RAND) Terminmal to SC™ (3P
reauired)
13, Sangar Termimal to 3CM (SI1P requirea)
X o grage eohnection pllowed
S @ gross conrnection sypporteq (esaumes AUTODIN I
THRP/TEP asupsorted by both user’s access areas)
N o gpags econrection nat supparted
R & gprogs connection postricted (comnection meoe
¢l lawed By AUTOOIN [1 AeSpec (Reference S)
Y @ gross connection plloved) Moatetaergg?
aratocel (TCP, THP, or other) compatibility
wust Do determines Dy asyubetribers
Revision |, July 4, 1979
[ 232223 X23X]F]
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= twe gRECIFICATION, PEBRUARY 20, 1979 esee F I N A | eee PAGE 1§
~ Secciom 2, Commectiaonm Pragessing » Egrtanligning g Commectian

‘ h
o : . . *
- Qrly tne fipse crecs '8 Poauired of TwP, Trget (g, the sece t
 § engd an@ thimg gmneech are ®age an)y (f g THP ngp Implementea !
thne crargcteristics Qotionm ar | gerving & veer (N nRees of ;
| Qo=enesd camaaribility, 3ecause craractesistics shocking I3 !

‘ am option, tne ceauest t3 cerfar~ (t may Be rejected, The
era0e=connection watriz gheec, "guwever, «i!] Be implementeo f

j By AUTQOIN [legstamcare TwBg, Thig procecure i3 altgcusssed
. i mare ceral! im Paregraor S,3,1, It snou'd De moted that f

{# the crossveonnection metrix creck fafls, the econmmecticn
wil) Be elagee Immeciately anc Batn ygers will be netitiea,

Omece characterigtics exchenge is complete, THP considers the §

] conmection to be active amd processing ensues dased on the L

? outco~e o¢ cYaracteristics cotion, 1,0, Dinary or NYT moge
(see Paragraon~s 3,1, 3,4, 3.5 era 5,3,1), )

seteodaseeoeee
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THD SPECIPICATION, FEDRUARY 20, (079 eee F ] N A'| see PaGet 12
Seetion 2,

Connegtion Progeating o Terningting 8 Conneetion

2,3 TERNINATING &4 CONNECTION

A connection mgy Do tersineted by ene of severa! oactions,
only one of whigh (nymbder 3¢ delow) guarentess the delivery
ot o'\ deate sent By the reavesting user, The remaining eee
tione gouse connogtiony to Be adorted and the uUser mytt ale
Sume et 811 datd entered was delivered to the destingtion
ueer, The ressent for genngetion terningtion gret

e c!;oo rosyest fror® l10gei/renote user (900 Paragleoh
8,2,8)

e cbo'; reauest ?fro® legel/renpte user {800 Parsgreon
82,9

3¢ conneetion timeout (see Poreagrenh 2,3,1)
4, conngetion oroo-ieion (ses Parsgranh 2,3,2)
. %« oratoce! error (see Porsgreon 2,5.3)

b ecrodseconnection metrix v!o'o!!on (see Paragreohs
2.2 ona %,.3,1) .

2.5.1 Commegtion Tingeut

Alenoyah tining gortain gonditiong eou'd pe caneidered o
ehoice of (wglemgntation, 1t s digscused hore becouse
AUTODIN Tlegtandara THPg ang TEPg will (melude the oOroces
dure, Alsee (% potems aboronriate to streep the (moertente
of timoouts (nm proyining more officient service to the yter,
Conditions whigh wil) be monitared sre sunmerized bDelow, In
a!! tne Below gitustions the econnection will pe closed ivmee
gletely anrd eeeh user will Be notified oy hip THP that the
eonngetion has neon terningted,

e {mgetivity on connection o Thig (9 gdetectea by TP
when 4gte Pas not Deen gont 0F received on the ¢ons
nection for o soeci?iod tine, It alee facititotes
the t!!uotton in whigh o host wil) rot Do adle to
onter o 81008 gommend, A Pegovmended *ime duretion
{9 on the order of S winytes) Byt thip wil) Be eee
tebliegned for eaeh uler during asvste™ generation
end  ean  vary, The yeer will pe adle te turn the
timor gff ond on via the tiee commend (see Paree
0raoh §,3,9) during on actiye connection, The gone
nection fnegtivity tiaer will pe oetertea (i o
value net deen genereted In the JPB) onee the ghoare
setorigtice ontion mnegetiation hes comoleted, ang
wil) gontimye unmtil gonmegtion glooure (unless
turned off By the user),

Revigionr @, Ffedruerv 8,

i
il.
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Conrection Prgcagting © Tormingting o 2gnnmectian

&, (ingrafagte ti=g ¢'spses quring eotionm
negOtiation o Toig {3 Setectes 2y TwB, The sesumpe
tig” g mede that the remote TWA ngg m@t rcegpordec
fa» sore ~0a98” amn2 f2 i gorgizeree te e & Bassie
p'e orotoco! aroclee, The , ger nas "0 conrtrg! over
thig ti=gout valye (goorozingte'y 3§ wniagteg in aye
petiom), It «ft!! 0@ gterces far o'' octiom megotis
ati0ng wretre~ tre cOrRQERion (MPaCtivity tieer (g
AYARING Om MmO,

3. me TCP gexmowleagerent for date sent over
netvwery © Thig g aetected Dy the loca! TCP when
the re=ote TCP acurmavwieagerent Ig mnot recelived for
80G ents sent, After the timeoyt imtesrvpl, TCP
will sgtrgrgmit trhe umngexraw!edgces segment, ThRig
wil) pe recesten three times, I* am ackrmow!eggee
ment (g geil) mot rece'ved, the assyurPption (g mace
trat gewerning (g wrOng with the remote yler SP the
neteorn ftael*, TCP Lil] ehemn gbamt the ecoOmREee
tian, Tre usSer nog no conrtre! OSver trhig timeout
value,

2.3.,2 Conmecrior Preemnricm

Commectiam sree~ctior is mergled by TCP, 2ut the orecedyre
is suP™arire? neoe 88 T=P ig (nagimgetly {nvolved, Eac™ user
(nost 2rgcegs ar ter~imgl Uger) «il1) Be gamimigtegtively see
siamaten as "nree~ctac'e” or “agmpreemptac'e," Thig dJesigraee
tien will meg ima 2wg ThHP yser orafile am2 «i'! =gt De gchangee
st'le sthepr thgm By syste™ gerenrdtiorn, Trhe ingicator wi!l) me
ngae sveilaclm ro TCP a7 Used to deterrime (¢ pgreemptionm
sreu'? Bde a'lgwed, In aagiviem, users commected ta a TACL
sctively sgr2icisate i tag pree~stiom grecess, Toe¢ 40'lowe
ing set 8¢ eimey=stemtes Se'imes s Dree~ntiom gizyationt
(8! ot thage =ust exigt 422 & Dreemptiam o sccur)

{e 8€Q%ent received (By TLP) ftrom netwdrk) LI'T T 1)
"Svi®  geg~enrt) 0me tha? wou's ~greglly degima o
eszanl {gh commeltiam as flegt leg 9f TCP 2tnegecwgy
ngn3ghgke

2., econmectiom a!sgaay estan)igneq (ot ooering, !ige
tening, or clasing) far lecal seckeot

3, foreign soctet of gegrem: seceivee g gitéerent
the” faor ested!ignea eanmecrian

4, ostan'igred conmection (g Mark0Q sreemoted’e

S, Pmow gegrenrt crecelence s (™ o Nigrer cCategory
(2e224122,2V) tegm ere precoecence 3¢ estedlisgnes

[ AAX2ZARRERREE
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The SPECIFICATION, FEBAUARY 22, 1979 eee F I N A | 0o PAGE 14
Sectiam 2, Commection Progepsing @ Tonmingeing g Lonmection

conngetion
6, maw pecment security/TEC are va'ia for loca' socce?

It tre aBove set 0F circumgtances esists, TCP ail) (mmegie
ste'y eclose t~p estac'igres ¢omngction, R0th ysers oM the
preemoted 20 nmecticn wil! Be Inforees tage tme commgczign
wes closes, The proecedure ‘o estadlignrment ot tng
"greeroting” caanmecticom varios Betwee~ the LCU amr3 TiAL (re
glemerntatians,

In the CCU, when the ¢lose Drocessing Is complete for the
oreemcted cornection, TCP? i) (mfgem TP of the mew commeEce
tion via g Preemgt event, THWP 4(1) procees with open proe
cegsing f3m the mew gammecticen g9 it the Preempt svent were
rotificatian of o conmection estad)ighment (fNpemn Complete
evenrt), Thae yserr will pe morifiea 0f the new CORAgCtionm
when openr srlcessing (8 coroleve,

In the TAC, wngm thg user recelves the Creemotion nmotificae
tiom, MNe =ysr emter 8~ J0@M COTMAAY SE3UENCE PegUESting the
new ccmmecticon, eftectively, sciktmownleaginag the Doreemptian,
I+ & "mgtening” acer rezuegl is m0r received witnin g cere
tein time fnagme, tne "creemsting™ commection i also eloges,
Tre “matening® (Informatiom wil) ne givem in tng preemption
Ageice to the yse~,

2.3¢3 Pratoce! Srrors

Certaim Ccircimatgnces detected By TP will cause am Bxigting
cannection to be claesec (amecistely, These circyngtances
sre consigeres tg re viclatiors of tre THletoeT=? procecyres
argd  are, thereft3re, oratacal errarg, mesulting (m am apore
0! the exigtinag comnecrion, 1t is sssumea that ¢ threse ere
rOPrE  QCCuUPr, the i(mte@rity gf the cormeetisn (g (n jeoparcy,
There are Currently oigmrt TmO® prataca)l errars gefinea, A
But ore, mymSer B pe'ow, relatas %o cotio~ megotiatiomy 1By
8!l gre gityetiamg in enicn amg TnP ngg zet0Cted on 'lggie
cal seauence Im trme metwapre 2909 B%r087) 1,0, O7e whign (g
orecluces 3y gtendars Lracedyures, Recause these prececures
are Clear'y getimeo im thig Jocument, vistations are cargie
aered catastrannric, Trere wil) e =0 procedure tor pcaulre
ing vyser Sisaeriam comceening comginyance 0¢ the gormeetion
when thege errarg are 2etectes, The ‘tollowing gftyetiong
ore treQlted &g 3sctdcs! Gnmrgrg whem detected dy TuP,

le rocoiot 0F am 0atigm regotiatism oegeard fdrem tng
network recuestiag to gtart am ODtiOm current!'y
Being pertorred, orevious!v megotietes to sstar:
(tee Bgraqras S§,2)

21eFERe79 Te73e118 eeUNCLASSIFIED e PAGE 20014

00O CCOPIVOOOGISIee




R

(23X XXX X2AXEXZX 3]
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Sectism 2, Cormmectian Psgcossing o Terainmating 8 Sommection

- 2., recein® o ar octiam megatietion recarg

[ 03 to start (see 24r0greon 5,2)

® petUmsa o 8~ NVT gselay'lt comaitiom, {1,044

Peragreo™ S5.3.4)

{eee Pyracrar> 5,1,0)

’ w@PrY Jhpm thng soedree? 20197 sas m0°
acree~ s {see aragrac~ $,3,95)

7. w~eeceine o am NVT sgeorc (CR, LF, FF, »7,
A] fre= tThe "EtwOrt uhen tRhE CINMQETiON
ming mane, NVT values are cassec as Sate)

8§, nreceine a’ 25%a trO™ the Agtwdrk whiszn

r@ec3rg format wr@A 23mragezign  tg (m
(see 2araqreo~ 3,50

(XXX EXARAXE)

eodeocototeee

c:orzne, v re430118 PeuNCLAIIFIE ey Pagt 90219

° mretwory reauestieg to gtoo an aotiem that
eurrent'y peing s¢rfomsmec, not previous'ly Aegetiate

3. receiot o/ am cctiomr meqotiation secord whice ig
refuga’ t2a nomgr an QOtian megotiatiom reguest to

te 8200 @

srevigusly meactieted Jo0tiom (see Paragrapnr §,2)

4, receiot o an ACTE comtra! record frem the
whenr QCTE cotiem wad =0t previously agreecd to (see

S, secelor of g~ XASSI! dats nrecard from the
eme™ tre 233C11 ewcre ocotiom was 0! previous!'y
28,009 G 97 W@~ RO C3mrmectiom (3 s Bimery

6, receio: 3¢ 8 Q0°8~esc corteg) pecord from the
sreviousy

narv gcanning wade (tnis asoolies to recore
grlvy (¢ (m gergg™ Satkaging wgde #nE Dinary sCaAme

“eC3*a moge

Q1oL Ted3el18 eeUNCLASSIFIE e PaGE 20018
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Seccionm 3, THP Daty Sconnmnimg/Pacraging “odes o [atradyetion

Y2332 322222 . 4

- SECTION 3 e THP CATA SCANNING/PACKAGING wODES

. :

3,.! INTRODUCTICN

The AUTCDIN Ilegtarndars tervingl formar s estadlismes (n
the ae‘imieiam af @ metwmors virtyal terminmg! (WWT) mege!,
14 This moge! represerts om (~agingry teraing! 3yt one 8¢ wrign
' the chorscteristics are known to 811 CCU, TAC, amg fylty
confarming Tulg {m trhe AUTOOIN Il metwarx, wigth this kmow!le
ecge TrPg are able to convert dsta for users, 88 reguires,
eoing to anra coming from the Networx, The NVT gancest _ene
sures tPaz each THP wil] xnmow the formgt o9f Ccats coming ferom
t the metworx, thus a'lowing each THP to compemgate for the
specia! craracteristics of nig yser, The procedyres for
scanning ang formatting yser 2ata while {m NVT mnoge, gs we!l! ]
as the NVT made! gefimitiomn, are ciscussed '~ Paregraohs
3.2/ 304, 0mre 3,5, NVT g the mormg! or 2efault processing
mngae for all ecagrmectiong, THPg may agree o vaery this prae
cessing, nowever, via cotign megottattom (see Paragragrs S,!
h trey 5,3), Two acuitiona! soecial vodes wnich are relates
to the “WT conmcect (Dimary ano XASCII), enterec via eptianm
nesoriatie~, sre Glscussec I~ Pgragreors 3,4 ane 3,5, An 1
scditiona) variamce to NVT procegsing, trangperent mnode,
, whicgh {8 g 10¢ca) (mot mecSotiated with semote THP) sption, (s
¢ slgc discussea im these parscraons, The Dasiec differonce
v Betwee~ the geonning moces s the sudset of NvTesglaites
characterg nien ig recognrized wrile {m any acecific secane
ning medge,

¥
Aiilenid,

-

Trhere sre 140 wothocCs of Secitag!ing user data 30img teoward
» the retegre,; rPQCOPS =0re 8”0 strea™ "mOGQe, T"QIO "0gses are

only (mdimeetly goncerned with the gcoanning vodes, os wil)
Be exolaimea {m Pgpragrac™ 3.3,

socoencix 5 algeysses the BDasic units of <tramgmiggiaor ‘dan
AUTOCIN 11, exalpiming tne tervinglogy yse2 *0e eac™ yric as
ve!! as trhe melatigrmanio 9¢ al) tre ynrits, An yncerstardaiag

' a’ these termg g imogrtant to the umderstanrdinag af tne gybe
seguer® asrasreors,
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Seerton 3,

tTws Datay S8enmima/Packaging “woces o NYT Moge!

$.2  NVT MQOEL

Dete comring from thne Me2worr will ngve Deenr fOrmptted Dy the
soyrce Twd ag 14 gestineg for am NVT ®ppinter,® Thae (s, o
Courae, ur'lets gcreements o varvy NVT  gedault dosmet  nave
deer made Dy the twa ThPg via eotiom megatistion (see Panrpe
grae® S,3), Trhere s mo specifiea lime wictn or oage sige
for NVT pgpinter, “awever, 08ChH TrP oil1) perform coestain
funcetiong to accamoedate the 'ime wiath ang page size for tre
lecal _user, The yser’s cesired values are considesec tra
NYT getault valyes, Bet» l1ime wigthr ane page size are syee
leet to erence vie sotion negotiation, The NVT primter coan
oroduce reoresentations of al! 95 ASCII greonics (coces 32
they 128), 0¢ cene 33 4SCII comtro! codes (2 they 31 ong
127), the following Mave soecified aeaning te NVT printert

1, corriage returm (CR) o maves orimt Mhegd ta le't
aargin of cyrrent ling

2. limeteec (LF) o =oves priat neaad 0 next orintline
keening same vertical ocsition

3, ter~tfees (FF) o moves corint nesg o tes of  mext
pege (lefemost columm ot $ingt printiine of page)

4, norizonta! tek (H7) o moves orimt Neag to mext horse
tzemeg! tak gtaay (¢4 oring magd (g eyrremtly Beyse
on¢ lagt ted stoo om limp, =T meves print head to
tipse coalyrn of mext lime, (,0,) o8rtorme loca! "ew
Yine fymetion

S, vertical tad (VT) e moves 2simt Rneed o mext vertis
cs) tak storcy leteogst columa om trat limep (¢
psrine neea I8 currently beyand last tad st9p om
oage, VT moves rrint nesd o t90 of mex: osaqe
1e0ss Bertormg loca! FF ftymerionm

6, Beckgoace (9S) = =moves 3rim? heae 3me CrAFPRCtE” Daw
gitian towaras 'et? maprgin

Te DBe!! (8EL) e proauces 3~ ayaidle ar vigidle stfgre!
whign doeg nOt move Drint head

8, Aul! (VUL) e previces tinjng celays But couses =¢
fumceion to De perforvwed at printer

Each ¢ trnese crarscters wil) De camverted o am NVT  pecors
(foar recoOnmd %ode) 0F 8™ NVT moge) va'lye (f5r stream %ode) 0
De se”t 0c 083 Me retwOPx, The NVT wode! ve'ue (s thre sane
88 the NVT nreecord tvoe va'lue (see dpoercgix A), The NVT gee
foult for esgen eharecter will Be thne NVT regsrd/value wite
ne timing de'ays (Aylls) t0l10wing, It shoul? Be ~0tes that
the £F ama L7 secords/values whem im geguaEnce seoresen? the

tefeeeetetontee
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Secrian 3, THP Jate SCennirg/Paccaging ¥ogesg = NYT wogel

NVT nmew Time fymctiom, m»nem trese are receivec i~ secuence
im the “etworx 2478 Stre8™, t @y gPcyu)C8 2@ COPvVErtEs, a8 *ev
avuirea, ta tne local mew lime seauerce,

Qther codes srich 20 ROt effect the NVT pomimter, 88  SuCH,

' But are cansideren Dart O0f the NVT mgae!l are 28ta tranrgmige
gslomn comtrs] emgrgcters, Trese “ave »earing aitrer Yoo~ rge
ceiot from the yger O0Fr Yoo, receisr fr3m the MetwdPrk, A dge
taflea explaratiam is fouma {1~ Parggrenn 4,3, Trase soecia’
characters are a'go ligtea angd catecorized Pere a8 8aC™ roe
Tetes O the NVT wmgde!,

t {o S@ma Now (SN) o z2auses accumy'atec yser Sale %o De
sent o metmork {see Paragran® J,0)¢ tne 3N Chpse

atter s mOt gen? sCr 388 networx (see Paregraon

,8,2)
2o MrgevoueThere? (AYT) e causes s chargcten ar
R4 hnarGuwere 8i1gma', {4 s¢tinga, ta De senrt 20 remete

’ wiePr wnigr presuvedly Coausss S20°%uS from TR User
: te Be returceS e iImigratas a¢ AYT gmnarpctery
treates sa"e as VY Champcters, {.8ss COmveetea
f ta/fram NVT moce! value (gee Paragrac» 8,4,

—
RZ 3. Erase Line (EL) ar Erase Coaracter (EC) o couses £L
' ar EC charactes, (¢ getimem, ta De sent ta remole
uer) treates se~¢ 88 NYT egmgraciers, LY P eons
vertes ta/fram ANvT a@ce! va'ues (see Pearagrept
§,8,8)) nro emiti=ag 19 oertormes withir tre n@etwore

» 8, XASCI! Swnitteout (S7) gma Sridteinm (S1; e cayses
voer data Tetweer 30 ara SI characters 15 be sent
(A XASCI: moce (gee Paracrmge™ 3,d)1 mearinmgty' 3
TP gmly (¢ XASCI! Gotiom nas Zeenr megotiatec (see
Peragrec™s 4,4,5 ama S,3.3)t SC amnc S crarmazters
will mot ze recogrizea (¢ xaSCI! wecde nag ~g% reen
v neqoriates, {.,e,, they «('! de gent as del

S« Geedrmgag (G4) = causes 54 chpracter 29 Be sent  C
remate user, {¢ sooropriate, imgicating imitiator
6f GA {3 reacy to receive 2ata: nmeaningtyl re TwP
erly ¢ Qeegreac 3pticm mas Deem negotiateey 34

' will me sent as sata |t aoearesd eotior nas not
BDeen neqotiated (see Paragracns 3,4,6 ame 5,3,8!

6, lmterryet Fumetion Cnaracters (Iry thmy
1%19) » cause various intersynt ar {aterrypt/*'ysen
tumetiang to De serfcrmea 2y l8ca! ana/er re=ote
TP /TLO (gee Paragrac™ d.,4,7)

b4 (XA RARRER 2R N
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Seceian 3,

THP Jatas Scannimg/Pacxaging Nogesg = Recore vs Streem

3,3 RECORD VEASUS STAEA% PaACKAGING wODES

Recors ang stseam modes »efer o the may iA whigh weer_ coeta
s Dacksges to De sent acress the metworx, Jeanming of ,se»
dats s the same ‘or BDotM pechagimg woces, In adattion,
scme Charpcters will coause TWP recasas te 2e peMt pcEross he
fetwark regarcliess Of sCanmning moce, The aiftemsermce s tnm
scenrning of Jeta from the metwork,

A THP recors is the unit of Informeticn througn whien TwPs
commyunicete (see Apoendix G), Im secord Mede a!! (nfosmge
tion, user teoxt gna THPeTHP contrel, I3 packaged (m THP nge
earde, I~ stream mode only THOP=THA comtra)] (nlapmation iy
oackaged {» records, EZac™ record tyese is cdefinea (= Appenre
gix A1  eech haa & knowm lergth, (or a lemgeth fielg, (¢ vare
fable), ama *ormac (see sccengix A), 4 THP, receiviag rge
cords  fro® the metwork gan brocess sach reccord, Baseg anm
tyoe, without acoitiomal scanming of the dates streem, 4 pree
€ora  type, out 2of the current'ly defimes get of THPeTHP jree
eorads Jefined in Aoocendisz A, myset ne (n tmne formaey recora
mark, tyoe, lenrgthr (16 Dits), amc caramete=s (a3 reqyulrcea),
In tris way, TWPg mot Imolementing the fumetion seoresentec
By -the recderd mav "3kid over™ the record (igrore (t) Bases
on the lemgeY flela, It srouls be nmotec thae the lengen
tiela comtafng 2 value regregenting the Aumber of bytesg Ia
the recors after the lenge™ flela, Effectively ®he value 3
the Tengtr (1m Bytes] of the carareter fielsa,

As statés, (~ record 70qe a'! user zata a3 we!' ag THAeTW
contra! {mdormgrion (s sent (m THP seecorcs, Eacn recorT Tee
Qing efth a recorg marx, the value of which fg aut a¢ tne
ASCIT crarscter rarge, ‘ollcwed By tne recare type, THP cgn
Drocess each recara, pertorming reguised actions, Sasec en
the recore type wit™ 7o aaciciormal craracter scanning,

In stream 20d¢ user 222 |y gent amyuhere «itNin thg gtegae,
withayut recoOng delirmegtianmyg, NVT emaracters (SR, LF, FF,
T, VT, 8E,, 38, VUL) wi!' pe cemvertes te VT ngsge! va'ues,
tmelyced {m tmig text st=ga~, ama 20t sert a3 VVT peconrcs,
[f THPeTHR cenera! must Be gent, am aporseriate recara i3
insertea In the stream, THP processes he Qata Steear frae
the metwdnat By scanning for NVT momdel values as we'! asg tne
reCOPre myrk, NVT model values syust Be comveriec ta he
loce! valye amg out in the toeyuser Bufter aloAg with atngs
text, Cervergion 0F NVT moce! valyes s mot dome |~ greee~
mode, (¢ nimary meae (g (2 aregress, (,0,, a!1 sctoets txcen?
reCord Mare wi{ll Be 20830 as Qata, [ & record %esk |3 dee
toctea THP gaeg IntQ recamg woce ts process the gentrg] agqe
€0rd, retyrAiag O Stree™ MOCE whem recOra Drocessicg i
eomplece, Texet c"aractess are aqccumylated (n teeyser
Buffers ond releases o3 recuired by tre Jses {(seae Parpgrao»
3,8},

eheReesntonvene

21oFERe79 TE33e118 seUNCLASSIPIE ey PAGE 22019




setugseeseRe RS

L4 dlelEBers TE8361t0 esUNCLASSIFIZD 0 PAGE 39922

~ (2222222 RY2RY

~ THP SPECIFICATION, FESRUARY 28, 1979 ase F I N 4 | svs PAGE 22

Section 3, THP Data Scsnming/Pacxaging Modes o Recard vs Stream

' - ~ - .
THPS myst imolement Hotn moces for fromermgiwery processing,
But may cotienallv imolement streem mode ‘or packaging uses
dege tO the Metwork, AUTSDIN Ilegramoare gefaylt for paccke
09119 yser qeta wil! Be recard mede, 2yt thig mey Be gharges
By the user vig the mede commane (see Paregreprs 4,1 oane

L ] ,3.8), The yser woula imstruce THP 19 Degim pacraging nis

: gate In efther pecord oFr s2ream moge, TRe uUser %ay MEt see
auest $hat rlcorg OF Btream w0Ce De yaed for data coming toe
ward Aim, {,0,, from the metworr (remote user), Te imfapm
the romote THA crat cats wil) De pacxaged im qlitresr mede,
THO gends o Set Moce recero, This {s mot & reauest But an

# anARoyncement ot he new mode, If, however, THPe! gesinses

o~ that THPe2 negin peckacaing ysere2’s gata in p costain wcde,
THPe] wou'ld sgsenc & Reaues® Mocde recorcs, This s @ reaues’
ond althougs cotion negetiation Iy mor used ™e resuest may
be sefusec, THPa2 woyuls sckros'ecpe 0r refuse t™e recues?
By returmniag a Jet Mede reccord detcriding the pacxaging wode

o whien wi)l me ygeda,

L 4
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3,8 SCANNING USBER 0aTa

There 8re four modes for BCamning yseretoemetwort Jata
THE NYT, XASCII, Bimary, ang trargoerent, For §') ncces
there are 8nly cortaim charagtery which are recogrizes and
which cayse scecia! procassing (n THO, For 0gch nade NE-re
exists & subget Of ttheee Characters amd srocesses,
Easgsentially, trat tg the atfference Detueen gcoannming races!
the charscters rgcoarmized amra the processing they Imveoxe,
Table 2 gummarizes the characters which will Be recognizes
and the pracessing reguired Dy sgehr echpracter for each node,
The scenning of wuser date lg imncecengent of the packaging
mode (record versus stream) gigcussed (n Paragrech 3,3,

NVT mode {8 the kmowm default faPr precessing useretoenmetwork
date and g ethat processing reauired o format user dats 0
NVT mode! farmar (gee Poaragrepr 5,2), Thisg fomsmgtting prie
nartly comcepmg the charscterst! CRy LF, PF, w7, v7, 8%,
BEL, ond NUL., Each of thegse 2hargcteors (8 COmyerted to an
NVT  precore (see Appergix A) ftaop record moce or an NVT maage!
value for stream moQe, The NYVT modge! velye (s the same as
the NYT pecord tyoe va'lue, The remaiming enaractery ot
Tadle 2, aste trenaminsion canteg) characters, are processed
in ome 0f twd waves while im NVT mode!l

)

e !4 creceded in trne User’s cdata stream By g prefix
characerer, tmhegse Charpcters ArPe NQRY COMmVOPrEQC O°*
alteg yoom DUt ere pDESSEY as 8?8 %S the meteorik,

2e 1f Qetected im the yter’s data Streg~ and AOt DPree
eeded by s orefix chargcter, t"e acoreoriste gction
is oerfarmed, €,3,) Conmvert o THP eamteal eeeara,
$1ysh or {mearrypt fyumetior, pacret relegse, o~
enter comeand agde (tee¢ Paragrac™ §4,8),

wmyle In NVT moce, a'! Catas ehargclery are sent  as  Tepi
ASCILI, f,e,s tne carity 2it wil)l De strippec 2y T=P Be‘tore
{mteprcretatiam af the Character, If the ehamacter recuires
1 scecial oprecessinmg, that (s gomep (¢ the echarecter i3 0
| momapecia) !deta) eheracter, trne Tepit cocde s transferrec

to ghe THP lgtter 20 De semt %0 the metwork, The Only exe
f ception to the NVT mode mrocedure eccurs for the NVT  sode!
! eraracterg, (R, LF, FF, VT, ang =T, the 2igpesitions of
L _whiCAn may 3¢ changed via ootiom megotiatiem (see Paragraph
|

5.3.930

()

([ AARAAAAR AR 22 2]
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TABLE 2, TwP Q4T SCANNING wATRIX

e L "=—T—-"‘"‘ uscyy (DARSPANENT :
t r lwe r e L » 1w
p —
carriage recurn (CX); linefesd (L¥);
fornfeed (TT); vertical tab (VT); 1 A e ? 2 I A
borisontal tab (NT); dell (M.);
backsyace (33); sull (WUL)
wr1/11; IP6/16;: IP9/19 [} 3,2 5,2 /] 2 5,2 D
t
: 172/12; TP3/13; IPA/14; 1P9/1S;
r7/17; 8/18 * o 3,8, 8,27 » -} 3,8,7 D
1o ] G ] 0 5 ¢ | D
are~you=thers! (ATT) o |2 | 32 |D| D .2 | >
¢ srase chatacter (IC); erase line (TL)} O ] » - ) 3 ] D
go~shead (GA) ({f go=ahead spcion hss
been aegociaced) ] 3,2 3,2 P D -] 3,2
RASCII shifc-out (30) (4if ZASCIT
aption has Seen 3egocisted) ! J t 0 b I I
K2 ZASCIT shifeein (ST) (4f IASCIZ
L option has been segotiated) z o t ° £ t o
GA; S0;. ST (1f corresponding sptiocn f
: has ot beem aegotiated) z ® t ° ° t 3
i
? send oav (SN o | ¢ t |2 o t | o |
* prafix (FC) o | ¢ > je| > | ¢
LECEND: A - convertad to WVT racord (record sode) or NVT velue (stream mode)
B = comvertsd to THP control record
C « TEP commsud or coatrol charsctsr axpectsad to follow
! D < passed as data (not rteesgnized as special characler)
: £ - sc2s as jacket Talasse mechsnimm
| 7 « causes forvard or ceverse {lush of lata
! ¥ G = causes aut-of-band TCF funccioca
f I - iavalid sequancs
! J « sctivates IASCII data scamning mode
! K = termimates XASCII dats scanning mode
P - vhen jreceded by prafiz charactar
EP - when set precaded dy prefix character
@
|
| %
!
- 'm\
o/
9
eeteenetenanee
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] ;L Sectior 3, TP Dats Scanaing/Packaging ¥odes ¢ §ganning Jser Date
The orefiz charecter mas o soecial meaning for NVT gegnning
] mode, a8 (t does fer trersDerent end Bimary moQes, (In
4 XASCII moae the srefis chemecter (g net reccgniges, oyt
, ratrer {3 passed a8 29t8), The prefix ehasecter alerts TwP
that the chroracteris) following 1t smeauires specia! nrane
. aling, Essential]ly TwP gnters command mode, Sectionm &
: eives & detallea exolaenation of THP’g pracessing for user
commands, hovever, three points srey'd Be mece clear Nere as
they dea'! wftr geta scenningi
1o 17 & orefix chorecter is _detected In the yser’s
o8ts gtream gl syules of mormal THP cammend emtey
esely (see Paragrasr 4,1), (.04, character(s) fole
1owing the orefiz craracter are exsected to be o
L THP cammana
2, Command processing «i!1 ensue Dased on the chase
acter(s) after cthe prefix ama the eursemt dats

sCafNning moQe, 0,3, SOMe Chgracters cause di{ftere
oAt processing im pramgparemt Made tham they 3¢ (m
NVT manAe

3. If tre cheracter pseguence s mat velld, 1,0, meot
one of the Cormection camtrg! esmmamag, VT camtre!
COmRgnds, OrF cCata transmiggiom contra! characters,
T wil) perfore f{avalia command processing (see
Paragreor 4,1)

W

Tramgparent %gde (s startec arc stoocced via the tramgparent
command (gee Paregree™ U,3,4) ana (g mat megotiated with the
remote TwP, The gifference Dbetweer NVT grg tramgparent
modes g " orecessing fop Gata tramsmission camtre! engre
scters, PrgCessimg far NVTY mode! ehamecters, syuc™ as (W,
LF, FF, VT, WT, BEL, 48, ama NUL, i3 the same a3 for NV
r09e, Procetsieg f0r Acmegoecia’ chanacters i3 algo twe
seme ag fer NVT mege! the carity Bit i stripeed, ‘srming g
Temit ASCIT values Tramsoarent weoce, esse~tia'ly, allows
the yser 3 gem@ GCate trahgmiggiam ecamteg) chgrgcters as
oste, InniBtting TWP pecogmition, Thig capadiliey (g gvaille
sole im NVT mege Dy Drececing the craracter with g pre‘in
ehoracter, Mowevers, O se~ gevers! Of these C aractery
using tnis Brocedure weula De cyumnergsome, Trergoarent eade
sllowg the yter 0 30ra severa’ of these special erarecters
without eeec™ preceding orefix, while grocessing tor mosmg!
NYT format comtimues, A cam e geen i~ Tanle 2, te iaveke
the nAormal NVT mode orocessing for ary soecia) ehgrecter
while {n trangoarent mome, the yeer sively precedes thre
cherecter win 3 pretix chamacter, the Sopoeite 9F NVT LLT-1)
prececyre, A1l TwB commanas are avellasle while i
S~ trergoarent fgne,

Sinary moce 8'lows S0t o flow om tre gommection without
ery ¢3nvergiom or special troatrent for anmy crarecters, The

f20teQoesSatosny
JtePFfRa?e PA3%,. 1 8 alih@) 00 00con . ieee
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LI,
-

perity Dit (9 met stripp@c as {» NVT an@ tramsoarent moaes,

{e@esr the gnting 8 Dits 8re sent a8 2828, SCU/TAC THAg will

slweys Saccaqe the Dimgry Qatd i~ Data recaras, ovem (¢ tne

eurrent pacikaging mode s stresnm, CCU/TAL THhg will,

however, procCess Dinary mMoce 39ta in gsltrea™ mode, (f osee

| B 4 celved fpam tng mglwudri, It greul3 Be motec that the scane

o ning for NVT vglyes, mermp!ly taking clace wher receiving (o

‘ strea™ wmoder 111! mot Do gome, wnile Im Dimery ®mode, ree

ceiving im gtreg» rocde, all eraracters (Qctets) will e
oessec as s to the yser,

* Rimary moce s entered automaticelly (f trhe loca' anc remote
users’® crheracterigtics matem yoam oapening the commectien
. (see Paragraan $,3,1) oar By yser conmand (see Paragracn
4,3,5) oemnc subsecuert ootiom megetiaticon (see Paragreor
$5.3:2)¢ Binary moce rust De Megotiated Cach time it (g enre
terea and wil]l comtimye unti! & recues? te exit Bimgry mode
L ] is orocessed vias cotion megoriation, wnfle in pingry mocde
TP  scang usepetoemetedrx Qata for Only the Drefixz chare
seter, 14 ame {g setectes INe gubseauent charpacter seauence

fs expectee %o be a THD gomegnd or Jats tramg~ission comtsrg) .
engracter, Connection comtrsl commancy sre pracessec nmose
-~ nally (see Pgragrac™ 4,2), ~Most NVT gcontrol commgncs are
: alloved while (n Dirgry mace, Byt charges rea ested via
these Ccomranag may MOt taxe @ftece ymell the csomnmectiom “as
i returred 0 NVT moee for the side 2f¢ the comnection gffected
¢ By the chamge, The tramsoe’fenrt, ®wcde, AR2 MOVe SOMAEAAS are
nat va'ig {4 sme carmection |8 (A Bingry mege am the ree
auesting yger’g gene (2o mecsanrx) gise, CLomtre! characters
) ere srocessed 33 uysual, Byt will mge De cetected un'ess oree
i ee1ed Dby garefix crapacter, Cther crgracters, suc™ as NVYT
;| moge! CR, LF, et¢,, are Mot recocnrizec O cOMVErted, Cu? a"e

| paster {n tne 3528 stresm,

2ASCI] mege 2')ows the uSer %2 30r2 28ta M tne commgetiam
Py whie» will moe ne processes (NP anmy egy €1280C0% %8 2@ 04Ccaged
{n X28CI] recorge, Trat ig, 8'' emgractorg (2ctets) wil' m¢
pessed wit %g canyensgian, soecis' peocessing, =o0r strippiag
of tre parity Bit, Tre sctet: as receivea frem the yser,
will DBe cacCragea |~ the XASCLlI srecord for tramgrigsion o
the mgtwadrk, Thng gbilicy to ermter XASCI! wmecge wyst oo
sareed ypom via cotiar mnegot!ation (see Paragraors 4,3,5 ang
$¢343)s Omece tnat agreerment |3 made, XASCI!I ~ede ~ay de ons
tered a8t anfviire, TP  gmters YASCI! moce whem am XASCQI
srifreayt (S3) ehgracter g detected im the uses date
streem, Foegm tnat point ymeti!l am XASCI] sntéteinm (31) enare
ecter is setected Im the yeer data stream, TWP packages the

vser text {m XASCI? mecoras, On'y tre 8! will Be precogrizec
{n XASCII vade., The prefiz charscter anrd, <there‘ore, TuP
commerds omd gpeeial charectory, wi!l mot Be recogmrizes o

220301 moce, The 30 ama 3! choracteng are MOt (nmelyded (n
XA8CI! recarde, Values f0r these characters nygt Be (ngerte
eq Dy the revgte THP, a9 reauired oy Ais yses, it (s tne

ST RPROROORRNROY
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Section 3,

TP Doty Scarming/Packaging modeg = Scamning User Dats

nugnﬂbi”ty 8t the receliviag THP to Drevent Drematyre
termingtion 9¢ XASCI! =o0ce for Nig yser, (,0,; Oremeture
ingertion of 8 charecter, Thig cou'd occur ¢ an 8 were
ingerted pfeer gach XASCIT record, Necause THP letfer size
fa 1imitea o maximum geg™ent gite and THP records are not
selic Betweae” twe lettors, {t may Do recessary 9 BDOCKASE 2A
XASCII session in more tnpn One XASCII! recorc, The sesaion
shou'ls Mot 8@ ¢onrsidered ts D@ Qver, reauiring insesticmn of
the local SI crhrarscter, unti) the gubseauenmt recard (s reoe
cetved org {t (g mot am XASCIL recerd, :

teoCosotereeee
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Section 3,

s .CPa_on Sane. .0 a s M. cesasesa

THP Doty SCoannminas/Pecracing Modes © Processing Netwarc St

3.5 PROCESSING NETWORK JaTA

Secause mogz of the wort {8 deme DBy THP {m packaging
yeeretosngtudrik dSeta); DrOCetsSiNng deta from the metuworc g
simpliftaa, TP peacts tS €ach record type withayt particye
ler regeard te the 2cCarning ndce vusea (» sacxaging the cats,
That f8s eech peccrd tvpe requires certain procedyres, in
streg™ moce (see Parsgrac™ 3,3), of course, not all of tre
networketoeyser stream (8 {in records, 80 scre verietion {3
reauired, fasentially, {(m seream mgde THP myat scanm every
enarscter (n the metworkstaoybar 35t STrea™ 3s08rchinmg for
NVT  model velues, as we!l as TWP pecore marks, when g ree
eard mark |g gdetected (A strea™ made the recors (s orocessed
as ¢t trne commectian sere (n pmecord %0ge, returming 1t
steregm wede whem the record processing is complete,
Essentially thnmee tvoes 9f metworketaeugsar Jats 7ust D@ proe
cosseds

1e NVT mogde! values (imn gtregm noge) oar» NVT pecerds
t{im regora =ode) fer CR, LF, FF, w7, vT, BEL, 88,
NUL @ (¢ detected, '0ca’ valuss are sudstityted for
these NYT wmodel values (a the current toeyse*
Buffers orn excootism (g sade (¢ (= Bimary mgde far
netwareotoouge” Jalal {f (n gtragg™ %ade, NYY wmege!
velues are mere'y 288808 as a8td tO the yser

2, THPeTWMP gantro! records e nrecard is orocessod as
if im recard moder THPaTuP gonmtrsl mecomras imelyee
3¢ mone, reauest *ode, status, Btetus Pely, aqate
wore, ootion nmegotisticm, ACTE cemtrol, f(nterrunt
tumetiors (le9 ama {1e}9), AYT, EC, L 7Y
XASCIL, amd cats recar3s (f metworteloeyter gicze o
canngezion (g 1n Simary mgade

3., imcerryet fumetiam 12 o tatg (atereyat fyumetiom (g
eamAynigatee o the msemate TwA yig am ayteoledgne
TCP eontra! commans and T(DeigeT~P lagemrypt Aptyrn
event (see Parsgrac™ d,4,7) <

1¢ an yAknawr record, 1,0,, tyoe (necond Byte) (s mot dQee
fimea In  Lspoencisg A, ts received from the "NE2elrk, the ree
gorad will Be igrores, THP pasumes that thRere s & lenrgen
fiele oema thae gthe Tengen tiela cencping & va'lue »epresente
{ng the Aysnes of Bytep I» the regard asfter the lemgen
fiela, Thne thinra gnd foumt™ Dytes 4f the meCOrd 8re agByred
to De the lowe am@ higreorcer @ight Bite, resoectively, of
the lemgen flelg, TP Li1] {(meroment pant the ynrknowr ree
cord ang gentinmye processing as mormgY, Ag algeussea {»
BPoracreo™ 2.3.3) _there are certain records whien; (! pree
Coiveg umcEr genrtaim cirgumstances creats Drotoecs! errary,
However, ynmERGuwA peCord types are sivply 19mored (Byoasses
Besec on the lemaet™ Qivem (A the record),

(AR AKE
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3.6  RELEASE “ECHANISHS

TP control recorde and vser text) whether gent within the
retwork 1A record oF ptree® wode, ere Dackaged in TwP
‘etters (see Aopendix G), These letters are sent to TCP for
trengrigsion over the networt, There wavy Do one oF agny TWP
records {n o letter DUt pDertiel recorde are not permitted or
sussorted Dby (CU/TAL THPg or T5Pg, A letteer (g sant to thy
network under certatin eireunstances, whieh sre oither Jgie
reetly or {(nd{rectly creotes By the user, Of the lipte
below, the user mav select one of the firgt four to B0 the
primary sacket reloase vechanian via the secket release cone
mand (see Parearedh 4,5,3), Onlv one of the first three woy
be octive ot o time, That 9ne will be the Brimery method
which {s yeed (¢ nene of the other neehanisms 1ieted oceurs
tirse, These other machanisng are under yser contro! only
{ndirectiy in that they ore Bredicated om user (nmoyt, AN
of these mechaniagms Couse the current letter to De sont to
the metwork, 1If theere fe mo gurrent letter, the record o=
function gqgenergted Dy thne mechanisn {p sent (mmedigtely to
the network, In adaition, the gond now and *yul) seqment "ee
eranigng overr{ge whatover wechaniss the yser mav have sbdecs
1t1ed (of the firae three), The fo)llowing concitions couse
o letter to De sent to the aptwdrk}

1¢ AS receofved = reloase yooOm regeint 0¢ g unft of
yeer deta from HSI g TH (From Jser svent), gefinea
By the HogtefllU or terningleTAl 1{mk oaratece!
trangm{goion unit (see Aocoendix $3)) eoyat pe soecis
fied by the yser ag oacket relesse echenisgms (300
Peregreoh 4,3,3)

€e Onguofeline o relogse uoen Jeteetion ot Teca!
endenfeling seauence (1n ygseer’s ceta stree~) suth
00 CU/LF or newling (NL) eharscter; ayst be soecis
tied ny user 88 necket reloese mechonigmy thig vee
ehanign fa mat "getive® (¢ yssretoenstuwork deta (o
in Bingry mage (see Parsgreor ,3,3)

3¢ number of srarectors o roloase uoon Bccutulation of
e soecified nymper 0of gharecterst the Aumder of
charpgterg Aust do soecifind dv yser as seclket roe
: : lease mechonism ond wmav not Do areater than S84,
F the masimum nymber of dets Characters whieh con De
semt  (n  an AUTODIN 11 oseccet oliowing for THP

overnged charggtors (soe Paregraoh 4,3,3) '

4o Sond now o relgate UPOn Jetettion a¢ send naw (SN)
cehoreetery overrides al! other packet releete “oo
ehanipeg) In Dimary wpde SV ayst de Oregeded By o
orefiu character (see Pgragrenh 4,4,2)

S, full gsegment e roloase vhon lotter aize Nas rosthed

Revigior 2, Seoruary N, 194
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% mexiaym gegment gize (588 scteta) o the yoers waze
(mym nyudfer gize, Ca00Q 0~ valye Gormengteg (» 9§
end  chanQed Sy pecset releese command; dverrides
8') etmer Dacreot relegse vechanismg

4, are*voyuethere? ® relesse upDe~ detectiom of AV?

t cvgrecter (see Paracraon d,4,3)

7. RCTE o re'ease vnor Zetec:iom 9t RCTE commemra (LC.
e”rliv)y ACTE option wyst mave Bee™ ~ggotiated (see
Paragrecrs 4,3,9 ard §,3,4)

’ 8, imtearypt fumction e selease Joon detection of Iae
terruor fymction ergracter (IF1e19); letter ig ree
1eases . tor 2l of trhege, tnelyding [F12 shten goes
ngt reguire & THPeTWMP canmtrg! recers (see Poragrep®
de8s7M

S, QO=anega « releass UDOM Getectiom 9¢ Qowaneed chare

t 8Ctes1  aceareas octior mygt “ave Dee~ meqo’laled

(see® 2araarac™ $5,3.95)
Networtetae ter JatA 111 e releggen to tre user (o g logile
es! ynrte, asg requires v that yser Dased or protoce! o
- atner yser reauice~enty, This logice! urit {3 estap)isnred
_t ot svetam Genesgrion time ang (s met changeas'le, Only one
of the follgeing mpgv De scecitied as tne tex?! release mee
ehanigm far tng ysery
1, ucem asccurylatiom sf certaina myumder o characters
* 2. o3 receiven 420~ meteanrc, f,0,7 THP lotter
3. uco~ detectiam o4 NVT grgecieting geauermce (29/LF))
a”rly (= NvT eace
d, enaractercategetice (gomcia’ cose 3¢ ~ymze= !}
’
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» Jeceion 4, User Jomegnas o Gerers! [af0rmation
° SELTION 4, S8ER CCwmanDds

e

e

A

4,1 GENEAN, INBIB=, TICA

TuB commgmag aog 2+3vised t9 0'13s g% yeOr goce eortre!
ove”* nig ecammecrigm an2 thre arocessi~g ot wig getas,
Comegras gre arauce” (mte t ree Cateqgorien! (1) carngction
eontra! gsmmangy, (2) NYT comtsol commends, enc (3) qete
traremissiar comtro!l Choracters, These COMMaENAs are summpre
{7em In Tonleg 3 tnrguan 4 (gee re‘ferences » paragreonrs for
each cetegary), Ege™ cc™mgnd g» category O0f cCommgnds has &
socecia! mearimg o~g corsiderations er meatrictions am yse,
rOmeyer, tva t3)1'cwing generg! ryules eso0'v to al!l commanagt

e E8mmgmmg may Be €7t @”ed anvwhere (~ JBeretlengtuore
qets strep”

2, THD pretiy grgrectes (PC) ngs scecia! weariag for
camvgan peracessing

1, Pr =yg? crecece eac™ (o9r %ne Yimge 1a g gerien
0f) comrmectionr comtra! gra VT ga3ntso! commeras
fap the® 20 D¢ 8Cte3 yoo™} it (s ecomgizerec
par? ! t e CO™mANA jequenrce

2e (™ NVT mgae PC eus? mol orecede J0ta trenpnige
sisa camenra’ cngrgereng (IF. tnsy 1FP19, AVvY,
EC, BL, G4, $%, PL) ¢apr tng= tO e scC%ed JpON)
thegse Ccrarecters «i'! pe semr? as 30%a (¢ pree
eonen Ov PC = NYT wgae

3, ¢~ pimgry ar crprgrarent %oce PC mLst osrecede
gera t*e~s”i3siomn cemrra! enpgracrers (JF. ghsy
TF19, avT, ET. EL, G4, $N) ‘dor the~ t3 be sctes
T LX) tr~ese w('! me ge~t a3 20ta (¢ ape pree
ceven Sy pretiz '~ thgge “OCES) 34 w!'l egg 3me
eftectes Dv teemgcarent m0de, ! ,0,, NV® syles
na'la trys *tor G4 cmarpcter

4, BPC ame, treretore, T=P coemgags wil! age be ree
easnizen 14 ygereltoengtwore gcenming wgge ‘9
x48CIlt o~'y 8! engractes s secogrizes (=
XASCIlY more

S, the secora cocsecultive 9C wi!! slweve Be sent
as Jata, redard'eas Q¢ the scanninmg woge

6., Decouse 2C g a soecia’ gharacter, 9ther Chore
sctecs (!B toey K19, av®, EC, EL, GA, 3N) wgv
n"at B¢ 80° 20 8 ve'ue eaue' tO the curmen?
velye 8¢ 2C3 (o pyumn, BC agy mnet Be pe2 t tne

fesegtdtenete®
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Sectior 4, USer Comegnag o Serery! [mdormption

)

current valye 0% gav g% tnage crarecters (see
Parsgraar “.3.23

3. {4 oamrareters are recuired they will Be sesitianmg!
ara myleiple pearo~eters wi'!l De secarsted Dy
Coammgey (8,8,7 €PCOCHC parami,carem, perend,)

4, {? Ome zerameter *av 9e Oviteed In & caommang gee
quence, thre severator (camma) myst Bde imciycec
(e,8,» <PCOCH paraml,sparan},)

S. TP commanas wil! mot Be recogmized (a XASCII made

6, =Qra thgm ome 2O0mmgctiQge eantre! 9r NVT gamtre!
cdmngnn =gy De entered in a3 cowmarna peayence 2yt
*yst De secarated dv aemrigaliony {(m tmig cage PC g
aracoe~ froe t e 30C27a ard subsecyuent Commgnds,
(0,3,, <PC2C¥C pare~roarem 12210403 seram,)

7. conagetion comtrg' ana@ NVT gomtral commang strings
augt pe terrinated By 8 oe*isg) (e0,3,s CPCOCME
oaram,2prar,)

8, anry caommectionm comtro! or NVY gomtrel commpme may
Be se? as unsveilavle far yge Dy 2 sarticy'ar usery
tnig imgicator i3 ot adminigerptively erg iteag)yged
fa trhe gvete~ Generarian, pherefare, (¢ wey ngt Be
erangeat (e ceet~ictiam (g mere feasid'e fomr wv°?
eomtea! sglegs Ptham  gcammeetiom Canmteg! caemgngy,
But s aval'lsple far a'! cammgrey)

()

9. 80m@ cammg~33 “ave restricted JBaQe, @,3,, OF'y
guring an sctive cormmectiamy these restciztiong
sre srymespte (o Sgragegony 203C ining tne 1agiyie
dua' cammpn2y

12, tng rorica gre se~ige'am ngve 90ec'a' wgaming 1o
CAmegrg gcracessi~2, trgre‘see, Otner "uwP gpeca’
evgrgctery (L9, '.‘a "o -t, ¥vT, 8S, 3L, NUL, e,
AYT, EC, E_, Gb, S$C, 8!, SN, (Fl1e|3) magy =gt Do e’
(vis got commpnd) to o va'ue eaua’ t9 tme perisg er
wemicalar

11 8 commarg geaue~ce 's seter=inga 10 Do ™ oerror (tAayg'ig
commend, {!1lega' Jseae, incomo'ete o» tayvplta commanra parsne
eters, €2¢c,)) the user ol me mnatified o' trhg @errer via @
Tw® oytout megsgae (see Pareagrec~ 2,1,¢ arg dopemdiz 3, =
e00ition, tagr conrang (0'' gheracters ‘2!13e1ng the P p
LS A0 (mgl ,3(AQ 2°¢ tEr=impTinag CRamRCles] oi'' Do Qi8carge .
0d, I/ on erearec commare g tesringted By 8 gewicd'an, e
03t Coraar? im thre geauence <1 3¢ processes, ° ar ece
- POPRQ COMman (g terningltes By § periog, 8uD80aue”® ¢Chare

[ Z XA XARARAR RN D)
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‘ Sectien 4, User lomegngs o Gerera! Infommetion
° scters wil!l me comsizerea Sats to De 0rACE830d Y3+ the mete
wdPk, {,0,s TwP Li'! lgave c3mmgna agage, ¢ a perios or
gsemicolem (g met *O0u~? «fznim sng mex? 52 2horactery afler
the gstart 3¢ thg ca*many (oreftiz or gemigalon), TuP Lt
termingte tne goare™, wil) gigscass thne entire 42 Chergcters,
end wi!) lTeave commang voce, The @rrorel c2megns  S0Querce,
® essenrtially tne gfiscorae~ Cata, o«il! De ImClyceg in the (ne
valig command mgrice te t e yser,
®
{
“~N
)
«
|
]
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Section 4, User Conmgnds o Connection Cantrol Commends

a,2 CONNECTION CONTAD, COUMANDS

Connection contro! commands are thase which allow the Jeer
to Ddeain (oocen or 1isten) or end (glose or adort) o coOnnece
tion, Tedle 3 gymmerizes tnege comvends, aiving formet for
sech, In adaicion to these four cONmands there aFfe two Bue
tametie foatures for connpction gontrold autoeligten ang
autoeoden, These are digcussed n Paragrenn 4,2,3, 41
connection control commends argp availledle to all wusers une
less mgrkea unavalleble aedminiptroetively (zee Paregreon
a,1),

4,2,! Noen foamand

The coen commend ig Interpreted a0 o rPecuest to estedlieh o
conrection witn o spetific ronote user (see Poragrech 2,27,
The command (g ollgwed only {(f the conmection state (s
eloeed or 1istening, Thie comegnd averrides & orevious lise
ten commend or gutoelisten fymetion (7 the comameection is
sti)l 1a g Vistening stete, snd overrides an sutoeoocen !¢
the ooem comagng seauenee g founa fa firat Buffer (after
lTink orotoco! nos Deen ostadiishes or o conmection has
clagsed) frem the veer, Reayired saraneters srel

1. oOrecedenrce = ome O0f 15 codes for AUTODIN I end aue
thoriged for this ysers c¢odes aret A end B (noe
availanle for use >v subseriners), € thry Ny 3, and
T (see Reterences S ang 9)

2., security o ome of elgnt codes for AJTOOIN 11 ane
suthorized far this yuser wou'ld be (mserted in o
fourschargeter f{ela; osecurity codes arel Q05
(mot avatladle for uee Dy sudscribers), “uuw, TSEC,
SECR, CONF, REST, EFT3, and JNCL (nee Referente §)

3, teansmisaion comtrol gode (TCC) o ome of the sudset
of S12 AUTOOIN Il slonredetiec trigreohs authorized
for this yoeor

4y destimgtign subsecrides sdaress o uyostoefive gecivel
chorecters in pange from 3 to $533S

S, destimetion pert 1D o this (s setuallv three Darene
oters (8000Pated 1n the SOMARAY BOQUENEE Dy COPRAS)
Byt the three are gonsidered a8 ore loatesl wumit)
firet, uger 10 tyoe o speci’fine oither stotis (3)
or dvmamie (D), oresuvediy ueed Dby the heoety
second, user 1D o ypetoefour Jecimae! charecters !»
renge from A to 2047, used by TCP (eee Reference 9)
tn ghotting the $/%/7 gutrorization for the vl
ang thalerd, fymgtion syuffiz o ypetoetws geei )

Qeviston 2, Fedruary 8,
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Section 4, Uger Commandg o Connegtion Contre) Cowmgndg

. sharagters {mn ronge fron 3 to 1S, oresumed to De
veed by the nogt {(m deterainming the OPFogess or
funetion ytilizing the connectiony the Jegtinstion
pert 10 field aust be specitied (even (1 (et (8 gero
o8 (It woyld de for o TAC terning) yser)s thig ree
auirement exists for the CCY/TAL THP commena oroe

T cessor and (8 not reayireg for correct orotoco! ooe

oration Or for gomaunication witn g TAC or CCJU une

less the CCUeconnegted host 89 dictates

6. source oort (d o thie g {n the same format a8 for

the Hestinmation oort ID and (9 mot required {¢

& source subseriper 10 TAL terming) yusery (t myst,
however, De specified (evem (¢ 1t {0 zero), (¢

source sudbscriner (s sonnected to a CCUY thris ree

auirement oxifsts for the (LU THP commgnd Droe
cossor and (8 not reauired for correct Brotoco! obde
eration

7. dielein yser ID e  oetoefive character yser 1D for
o TAC dglialednm gudscrinery reayires f%er TAC algleln
sudscribers only,

8, digleja Dgssword = uUDelOegEvER Character DaSSvworg
® sssccioted with dialeinm yser 1Dy reauired for TAC
dialein sydbscriborg only

9. iov~1n.1 tvoe o code desianating tyoe of user oOroe
file {nformation to e ueed Dby & dlgledn
subseridery optionel for TALC digletm gubeacriders
only

qgviston 2, FPedryuary 8, (982
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Section 4, User Commangs = Commection Comtrol Cammands

TABLE 3, TWP CONNECTION CONTRQOL COMMANDS

1
COMMAND DESCRIPTION COMMAND ST PARACRAPH
COMMAND SYNTAX IEFERENCE
Open command - allows user zo request that connection . 4,usid,fic “.2.1
be escablished according to parameters given in OPN 5.ssss,zcc,dsadr,u,usad.for Lol le
command sequence: dial-in users on the TAC will Ay
destination sourcs

be required to furnish user identificacion and
cerainal cype as well as the normal Jpen daram-~ -]
eters $388

precedence (A-N,S,T
securicy (PROG,M®,TSEC,SECR,CONF,
REST ,EFTO,UNCL)
tee - transmission control code; alphadetic
trigraph
dsadr - destination subscriber address; up-
to-five decimal characters (0-65535)
u ~ user [D ctype: specifies sither static
(S) or dynamic (D)
usid - user ID; up-to-four decimal charac-
cars (0=-2047)
fc - function suffix; up-to-tvo decimal
characters (N=1i5)
ustid - dial-in user 1D up-to-five character]
user [D for dial-in users on TAC oni
pass - dial-in password; up-to~seven charac-
ter password associated vith dial-in
user ID for dtal-in users on TAC only
tp - tarminal tvpe: optional two-charac:ter
cerminal tvpe indicator for dtai-ia
users on TAC only

+

NOTE: parameter sequence "u,usid,fc” is aot
specified 1if corresponding user {(des-
tination or source) s a terminal
user connected o TAC, but Tust se
specified {f corresponding user s
connected to a CCU

NOTE: """ codes are %0 be assigned; users
a8y contact DCA Code +50 for current

agsignments ;
Page [ of <. Revision ., July 4, 1979
\AARARX22X22X R}
tleJUlLe?9 13244937 *eUNCLASSIFIED PAGE Q0034
f1ttegeettrgeny
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’ Section 4, User Commgnds o Conmegtion Control Conmpnds
L
TABLE 8, THP CONNECTION CONTROL COMMANDS
(Y XYY YA AN Y Y XYY R Y YR T X0 2 X X )
' PARAGRAPY
! COMMAND DESCRIPTION COMMAND STNTAX
AEFRRENCE
A Listen command - allows user to indicate that he is L1s p.u“.tcc.dndt,e.uud.fc‘u.und.fc 4.2.2
ready for an {ncoming counnection to be estad-
lished based ot parameters given in command se- destination source
quencs; all parametars may be cmitted. except NOTE: parameter descriptions sre same s
the source "u,usid,fc" fleld for s requester for Open command except that for users
that 1s conrected to a CCU counected to a TAC listen zommand ee-
quence ends after destiasstiom "fe,”
,. feplacing "/" with the commsnd terai-
% aator (period or semicolom)
Abort comsand - sllowe user to request immediate A0 4.2.5
teraination of connection without regard to
delivery of dats currently in network
Close command - allows user to request that connec- s 4.2.%
tion be taerminated vhen dats entared by re=
& quester (prior to Close commsand) is delivered
to destination user
¢
4

Page 2 of 2.
¢ Qevigion 2, FecrLary 4, 198¢
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Section 4,

Jser Cammgmgg o CLanngcticn Comtral Cammgnas

3,2,2 Listem Commane

The listen commana motifiag THP thet the user {3 reedy for
e incomimg ecommectien, Tre commgng (s a!lowed Only {f trne
eonrngetianm gtate (s closea ar ligtemning, This cCOmmang overs
pides o srevious listen commanag or an autoeligten fynmction
{4+ the connection |8 still im the Tigteming state, armC overs
piaes am  gutoegoen funetion {4 thne listen command sequence
Is founda in the first Duffer (after 1ink protece! Mas Deen
establishead_ or @& cornection has cloged) from the user,
Porameters for thig commang ace (Centica! tes those feor an
coen commanmd (gee Paragreoh :,2,1), for & Visten commang,
however, game paraneters may Do omitted, The orly recuired
perameter {8 the source 20rt 10 nen tMe cOmmeng i entered
By @ CCU yser, It mo (Otner) perameters are Qiven the goOPe
mection may De estad)isrec #its any remote user (pDroviding
he meets gecuri{ty, precedencer anc T(C requirements far thig
vser), The ~more carsmeters agoecifiea for o listen, tthe
smaller the fielq of crospective ysers wi(th wiich o cornece
tiom may bDe egradlisrec,

8243 Autamatic Features

Trere are tws pyutomatie ‘satures avatlad'e o CCU ame TAQ
users! sauto=oper and auteeligten, Thege festures ere Droe
vide4 especially fear trose ysery wnigh 30 »0t wisgh 2 (o®
canmat) ertepr THP  gcommgmag, Byt thevy 3re avaliladle to amy
user, A yser mgy DbDe dSesigretes ag eltrer aytoeope~ oOr
sutc=lfigrer type O+ as DOr~, Papameters ~ecuised {psee Parge
arae™s 4,2, and 4,2,2) wi'l Ee {mncorcorated at system Qere
eration tive (mee the yser’s crofile, GOne S0t o Darareters
ts orovices, (,8.:, SuUtO®ccer 8~3 auteeligten oarameters mys?
be tne game, mgwevar, 2 subRset vay e 3Jesignetes for use
for the auto=ligten fumctior, {,e,, or'ly certai~ peraretersy
waule Bbe ssecifiad ‘for the autoelistem Pecuest, In anmy
cese, meryal ocoem prd listem commanag tay De entered 0
everrice the gutamgtic focture. ’

An sutoeligten fumetiom Deaing wren the Jimk (chamme!) (s
sctivated ar whem & coOrmection (g closed Byt the limik (9
stil! setive tor am aqutceligten tyce ueser, The former wil!
pe detected 2y ~Sl gr TH 4hen thg 'iax Droteca! nhes Beer ine
{etielized ap the 1img (3 DrOUGht t9 3 resdv s23te, 80 sccroe
oriate for thne chanme!, The latter j3 recognrizeq By TP {te
se' !, whem am ayutgeligten fumetion (s warrantea, THR il
proceec a3 ‘¢ 5 listem command Nad Deer entered, ueing nere
ametery goecitiod Im sme yser crofi'e, Aytaeligeen, [uat as
ary ligtem, fgy De cance!lec Bv o ®manya'! 20em g» l{gtemn conme
mnang,

(322222 AR2R2ER]
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User Commangg o Lommectionm Contra) Lommands

Am aytomcpen fyumcticn teding when yseretoenetuork dats I3
received from am JutOe0O8M tyoe yler and cormectior atate I3
clased ar 'istening, THP Wil praceed as ' am open cemmans
ned Been entered, uBiING paracmeters epecified (mnTehe yser
orofile, Ayuteecoer way De sucerzeced DBy an  0DEA Command
oresent {n ¢eng firge Dyfter (aftes 'ink pDrotoco! Pas been
escanlished 3r ¢ carmection nag clased) from the uter,

If & user is poth 9~ sutoe!l{gten end o~ eutoeccen tvoe, &
1isten wiT)! Bbe outstencing fpom the time the 1ink ig sctie
veted unti! date for the metwork ig received fpom the user,
At that ti%e the autoecpen fyuncticm will begin, unless, of
c¢ourse, an overrfaing listem or opem commend sequence (s cee
tecteqd in that firgt Duffer,

8,2.4 Clase Coammang

The close commang imstructs TP ta close an active 23mmrece
tio~ a8 300m ag a'! detes emtered Dy the reQUEster Scf3r tO
the close commang has heer gcelivered to the destination
user, The conmnectior Pyt De active far the close recyest
te take effect, 14 8 cormectianm hag mot Been estab!ligheg or
reguested (active o opening) tre close command will mot de
valiag, Threre are mo daremeters reauired for o close conme
mand,

8,2,8% Aport Lommgne

The abert 2avmgnd (ngtryety TWP va glage am acttve commage
tien {immedjiacely, witmout regars 25 3e¢livery 3¢ 2ate 2o 2ne
destimation Jser, The alcert Camepgnac o!'! 2e va'i3z umless
the state s alreagy azerting,

21eFLBeT9 7336118 aUNCLASSIFIE D PAGE Q@237
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\,) Sectiom 4, UUser Jamegagg e NYT Conmtre!l Commanay

4,3 NVT CONTRQAL £20wmanNes

NVT camtagl Sammgnag are NGl wnhign allow the yser 2 rpe
guest tnat Certain pectioms De sccomplisrea {m megary ts Nig
connecticnm or yser profile, Tadle 4 aumrrarizes tnhese come
mands, Qivimg the tor=at af gec», Seme \NVT conmtaol ceommangs
may D¢ sdminigteptively mestrictes from yse far sore ysers,
Thig restrictionr will Re comtrallen via tane user Drofi'le arg
will e gset By gvstem ceneration, There are mo soecitic exe
arples of any these restrictions mgy De (7DOsed Otner thgm
that & user would mot require 0r De authoriZes to use the

featyre, Far exa™nle, there 7oy De need far onlv one CCU.

yser (@ "comtral”® yser) ta enter § “Qve 28magnag (gee Parge
araor 4,3,7) reaquestinc that Rig comnection De moveg t9
smather uses om the ga~e CCU, Io enig gsftuatiom, a!'! other
CCU users «ou'd he prohbinited from ysing the move cammang,
Im ancitionr, o user aurhOorizes to yse tRe mOve 20Mmmangd woyl=s
prabelly ma®? Dpe allowe~ to usa the ootion commencs, as “e
woyuld De acting mere'y 38 & lo0gein 4cility for other ysers
or the (LY, Threre woulda see= 2o be little purpase (n gg=
mimigtmatively mestpricetima the gtatus COmmana (gee Paragracn
4,3,1), Mowever, |t &8 yser ig gre «ricn receiveg mo TwP
outout megsades (see Parancraph 2,1,4), (¢t may 2e agersporiare
to rmrestricr yse Of the sratyus commrang tO0er that yser, Qf
eourse, THE gurayt Tessafe Tornat wav Be Shanged via the el
gemmang (see Paragrach 4,3,2), 80 it 13 mot claar tThet Nve
restrictiam Ig werranted im 2thig case, Qeauimementy ‘Yar
eAc™ user Tyst be congigeeces sezarate'v,

“.3.’ Svatus ce"ﬁ"j

Thrig cOPmgnd allowg the USer o regues?® MNig Curr~ent 322413
im pelacicm to thre metedrk, €,3.)» "commectizn estad!igneq,”
Status 8¢ tme semate yse® (Past arscess 57 termimngl) eygt 2e
acmui=ed via perne areevoyethere® seacyre (see ?aragcac"
4.4,3), 1= srocessimg the statysg gomegme, THD it} simgt
guerv laca! TCP (vie Status evenmt) and them remgte TwP
(Status recars), {f reauires, Trig oraceaure will oeagynre
that the metworx 8m2 remote ac2es3 ‘acilicy (CCU, TaC, ere,)
ere fumctianiag, There are "0 2arg~etecs ‘Or thrig gammanre,
Trere are 9 regtricticns to the yse af thig commang, {,0,,
it *ay De enteres gt ary ti=g, See idooernix D far otrner TwP
SuUTOU? MegssaAges which =gy De gererates i~ resporse 2 @
status Com=pna,
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Section 4, uUser Commands = NVY Contro! Zommends
TABLE 4, THP NVT CONTRDL, COwMaNDS
(A LA AT XY YRR RS YR YT X X )
PARAGRAPH
COMMAND DESCRIPTION COMMAND SYNTAX
APFERENCE
Stacus command - allows user to request current TS 6.3.1
status of comnection as relates to network
(destinacioa uger's status may be obtataed
via are~you-there! dsta transsission coatrol
chazacter)
Set_command ~. sllows user to change certain SET cce,ppp 4.3.2
characteristics of his user profile cec - .Derectariscic to be cl od
PPP ~ additional parameters, es required
NOTR: Set command parsmeters are enumerated
ia Table §
4
Packet Relesse cowmand - allows user to change oL 4.3.3
sechanisa to be used {n releasing text o na {0
oetvork, as specified by paraseter in ASR
command sequencs S
ROL - upon detection of end-of-line
sequence
ann - upon accusulacion of specified
ousber of charscters (up to ssximua
alloved, 584 charscters)
ASR - as received {rom USI/TH (unie of
transsiseion)
SIN - upon detectiocn of send now character
Iransparent command - allows user to imstruct THP to w on 4.3.4
enter or laave transparent mode for scanaing or?,
data coming from user going toward natwvork
Mode commend - allows user to fastruct THP as co nod H 4.3.6
packaging sode (record or stresm) for data R
goiag tovard aetvork S - stresm mode
R = record mode

Page | of 4.
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 Sectiomn 4, User LCommgngg e NVT Concro! Commands
-
Ta8LE 4, THP NVT CONTRACL CQOmMMANDS (CSNT'3)
T P Y L L rryxrrrrxrrYryYrrrrex xR L X 4 2 )
- PARACRAZY
COMMAND DESCRIPTION CHMMAND SYNTAX RETERENCE
Remoes Coatrol of Transsission aad Zcho (RCTE) 4.3.8
command - allows user (CCU culy) to comerol hardware 2y {OF7], ] ane :
echo and packsc telesse mechanism, as specified o '] asa ,
by Jeramecers in coumand sequencs, for Mode 1IA AW ‘
torningal ot remoce end of coanectios; ICTX '
OFF/Q% - vefer to desired couditiom of |
optios susl have desm negotisced succesefully Mode IIA hardware echo i
' BOL/nnn/ASR/SHW - refer to sev packet i
release sachanise o de used
for tarminal user's dats
WOTE: either or doth of these parsmetar
categories aay de specified
Icho command - sllows Mode IIA tcerminal user (TAC [ ory 6.3.10
auly) to coutrol local hardware echo; cowmend o
ia 0ot valid Lf RCTT opeicn has Dees negocisted OFY/ON = trefer to desired coadition of
successtully Mode II1A hacdware escho
Pull Duvlex cowmand - equivalent 20 ICR OM (echo ou) 7oz 4.3.10
commsnd for Mode IIA terminal user (TAC oaly)
Half Suolex command - equivalemt o ECR QFF (echo m’mx 4.3.10
off) commsnd for Mode IIA terwinal user (TAC
~~ oaly)
~— -
Move Couneciion cowmand - sllows user (MCCU oaly) o | MOV u,usid,fe 037 |
request that iis sctive connection de soved 20 - type;
asocher local sockst os the same MCCU, amulc& . ::::1?(3) ,; :;ﬁ:“ﬂ:“h“
by parsseters i3 cowmand sequence .
ueid - ueer ID; up=cto=four decimal char-
actars (0 to 2047)
fe « fuaction suffix; up=co=cwo decimal
characters (0 %o 1)
NOTE: peramecsr sequencs "u,usid,’fc”
specify cresceiving local sockat !
Page L Of ..
™
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Sectiom 4, User Commanag e NYT Camtrol Commgnds

TABLE 4, NVT CONTACL CCOM¥ANES (CONT?D)

i
PARAGRAPH
CONMAND DESCRIPTION COMMAND SYNTAX !
AZFERENCT
geg; Sommands ~ eilow uset to Tequest that certaia D0s 6.3.3
teraatives to aotraal NVT procsssiag bde stare ONS
ar stopped; requests result ia option cegotis- 01
tion procesaing becweea the two TiPs, ss one
required; user specifias vhich THP will perform| uLs [ OPCi00.pavamecers
aptica, as well as vhich eide of comnecticn {s NS
concarved (his send or receive side), dy the V2
command he uses; paramecars i3 command sequencs e
:mu’ vbich opticn aad any corTespoudisg WOTI: optiocus and correspoudiag perametars
ad ere eoumerstad in Tebdle §
MOTEZ: command used specifies detatls of
bow option will ha processed and
for whaich etde of coanectiocn
D « raquester's send side
let lecter [ ¥ - requester’'s teceive uide
0 = geart option
iad lattar { L - sgart opticm
N - stop aptica
R = THP receiving 4aca
ird leccar [S = THP eending daca
NOTE: certain opcions which require that
boch THPs do procassing, ¢.g.. bdiaary
wode, XASCII, ICTE, and zo-ehead,
sust be requested vith etither DOR,
ONR, VLR, or WNR, as appropriace
NOTE: CCU/TAC THPs will aot sllov a2 Tequast
thac would result ta THP's performiag]
non-NVT procsssing on the send side
of che comnectiom, i{.s., DOS aad INS
sommands are 10C supported
H
Page 3 of 4.
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i . %ectiom 4, User Commgnag = NVT Contro! Commanas

TASLE 4, NYT CONTROL COwwaNDS (SONT?D)

i

PARAGRAPY

COVWND DESCRIPTION COMUAND SYNTAX REFERENCE
REFERENCE

Time command - allow user to request that the com- ™ {OI } 4.3.9
asection inactivity timer be turmed off or om; orr
it should be 30ted that a Ctimer will elvays
run during opcion segociacion, but the connec-
3 tion I~ ctivicy timer s coutrolled by the user
; for a. acher transaissions

)

Page <« 3¢ ..
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Seccion 4,

Use® Sammamag e NYT fomeral Casmangg

4,3,? Set Commgnme

The get covmand g'lows the user to 2~ange COrPtain emarace
terigticsg wicmimn nAig yser Dradite, Cherectomistics wmign
affece mnetvark orocessing (useretoewnmetuworx ar
retsorotoe ger d8td Drocessi~a) anc waula reauire metidtying
the remate THP ot change "yst e Cnamgac via the aotiagnr came
mands {(see Paregraor 4,3,S5), Scme characterigtics are
chraraed by soecia! Commamag, Buc™ as, the Dacte® relgase
mechnenigm (see Paragrec™ 4,3,3), seceanning mode (see Porge
greo™ 4,3,4), oacracing roces (see Paragrac? 4,3,6), cornece
tiom fmactiviesy timep (see Pgracrasm 3,3,9), or echo ‘sature
(see Paragracr 4,3,17), OJtrer cnampcterigtics, wricn relate
rare 0 tre shygical aspoects 2s NMVT zefault valyues for the
Veer, Mugt De chgrced via the get commang, Trese charges
reauire Ag comeymication efth mpemate TwP, "Daygica'" age
pects are % 3ge p3c0eCc’3 ~nie™ gre gctue! Rascdeare repteice
tioams age ge2tiags ‘0e 2 Cortain emargcterigtic, For exime
ole, ohvsica! saper wizth ig tme aymme= of characlers wsrign
can 2@ orirmzes o~ a tme Pefare the harcdugre «il1) "dslat tne
1ime ar "pile yo" at *ne ercegs=line, [Detaylt values fo-r
receive chagracteristics are the restrictiomg {mposed Dy the
yser, Thegse are ygee ¢ restore the "zZeteult" concition
when am optiam (g gtscces, Thet ig, (f am ootiom s imvoxee
for Rangling game c™aracterigtic, valyes used in processing
veer Ca%a «i!) pe 2namnced {Aaymamiec values), wmem 2%¢ ootion
{s termingtead, these ~ys?t Ze am NVT detayle te wnrign TWP cgm
t8') pacxk, Tme yser estac!ignes mig Ze‘ay't va'ues, at gvse
te~ gereratio~ gimg 9= via toe ge7 C2mmang, The set commanmc
carameltecy, cesgteiztizng, g2 (3eeagry magylires 3 Charge 'he
varisus Cmamactesigtizy g~e g™3=~ i~ “ao'e $ amrg sumrarizec
nere:

{, DSecer '@ngt® e 20r~ Srvgiza! ame detayl: ‘engts o
caner or goreren

2. odner Jigtn = Dot~ prygicae! emre sefay't wigen o
0eoer ar screen

3. nrerdwese M0mizoncal ted gettingy ® fos tesrmimgls
with ngrdware ge2reD'e norizancty! tads

4, aetayle morizomrts! tam gettiags

S, merduare vertical tal getrings o for terminglg wien
nerduare se2tal'e vertice! tacs

6, aGefayult vertical tan settingy

7. scecial ergracter va'lyes o 1F1 eamy IFL9, AYT, G3a,
$3, 81, PC, BEL, 88, ML, CR, LF, FP, =7, vT, 8N,
ES, ema EL

PR — - - - - - - -a -
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Secriomn 4, User Comegngg o \NVT Comerg! Cammgnds

TRP gutout *e88age ‘Ssmgt e Yarmat Y0p THP (afgrmge
tiong! messaces (verdose, corcite, or nronme)

ostions to D0 megotiateg e (=gizsate to THP thaet ope
tion nmegotietion greu'a qr sPrould met Be allgwee
(for loca! or remote yser) ‘ce particy'ar aeotioms
(cimnary mode, RCTE, aewaread, XASCI] mece, ine
wiath, peae size, PRorizontal ted gettings, ang
verticg) tab gsettings)
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TABLE &, SL° ICmegnt 2,8,90°%2%

PAAMETER XESCRIPTCH | APGAND STVTAX |

'. 3 - ve.ue esoligmed to Bis 1 SET Bl value |
PAraneter "epresanis 3¢ JAVSiLa. Paper .amgth, .
{.a., smber 3f ..8es WBiih SAY 3¢ pristes m velus wamber ot
aser's “tarmiaal”, value 8 wed 9 jetermiae
L eptisn reguest ({rem crumace THP) (ec jags
eia8 of vertical tad oectings is fessibile

.ines per pege (. - 130) |

] defaulc deper .ength - value sasigsed co thie SET DPL,value

PECERQCEr represents the pege size, 1.s., . . R
mumber of lines 98 & page; vslue Ls used to valua - aumber of .isas jer page 1 - 120)
vestore the dynamic pege eiza fot his user,

which Lis the aumber of lines jer age 0 de ]
used 190 format:ing jata going 20 user from
setwork; dynamic pege esize is rescored vhen
a page size Ipcicm is terminated (returned
4 te dofault conditien) vis Iptios aegotistion |

[4 £ _vi3th - velue sseigmed o :0l» SET IV, value ‘1
paramater Tepraeenis the >8yeical jeper vidcth, . . o -
L.6.. wmber of zharacters vAich asy Yo priated | value - sumber of :haractars jer .ise (i - 130)
per .ime 3u iser s “lermissl” va.ue s ised %0 |
detevainsg .f 39¢.08 Tequest .‘Tem remetes TXP) .
for lime wieth 3¢ wrizsetsl tad sett:ags ‘s
’ {assible

dataylt 2aper vigih - salue asaignes 0 ‘3l SET ™, vsliuve
26rABOLOT ToPresents :ha .i8e widetd, l.e.,
aumber 3f sharacters u & .iBe: velua {8 ssed
to restere the .ymamic .ime wideh for this user,
vhich L8 :he sumber 3f charscters er line 0 def
a0ed L8 ‘Ivmactisg iaca golag (3 Jeer ‘rom aec-
weork; dynamic .igoe vidth L9 restoted vhen o
lime wided apcion .9 tersinated (Teturaed o
defaulc comditios) via Iptiom aegocisiion

velua - mmber >f charscters per Liae /. - 130)

e

Page 1 of 5.
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-~ Secrier 4, Uper Comegngg o VVYT Zaomesg! Lommgnmas
TABLE §, SET LO0wmanD PARAMETERS (SONTYD)
[ I XX FPYY XXX XN FY RPN AL XY X X J
PARAETIR DESCRIPTION COMMAND STXTAX

, hardwers horitontal cab sectings - value(s) assigmed

{ to this perametsar rapresenc Harizoancal tab

; sectings >f user’s terminal euch that Lf &
horizoncal tad character were sent (o Cerminal,
the hardvare would perform the tadb fumctioan;
valua(s) sre used to perform charactaristics
checking during openm proceseing and to deter-
aine Lf simulacion (s required for hocizontal
tab funczion tO user

ser m'{:a.a.a.a.n} ) {:}

*n - tab settings at every ath column

beginniang with columm 3
8,3,2,3,8,2 ~ tab settings a¢ designaced columne,

waximum of six tabs within bounds of
hardwvars paper width

§ = yser's send side (thesa values used for
characgeristics checkiag caly)

R -~ yser's receive side

defavlc hotizontal :ab settings - velue(s) sssigued

to this pjaramecer Teprtesent Horizoancal tabd
settings O be used to restore dynamic hori-
toutal ctad seczings 20 ba used (n simulacing
horizoucal tab functicn, ss vequired, tn fov-
sacting data going to user f{roe aecwork;
dynamic horizoocal tab sectings are restored
when & horizontal tadb stope opCion is lsrmi-
asced (returaed 0 defsult zonditicm) via
epcion negotiation

~a
& m'[n.n.a.a.n.n]
*a - tab settings et every ath columm
deginning with columm 2
2,3,3,3,3,3 - tab settings st desigunated solumns,
saximm of six tabe vithin dounds of
‘hardwars paper width

- hardvars vertical tab settings - value(s) sssigned

to Cthis parameter Tepresent vertical ab
sactings of uger's zeruminal such 2hat (f o

szr 00t %, 0 0na ) (3]

*u < tab settings at every 3%th line

e
vertical tad character vere sest 0 tarmiaal
the hardware would perfora the tab fumction; 8.3.8,2.0.8 = ::‘::::0:::::1:::1:“““ liges,
velua(e) are used o jerform characteristics PR saximas of six tabe within Sounds of
checkiag during spen processiag and 29 decer- nardware paper '-cagth
. - Il * -
:‘1:.,1! ::::1:“‘" Ls sequired for vertical S - usar's send side (these values used for
ume 0 user charactecistics sheckisg saly)
R - yser's receive side
Page 2 of S.
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i —, Seerien 4, Jser Commgnag o NVT Contro! Commpncy
t
TAALE €, SET COvww~AND PARAMETERS (CONT'D)
[ I X I X T Y XX YIS A Y Y EYRY XY IT RN Y XY )
PARAMETZR DRSCRIPTION CAND STNTAX
’ B
: default vertical 2ab sectings - valua(s) sssignad STT T {'n n}
co this parameter represent vertical ctad 'la,a,a,2.3.
settings to be used 20 rastors dyvamic ver~ - L~ y
tical tab sactings o be used Lo simulating ta :::x;::::‘::ggcl;::'z ach lize
:::::::14::: :::::‘::'“::rr::::r::;'::hf°'- s,a,3,3,3,3 - tab settings at designated lizes,
dynaaic vertical cab settings srs restored e!utlrdu::..‘x ::b?‘:tizin ouads
‘ when & vertical tab stope aptilon is Termi- paper lang
' asced (rescurned to default comnditicn) via
option negotiaction
change orefix characcer value - sllows user to . SET PC,value
redefine value o Ye used 2o scan ‘far prefix ' .
’ valus - sust de valid ASCII, non-upper zase alpha
character in user’s data scream character, and asy 30¢ de sssignes value
equal 20: space, sesicolon, period, or
current value of any data :rTansmission
coutrel charsctar
shange iaterrupt fuanctioca character value - allows SET P vlluc} {S}
3 user to redefine value for oue of incerrupe ‘L 3&K J°(R
function chsrscters to be used ia scsaning - -
user's daca stream or in converting :0 char- o :::::‘::;:.vtzgto1::':;:::.;“nc'1°° char
- sctar value for aucput to user value -~ sust de valid ASCII, oon-upper csse alpha
. character, and may a0t de assigned value
~ equal to: samicolon, period, ot curreat
prefix charactar
38K - indicates that isterTupt functioa vill de
reprasenced Yy “arivars dreak sigual cacher
than & character value
S -~ user's send side
R - user's raceive side
NOTE: Lf "valua”™ (s an ASCII epsce or suifztad, =he
designacad incerrupt functicam will no¢ bSe Teo-
rvesented for that side of the zonnection

?age 3 af 3.
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THB SPECIFICATION, BEARUARY 22, 1979 erte B I N A L eee PAGE 48
7\ 8ection 4, Uter Commangy o NVT Comerol Commands
~—’
TABLE S, SET COMMaND PARAMETERS (CONT?D)

PARANETIR DRSCRIPTION COMMAND STNTAX |

ghange specisal chatactsr value -~ allows user ¢o S}
redefine value for one of special charsctars SIT char,valus, R
)
:: ::‘:':::ut: ::uc::::e:::rv:l:‘:o:‘:::u:t char - acronym for character 20 e assigned nev vaiue
to user (AYY, CA, %€, mL, SO, ST, CXx, Lr, r7, ®T, VT,
AZL, 35, NUL)
value - must be valid ASCII character, and may 2ot Se
sssigned velue equal to: eemicolou ot period;
AYT, GA, 2C, EL, S0, and SI must be noo=upper
case alpha characcer value; AYT, GA, EC, snd
IL say not be assigned value equal o curreat
prafix characcer
S = user's send side
R - user's recaive side

NOTE: (£ "value” {s an ASCII epace or omitzad and "S”
qualifier is used, designated special :zharacter
vill not be recognized in the user-to-network
daca stresm; L “value' ia sn ASCII space or owild
ted and X" qualifier s used, designated charac-
tar vill be represented by an ASCII spacs when
sent tO user; if the user does acc vish 20 Te=
caive s special charactar, h¢ must Tequest that
the character de discarded for Lis receive side

- via the W11 opticn cowmand

-~ ghange send now character velue - sllows user o SET SN,value

roadef 3 s

m.c;::l::i:.!;ou::t?:.:a:i ::::n"' sead value ~ sust be valid ASCII, nocu~upper case alpha
character, and say 20t Yde sssigned value

equal to: semicolon, pericd, or zurTest

prafix charactsr

NOTEZ: {f "value” is an ASCI! space 3r smitted, the send
sow character vill not de reprcienced, {.e.,
thare will be 20 send aov character aciiag as
4 packat release 3zechanisa

Page 4 of §.
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Secrion d4, User Lommgrag e NYT Lamerg)! Commgads
"
TABLE §, SET CCMYANC PARAMETERS (CINT!D)
[ X L 2 Y P YRR Y R YT R YRR L R Y Y P X R XXX IR YY Y
PARAMETEIR DESCRIPTION COMMAND SYNTAX
gchange negociability of oocion - allows user to [ 3o}
coactrol which optiocms should be segoctiasted T
(agreed to) with temote THP, as specified GoA
by paramecars i3 command sequence ser {XAS {m} {S]
e 80 j°l2
s
s ity
SIN/RCT/COA/XAS /LH/PS/HTL,/ VIL - eption for which
aegociability (s being changed [bioary, ACTE,
go=ehesad, IASCII, line width, page size,
horizontal cab settings, and vertical tad
settings, respectively)

YES - indicates user desires THP 2o respond
positively (agree to) a valid spcioa
request for specified optica

¥Q - (ndicatss ussr desires TIP %5 respond
aegacively (do a0t asgree t3) amy sption
request for specified 2ptice

S = user's send side
R - usaer's receive side
- change THP outjut message format - allows user to arr
- specify formaz of THP autput messages (iafaoc- SET  wSG,iTeS
sacicosl messages to user) via jeramezer in CoN
command sequence OFY - indicaces that user desirss 30 THP !aforaatiosal
nessages to Ye sent ta his
VAS - indicacas that user desires encire aesssge Zext
» (prefix,aessage number,2axt) %o bde sent %o hia
CON - todicaces chat user desiZes & concise sassage
taxt (prafiz,sessage aumoer) 3 be sent t5 hia

s Page 5 of S.
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\
4,3,3 Pacuet W'loase Lommgng

The dacket relegse cConmand g)lsws the user to change the
oecket relesse Mmethod to ne ueed for date Deing sent from
Rim to the metwork, If the RCTE gotion has Deen negotiateq
for o TAC ternina), the Decket release commend {s not aveile
adble to him, 1Im allowing RLTE to be negotieted the ueer
forfeited control of the packet release mechanism and echo
feature for hig terminal, There are four siternativess, one
of which mey be gsoecifies by the veer via Dersreters (see
Table 4), The glternatives, alss discussed {(n Parsgreon
3.6, aret

1, a8 recefved = reloase yooOr receiot of o untt of
ueer dete from HSI or TH (Prom Jser svenmt), sPeBu"e
sbly HagteslCU oe tormingletAl limak ctransmigpfon
unit (see Appendix §)

2y Ondeofelime = release. yoon Jeteetion X4 lece!
engeofelime seauence such 38 SR/LF ar mewiine (NL)
character) thig meenpnin= (3 ~0t active when thre
Jeeretaenetworikk side of the connection (g (A Dingry
mnode

3, number of chgrecters v roplegse ucon gecumulation o
soecified nymder of echarscters, not aregter than
S84, the maxiaym myumber of dats charactors whign
cen DbDe sent im an AJTODIN Il oecket allowing ‘0-
THP overhead tharsctors

4, sond maw = relegse udon Jetsgtion of gens mew (3W)
eharactery overrides o'l octhar oppcret release
nochanisme) (m bDimgry moge 3N wygt De Drececed DOy
prefix chgrgcter to 8€% 08 o Oacke? roleade =echane
ism

4,3,4 Trensoarent Command

The trangoarent commgnd allagws the uese" to enter or leave
trangsoerent scenrning mode for dete goimg to network,
Peremeters are ON orF OFF, ag shown (n Tadle 4, oeng either
must bhe specified, dhgn (n trgneoerent made coPrtaln Jatas
trangriggion conmtrgl chargeters wil) mat Bbe recoanrigens e
thoy are in NVY mode (see Porgarap~ 3,4),

Revision 2, Fedryuary 8, 1083
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User Commgngg o NYT Jomera!l Cawmgngas

4,3,5 Qotiam Lammgnmay

(L LT XA L L XL 4 X ]

Cotian commanag ancd sareareters are syummarized {m Teples &
ang b, Thegse commamads allow the Lse*® 0 PoQuest certainm
verigtiong t9 NVYT mode' Drocessi~g far 2ets flowing am nig
comrection, Tme request ~av relate to Jats s0ing towers eor
eoming frge the metworr, As snewn (m Table &, ootions mey
Re requested of etftther THP (gemncer or recelver of ceta),
TwP (serving the recuester) will Bbuile eotion nmegotiastion
records, Aas recuired, amrd peng trem to the remcte THP, The
user wil) Be intormea of the Outcome of megotiationms,

Just as ary Qtmer NVT contsgl commang, oction commands, may
Be restricte®s  for use By pOme users, LN these Cases, the
ueser wau'lde he (mformes thrar the comrmpanre i3 mct availadle,
Certain acticomg we=ay Be Mprked mommegotiadle $2- gitner tne
user’s sera 0r recefve side, TH@ {11 mrefuse o nmegotiate
(nil) semg megative responge) (f (¢ seceives an optisr megee
tiatian reayeal frg~ semcate T=P fo»r gme with tnig restrice
tiom, Paracrapns S,1¢ 5,2, ama S,3 ctscuss cotiom megetiae
tiom tn aetall, Nesotiabilicy ig estad!igmreq ot svstem gere
eretianr time amo Mgy Be chgmrqea via the get Commgra {(gee
Paragrac~ 4,3,2),

The recuesti=~g uper will stways BDe (mntormeg of tre resylts
et ootiem megetiation, {,e,, {f the request was 8c2eptec or
gemiea, 1™ sadi{vigm, 1+ o 2imgry, ACTE, geearmreac, 2r XA8C!1)
cotion is agreen to (starte” 9» gtonoed) thre Sther User (~6°¢
reguesting user) (11 mneg {nfarwed, Thig {3 dome Decause
ie felt trmar rnege four Cotions nave signidicance 2eyora the
NVT grintes ama the yser shcy'e pe coceizamt 0f e agrees
nent,

sftgeeeneveeee
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TAALE &, CPTISN COwmMAND PARANETERS

PARAMETIR JRSCRIPTION COMMAND SYNTAX
binary sode Jotion - allows user to request chat DOR
THP actampt 5 asegotiaca binery sode for DNR N
specified side (user's send or recaive) of WLR
coanection; eide of counecticn is indicated R

13’: saad :‘“; '2::‘“ biaary sode, NVT NOTE: ounly receive—oriested cowmands are velid foc
procassiag is susp chis option ss boch THPs vill be respossible
for processing

RCTE option - allove user %o request that THP bor
attempt to aegociace 2CTY opecion foar specified DNR
side (user’'s send ar racsive) 3f comnectiou; WLR
side of connection is {ndicated in cowmend usedy [(WNR
chis option allowvs a CCU user to control echo NOTE

RCT

: oaly receive-orientaed commands are valid for )

feature for a H‘:“ (1A cerainal “," and ta chis opcioca as doech THPs will be responsidle
control packet release m‘:‘“" <or aay cer- for processiag; in sdditicn, snly WLR ana WNR
3insl usar connected co & TAC sre sporopriate for TTU users, and only DOR

and ONR are approprisce for TAC usars, as these |
cpumands correspond zo zhe affeczed side of the )
counectica for th0se users [

jo-shead spcion - allows user 20 request that THP DoRr |
L~ actampt o 2egotiate Zo-ehead sption for oNR GOA '

] specified side (user’'s send or rsceive) of WL
; ~ coanection;: side 2f comnection is indicaced WNR l

s cowmsad used NOTI: ounly recsive-origuted :cmmands are valid for

this opcicn as doth THPs vill de cespotsibdle
for processiag

XASCII ootica - allove user 290 request hat THP DOR !
attempt t5 aegociate XASCII ospeilca for speci- DMR s
fied side (user's sand or receive) sf czonnmec~ WLR :
tion; side of counection is indicated ia WNR, |
command used NOTE: only recsive~orisnced :ommands are valid f{or

cthis opcion as Soth THPs vwill Se responsibdie
for procsssing

?age i of .
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{ ~ decriom 4, User Jomegnag = NVT Contral CQymsnaa‘,r. . - - - . oo
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¥ TAMLE 6, OPTI3IN COMMANG PARAMETERS
0000000089000 e%edsdordsadiansdpeg
PARAMETER DRSCAIPTION COMAMD STNTAX
’ line wideh oecion ~ allows user to request that vslue| omd LVW,value
usted for asximum line vidth on epecifiad side of . . ,
connection de changed as epecified by paramecer o - ::'“m:.;u“;t::‘; %,::cm,:,(?“ and NS
ia command sequance of returnad ¢o default velue Aoy y * *
(DWR, R, or WNS) valus - lioe wideh value; susc de vithia bdounds of
* M hardvare paper vidth if request is Wl oc WLS;
st de vithin range !-250 L{f requesc is DOR;
' ' oot specified 1! cequest (s ONR, WNR, or WUNS
28%s size ootion - allovs user to request that value cad PS,value
used for asximm page size ou epecified side of . . .
compection de zhanged ss specified Yy pavasecar ead - ::.”DI:I;HM;::GIQ nc.g&/::c%(?os nd NS
{a command sequence of refurned to default value| pPo y * Rindd
(DNR, WNR, or WNS) velue - page size value; sust Se victhia Sounds of
* * hardvare pepar leagsh Lf request is WILR or WLS
sust Se vithia range 1-250 {f request is 2OR;
. sot specified {{ request iz IONR, WNR, or WNS
horizontal cab stoos optiom - allows user to request cmd HT {'n '}
that value(s) used for horizoactal tsb saccings ‘{a,a,a,a,a,
on specified side af congection de changed as - ) . . .
specified by parameter in cowmand sequence or cond ::'D::‘;!:L:;e“:l' ﬂ:;‘a: 4:::,/(.::::
returned to default value (DMR, WNR, or WNS) THPs) uppa y s
ta - tab setziags at every ach column degla-
- uing vith colums a2 (see 2a0te)
8,8,8,8,a,0 ~ 2ab settings st designated columme,
T~ saximm of sixz tabs (see 20¢e)
NOTE: "a" sust be vithin Sounds of hardware paper wideh
{f zequest is WIX or WLS; sust de withia range
=250 L{f request is DOR; 20¢ specified L{f request
{a ONR, WNR, or WNS
2age ! of .
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TABLE o, CPTION COMUWAND BARAMETERS

PARAIETIR DRSCRIPTION

COPOUND SYNTAX

verticsl tab scops Joticn -« allows usar 20 Cequest
that value(s) used fof vertical tad sectiags
oa specified side 3¢ comnectiocs de changed as
specified dy peraseter (n commend sequencs or

returaed 20 default value (DMR, WNR, ocr @NS)

and - DOR, DNR, WLR, WNR, WLS, or WS (DOS
and DNS are oot supported by CIU/TAC
THPs)
®a = cab settings at every ath line degila~
alag vith line 3 (ses aote)
$,8,8,3,3,8 - Cab sattings st designated lines,
saximm of six cabs (see 30cs)

NOTE: "n" must be wizhia bounds of hardware saper length
1f cequest (s WX or WLS; must de withia range
1=250 Lf request is JOR; a0c specified :if request
{s DNR, WNR, or ¥N§

S J

garriage return 3jispesition opeiom - allows user 20
cequest :hat sethod af haadling carriage return

on specified side of connecticn be changed as
specified by jaramaetar in ccmmand sequence or
returned to Jefault value (DNR, WNR, or WNS)

cad CRD,velue

cad - DOR, DNR, VLR, WNR, VLS, or WNS (DOS and ONS
are DOt supported Sy CSU/TAC THPs)
valus -~ carriage return disposition iadicacor:
0=250 = i{nsert specified number of aulls
following character (for time delays)
234 = discard characser
235 e« deliver charactar as Teceived

ligefeed disposition dpcion - sllows user to requast
that asechod 3f haodling linefeed ou specified

side of conmection de changed as specified dy
pacamecer L0 command sequencs ST recurned
to default value (DNR, VMR, or WNS)

cad LFD,value

cad - DOR, DONR, WLR, WNR, @LS, sr NS (D0S and ONS
ars oot supported by <CU/TAC THPs)
value -~ linefeed dlspoeition {adicacor:
0=250 = inser: specified nrumber 5f aulls
following character (for time dalays)
253 = simulacs linefeed funccion
234 = discard character
255 « deliver charactar as Cecelived
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CPTION COMwAND PARAwETERS

PARAGETER ORSCAIPTION

COOUAND STNTAX

forufeesd disvosition aption - allowe user to requesc
thac method of nandling fotmfeed ou specified
oide af counnection e changed ss specified by

pavametsr in command q eoc e ge
dafault value (DNR, WNR, or WNS)

cad F7O,value

eand - DOR, ONE, W1R, WNR, 7LS, or WNS (DOS end ONS
are noc supported by CCU/TAC TiPs)
value - forsleed dispoeiticn iadicator:
0=290 = ingert specified aumber of aulls
following chstacter (for time delays)
252 = replace formfeed with end-ol-line
fumctiocn
25) = simulace ‘orwfeed fumction
254 = discard charscier
253 = deliver :harscter es rTecsived

horizoneal cab dispoeition option ~ allows user %o
requast that wecthod of handling horizontal tabd

ou specified side of connection de changed as
specified by parameter in Zommand sequencs ot
returned co Jde¢fault valua (DNR, WNR, or WNS)

cad YTD,value

cad - DOR, DNR, WLR, WNR, WLS, or WNS (DOS and ONS
are not supported dy LTI/TAC THPs)
value - horizootal tad dispoeition indicacar:
0=150 = insert apecified number >f aulls
tollowing charactar (for time delays)
23) = eimulace horizontal tab fumczion
254 « discard charactar
285 = deliver charactar as Tecaived

verticsl cab dispogiticn opeiom - allows user to
requaest chat sethod o¢ handling vertical cab

on epecified side of cranection be changed ss
specified by paramecter in coumsdd saqueacs 3r
returned to default value (DNR, WNR, or WNS)

cad VID,velue

aad - DOR, INR, WLR, WR, JLS, or WNS (DOS and INS
are 8ot suppotead Sy CCU/TAC THPs)
value - vertical tad dispoeicion ladicacor:
0=250 = insart specified aumber 3f aylls
tolloving charactar (for zime delays)
252 = replace vertical %adb vith end-of-line
function
28] = simulate vertical 2ab function
234 = discard characler
28S « deliver character as received
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4,3,0 wase Lommang

This commgng allows t™e woer %9 30eci’y the dots Decraging
moae for Aig Sete Q0!20 tomars tme metwdrk, The yser waoyls
Imgicate tra2 THP groyula emter necare or stree® mOde (see
Parscreor 3,3), The commanrg «i1! couse THP to geng o new
Set “oce recSra to the remalte THP, (mfarming that THP a¢ thne
eranage, The yser =av mot recuest & "moce crange for cate
Coming tower? Nim $rom the Metwudrk,

4,3,7 Move Commanrc

cecccccccces r

The move gSmmgna 3! 'ows t7¢ yusSer %o move nig Bctive commece
tior o andther user O~ the same “CC'U _ard te avaflad'le o
MCCU users only, Thre ‘eature 18 use‘ty! for 8 MOt whien rge
guires that gme chamne! Between gn MCCU  amc nogt De @
"laguan® crp*mel, Omce ®he logwgm verification (g complete,
| the Mast laceam nreCe3S Cam recauest Nt the conmection 2e 1
mOoved tQ anothe~ yser S~ tne sare MCCU, The reguester, of
course, mygt hmave &~ BCtive commectiom, Im additism, the
1 —_ reauester ig pregsocreinle far emayuring thal the mew yser anrd
the CuPrrent perate uUSE” Ngve cOomoetibDle sharecteriptics and
grossecenrection mat~ix types, The mew uyser, a¢ speciftiea
fm commgmg Dare~e’ers, "ugt MO Mave arm establighed comnmece
tien (oceni=g or active)) eor bDe {(mn @ 1limg digcormectec
state, 1,0,, myst e closeqa, clasiag ar Tigtening, I~ saeate
tigm, the yser mygst Tmeet the mormal TCP reguirenents ‘tor the
conrection (security, oreceaerce, TCC), !¢ these e2naitiens
are “et, the reauester RN mew yger will Be (afasmen 3¢ tne
nove 8~Q TmD Lil]l "mea" tne commectisn to the ~ew yse=, Tre
ariging! yse~ (reaues?er o¢ 2Gve) wi!! trem De avel'lan'e tor
adaicigrne! 2ommectismg, ¢ tee yger {8 =0t va'i2 accaraing
to TCP ar {4 tme sotsitiea pore 1N g egr availadle, tne
USer reduesting the move wil! De (mfoames gmg "ig gconrnmection
coneinyuec ag rasmg!, The Jse 0f thig cOmmang grould Ze rese
trigted 2o the 'ogeon chanmel ot ga MCCU, The aytomaric Bie
mery mode ‘eature (see Paragracns 2,2.1 3 $,3,1) will mae
Be avalladle for ysers tnat a3re 01'0wed %0 enter & "Ove ¢Oms
mengd,

P kAt

43,0 ACTE zammanre

The CTE cammgng (g va'ia amly (¢ gne RCTE sotian nes Deen
negot‘atea {see Paragraenr $,3,4), The cormmection, of
gourse, "ust de sctive, Trhne nmatyre 9% the RACTE aotiom,
-~ fe@gsr CCU yser controly eec~o ‘eeture of TAL voage [IA tesmie
ne's am3 peccet releane of TAC voge I, I8, IlA, ang Y] tere
minal usece, maces 2ne RACTE commana aveilledle te CLU users
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Sectiam 4,

Jeer Comegngg e NVT Camese! Lommgmas

only, The g8mmgrd mas two Dara~eters, 8% '€ast oORre OF whien
ayst Be gspecitiea for eny Ome RCTE commara gequence, Tre
tiret Dargmeler cortrals the Narduare #Ch0  fOr the remote
Mode IIA terming! (N or QFF), The gecord controls the
packet relaase o9+ the rercte terminal (2ne of starmcare
packet relgtse methoos), TmB  wil) Byile the scorcoriate
RCTE contra! mecard ame gemz (¢t (mmeciately to the remote
TeP, Thet s, the RCTE commamgs act 88 oecket re'ense
mechanigmg $3p the recuester, Rig letter will be gent as
800N as the ACTE contro! record mas been entered,

4,3.9 Ting Caregne

The tivme cemmama 3llows tre uster to marmisylate, to some eoxe
temt, the commgctiar imgctivity timenr (gee Paragrapr 2,3,!)
for hig pctive comrmection, Trere will De a system Qemersted
value, @em the oraer o4 S mim,tey, ¥ssignea 2 eac~ yser,
This value ca~ me eRraraed st tvaze~ Sereration time, (¢ dee
stred, 14 o rero va'ue {9 Sesigrea, trere will bDe mao cone
nectiom imgetivity timer, The time gommand 111 allow the
user to ectivate 8mnm Seacrivate thig timer gumring Mg conme
mneeticomn, angm phe timgr ig imactive tmere "ay 2@ 'omg peris
aag {m whign me dotd flows in eitmer Strection om the conme
nectiom, ANgr=glly thig {(ale conditior weuld coause terminmge
tiomr of the conmectfon, It groylc dDe moted that the gonmnmace
tiom fmactivity timer (3 secarate ¢$ron the O%he» timers gige
cussed i~ Targareo~ 2,3,1, The yeer mnas =0 cOmtero! Over the
other timesg,

4,3,172 Eenmno ama Duolex Cammaras

These commandy, evallacle ra TAC Haade [IA teraing! _sers
anly, sllae trne yser t2 c2omtrd! the Yoca! mardware ecnrec ‘eac
tyre far nig temsmiama!, Trg geng co”manc (see Tanle 4} ree
auires an  argu=ent, On gr CFF, The nardwsre echae ‘eetu’e
will De tyu"meq o~ ar a¢?, a8 2irecred, Tre ‘J!'' auolex come
mgnrd (8 the eauiva'lemrt ot gn "gche OA" CommanQ seauence,
The na't guoler commang i tre equivelent of the “ecre oft'*
eSmmgeng  geauence, Troge cormandy pre "0t availadle '4 the
ACTE cetien (gne Pgragrac~ 5,3.3) mas D2eer nmegotiatea for
the yler, Nmee tre OCTE cotiom ngs 3eem megotiated, the
yoer nas farfelces cortre!l a¢ nig ec™0 8nd 2ascret re'ease
I T TLY LAN LS
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Jser Commanng = Data Tramsmigaion Cantro! Crgracters

4,4 DaTa TAIANSMISSION CANTRCL CwaRACTERS

Doeta trang*ission ¢comtro! craracters ore scecial gharactersy
whiChr are secaanized by TP ymgepr certalin conaitiomg «hi'ly
scanning yseretgenetwork Zata, Character values May 2e yrie
Que for each ugser ard ere cefined at syste™ gemeratianm timg
ard changean'e by the get commane (gee Paragrecr §,3,2),
These chraracters are recogmized amg actec ucon by THPR (1) e
perfor® leca' processing, (2) to canvert the charscter to an
NVT mode! velue, ersuring recognition By remate user, or (3)
to perform gome action cerngos requiring THPeTHP op THPTCP
commynicaticn, Tre dsta transmigafon cantrol ecraracters, os
summarizes (™ Tanle 7, sre recognized ane acted yooAm yrder
the follawing congitians!

1o (A NVT gata scanning mode wher detectes (an yser
gets gstree” and AQT prececed 2y & 2refix Charactler
(9¢)

2, in Bimary or trangcarent cata. scanning mede when
getecren in» Sata stregm ‘ollowing 8 PC (tre
QC=erea” choeracter {3 ar euceotion ang i MmOt efe
fectec by tramptarent wode)

3. 8 PC fs excected 29 orecede 3 THP commgrc s daty
trargmiggion cgomtpe)l emngmrpacter) {f the chargcler
tellowing & PC s a seconmg PC it will Be tramsmite
teC ogs aata im a') coses

8, the timsgt PC (s slwavys aigearsee,

( AA A2 22RRY]
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Sectiomr 4,
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TABLE 7,

toameagnazy e

Seta Trgagmigglan Camtre! Snpractery

TP 2ATA TRANSMISSION CONTACL CwARALTESS

!
!

PARACRAPH
CRARACTER NAME PUNCTION DESCLIPTION RErERINCY
srafix charscter (PC) causes characzar(s) which follow L 0 de given special attemciou; e el
effectively, THP anters cowmand aode
send sow (SN) character csuses eccumulaled user text Co be seat to anetwork, acting sa & 4.46.2
packet telease; charactsr itself {8 DOC squC ACTOSS 2eCwOTK
afe=you-chers? (AYT) character | causes AYT record 0 be senl scroes aetwork which will resul? o b.4.3
charactsr deing semC 0 famota user, resumably csusing user status
to be returaed
erase character (EC) or erase causes IC ov ZL record 20 be sent across ajacvork vhich will resul: 8. b4
line (XL) charscters 18 appropriste editing character deing sent to remcce user
XASCI! shifz-cue (SQ) causes usat data to Ye packaged in IASCII records with zo special o.4.5
characzer proceseing ungil an XASCII shift-ia (SI) charactar is detectad ln
user dsta scresam; charscter is 2oC recoguized {f IASCII opeicn has
a0¢ baen egociacad :
XASCII saifc-ia (SI) character | 2auses IASCII mode 20 be tarainated and cormal ¥VT aode 0 resume; °.4.3
character is ot recognizad {f 3ot currently {5 KASCII acde
go~ahead (GA) charactsr causas GA record 20 be sent across setwork vhich vill resul: i 4.4.6
charactar bdeing senl 20 remote usar indicating sender (s ready 22
cecaive data; characier (s tecoguized 3suly 4if go-ahesd dptica has
besa aegotiated
tacerrupt function 1/11 (IP1/11] causes signal to e sent in-baad Co remote isar §.0.7
{acerrupet functiocn 2/12 (IF2/12) causes flush of dacs {2 zecverk access atass (CCT/TAC) vetween tihis a.e.7
usar and ramots user
{acerruge fumcciocn 3/13 (IP3/13] causes signal 2o “Ye sent in-band 2o Temote user after flush of iaca o a7
in netwatk access sreas (CCTU/TAC) Satween this iser and *amots Jaser
interzupt functiocn 4/1é (IP4/14] causes signal o be sent {a-band to ~wmote ueer and zauses ‘lush of s.8.7

daca ia aecwork access aress (CCYU/TAC) bdetween remote Jser and zhis !

& (ga Sladth

Page | of 1.
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TASBLE 7, =P ALTA TRANS¥ISSIIN CONTACL SMARACTEAS (SONTYY)
[ I XA AN PY YRR R RSN R R YRR PR R YRR AR AN R NS A2 XX 2 X X )
CRARCTIR NAME - v PARAGRAPY
FOUCTION JESCRIPTION RETYRENCE
tacerrupe function 5/i5 (IPS/13)| causes flush of data in network sccass sress (CCU/TAL) detveem a.a.)
camots user and this user (rsverse {lush); cequart (s sest 22
ramocs AP in-bend
incerrupt fumction 5/16 (I176/16)| causes signal to be eent ocut-of-band 20 remots user 6.4.7
interrupt fuaegtiom 7/17 (I¥7/17)| causes signal 2o De sent out-of-bend to remole user and causes 6.4.7
flush of data {n network sccess arsas (CCU/TAC) between camola
user sod this user
incerrupt function 8/18 (I¥8/18)| causes flush of dsca iz network access aress (CCIU/TAC) detveen 5,47
remote user and chis user; taquest sest to ramaca TP ouc-of-daend
iacerTupe function 9/19 (I?9/19)| causes cne signal to de sent out~of-band 37 rfemole user and one ..6.7
signal to be sent ia-dand 30 remote ysar (at poi1at aof eacty)
incerTupt funmetion 10 (IT10) causes signal to e sent via TCP aut-of-bend :cutrol ¢ommand =0 boe.?

remote user; thare s 20 natwork accounzadility

Page 1 oc 2.
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d,8,! Pegfiy Cwarmacter (PC)

The T=P oretiy cmaractor (PC) i3 & very scecia! 2haracter inm
that it allews tre yses to inmgpeyct THP to emter coOsmang

. moce, esge~tially, to trear the mext craracte~{(s) soectally,
The oretix charscter '3 mever convertea to 4m NVT valyep it
is eitrner se~t o9 cotas {(second comgecutive PC) or Qigcarsec
UpeA enterima geommanc moae, The fellowing rules apely t2
the prefix c™aractery

1« PC =ust precece each (or the first im o series of)
€3nnecrion contral an@ NYT gomtrol commangs for
the” to te acted yoonmy PC (s eonsidered ppart of
the COommanl seauence

2. PC crargcter value may MmOt De charGes (get commgrng)
te @ value eaua! T amy otner Ja%a trargmiggiom
cemtra) ehamracter, nNar mgy amy OQthes Charactle-
valie Do chamnced vs that of thg cyrsemt 3¢

J. im T made PC mugt mot pergcece cata trargmiggionm
cemtrg) cnaracters ([F] tmmy IF19, AYT, EC, EL, 34,
$h, PC) for the" to De accec uoaeMy these Crhare

L*‘ aCters will Be gemrt as Zatas 1 precesed By 9L (=
S~ NYVY wome
4y (™ dimgery &r trargoarent mcae PC wust orecede catl
. trgnamigeicr conrral  emgeacters (IF1  tney IFL9,
‘. AYY, EC, EL, G4, 8*) for thee to De scted ypom}
these wil)l De gsemt 0g Zata (4 =gt preceded 2v pree
fix tea trese =0%es; 534 i)l mage ne effecrec Dny
trangmarant *03e, {,@,, NVT pyules "s'a tegye ‘cr the
GA craracte-

Se PC emn, tmere‘sre, T™0 commanrgs wi'!) mot ze  receoge
niran {4 yserotoemeteorx gcanrning =oge {3 XASCIZ
arly 87 craracter (g seeagmized |n XASCII moage

6, 8€c0rd conrsecutive PC will alwavs De sert as cate

d4,4,2 Se~r Now (8N) Chacacter
(22X YT PFY XYY R RANNEN K X N B J
The gend mnaw (S$) emaracter, as scecitied in tne yser proe
‘ile are o"e~ rec3gnrized by THP, 4ill get as 8 DACHE: rae
Tesse "ecrarig~, Loem cetection o+ the SN grharacter, WP
will complacey ctrne lettes comeainimg accumylated uses Jate
and genc (T %o tne ~etworx via TLP (Semg evem?), The SN
- CROreCtor (3 mat 0Pt 8CPO0S the networe yMlees ft 1y Deing
trea2es g 3J8ta, There are fOyur suc™ casest imn Dimgry ar
~ tramrgoarent wage whe~ S is mat grececed Dy a PCp  a NYT

e eREtoetede
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mede wrher N {3 mreceded 2v a2 B0, ame  (m XaS8LI!  mwedge,

(AVso see 23raarap~s 3.2 amc 3,9,

3,4,% ArgeYayaThgre? (AYT) Chargete-

The greeyoyuetnere® (AYT) crgracter, gt scecifiea (m tne
user orafile amn wre~ recagnized By THP, wil]l get a3 8 Dacke
et relesse ~ecranigm, It is assumeg that thre fumetion thig
{mvakes (g imogreant enQ, trhrdrefore, (%t Gelivery anauls Bbe
tmmeciate, Trne AYT Charecter (s converted to NVT record, as
aporocriate do.. eyrremt caty gcannrimg moge;, BUt J0es ROt
cause ary ather orocessing in glitmngr Ygcal or remote THP,
The oeporoc-‘ete lcocal cCrarpglte wil! Do gent 23 the pemote
user Gy the =g=znte THP yoo~ aetectionm of the AYT recarc,

4,8, €rase _ime (EL) ann Ergse Zrngrgcces 'S23 Cwaractess

The EC amg E, e~aracters, a5 speci‘iec Dy tme user Droti'le,
will me recsgmizec ™y T=2 gmrn comvertec t2 VT seccras, as
spcrapriate ter t e currens date scanming node,
Carcesnarmraling ergractsrs <!l mg saggec %8 %he remate Jser,
a8 recuired By that user orcfile, No eaitimg o other thpnm
NV  camvergicm oeecessinc of1] pe accemoligred Dy eltnes
leeca! ar re=Qte TwE,

()

4,8,5  YASCI! Smiseecyr (SC) amd Snidceia (813 Cngmactars

Tre SO amg 31 cmarscters, as scecidien i~ vre _ge~ oreti'e,
will »ne »rqgeanizec sy T8 emly (¢ YASTID "0cCe "oy Zee-
eGreea oo~ via ogeiar recoriatior (gee 2a9recrac~ 5,3,3),
T4 s0 2ata 29c.ee~ "2 SC an 3] cmarecters wi'! ze Deacrages
tm XASC'] mecomas 19 e g&~c o the ceptinpliom, Trg SC enmg
SI craraclecs wil' mot e pe~t, nNewever] he remale TS
will imgsert aporepriate cngracters, for ertering and exitiag
TA8CI] msce, Degec o~ the re=0te user's pretile,

4,4, Goeareaa (35A) Creracrer

The GA cnaracter ofi!! e recagrizes, as soecifieg in :ne
vseer pradlile, {4 tre gSoepread 2ption ngs Beem aQreec Lo~
vias octiagm megeciatiaon (gee dgsagmrgonr %,3,5), TwP wi!! geng
8 Gooireac seconra o tne semate THP, galen L1}, {a sy ne,
5e°Q the SCeamesd gtsma) 2o nig user, Tre SA acts as @
pacre? release necranrig= f3r thne lace! user ({2 wil! se pemt
- ({nmediste'y @g'lamg wit™ amvy accymy'latesz Vi@eetgengtwd oy

st eRROROEROY
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; TR SPECIFICATION, FE3RUARY 2¢, 1979 see F I N A | eee PAGE o3
? - Secrien 4, Jser Commaacs o Jate Trapmsmigsiom Comtnrg! Chgrecters
E \
' datae), A *cre extemsive digeussiam 2% the yse of the 1
; ceesnresd g tauma i~ Paragraon 5,3.5,
, 8,4,7 Interryot Fumctiom (1F) Charpscters
[ EXPT X TYTYXYX XYY R AR R AR RER RN R P X R 2 ]
T There are %o~ secerate imrterrupt fyumeticong (IFL taey [F1D),
Nime of tregse (IF1 thay 1FQ) are suplicatea fa IF1] thay
IF19, resocectively, proviaing the yser with twa Ccharacters
each for eacn of those fumctions, The temen fyumetion (1F13)
me08 SMe character (nto & functiom which sencs one character |
to thre rem2te yter, Al) {nmtermaypt ‘umctiong act a8 pectet
| release mecranigmg ‘5, accuTulates acace, Trese tem ftynee
; tions il suce'ly vistually every comzingtion of
imecerryot/fiyg that woule me  requires ‘on ropme!
Jserestooygser pracessine, Sefore zgefinming thre tem fyumectiang,
L3 scme Dasic tesmg must ne erc'aines,
{e sCuPze = the gizZe 0f the commectiam whnizn fmitigltes
the interryot fyumetianm
2, aestisatior « tne gide of the cenmecticn wricn dig
- mat {mftfare tne faterrusct fumetion But (s the reoe
: cicfent af & "sigraletgayger" (see nymoer S, Selow)
-
3, {meBang = orccessi=~g securs inegseauence, ,0,, sice j
mna' fg oasses ar flygr gcecurs *0'lowing a!) aata
t sl was e~tered greac of {23 %o attempt gy made
«# te srocess fumction aread of cata
§, Oute=g‘enanc = thase Are tyc methads ‘as hamd'inmg
furctiang ayulesfenang
L. #2e IF5/1k etray IF9/19 e arocessing dccuns %
* euteotegecuence, {,e,, Ccharacler ‘g C3mvestes
te & THBeT=3 caomtpal pecar? #ang 288802 or flygn
renueg: (evers 3 TCO) eccurs ahea® 3¢ Zate

thet was ertered prige te the fyumction reaues? i
thig is ocome In TwP gmg cesti~ation WSl/Tw i
omly, f,e,, source THP 4il) oyt tre reguest for i
the fumerion (Semra guent carrying 8 THP letten X
comrpining anv gceumylated 2atd arg the (ntere
rpunt  fumctiem recora) et thre "uac o TCP’Y,
imput gueuer T2 w«i)] proecess t e ovent rose

~allyy wo0m receanition o recquent, 2estinge
tiagm TWO Lil! process (mmgatigte'y, outlinmg ree
~ suest 9 gsen~ laca! charecter/signral (To Jeer

evenrt) at thg meac 0of the NSl eor TH {mpyt
aueue, as required By the fymetion

2, e IP!7 o processing s outecfegeauenrce Mot
erly ‘or THe ana 81/ Byt  fer ‘

> A
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FEIAUAAY 24, 1979 eee P ] N A | rer PAGE 8¢

seyrce/g0sti~atiom TCP a3 wel!) Jpom recognie
tion of tre craractier, source TP will aueue
the PoaueER? for Qute0fwnama {mterryot te NMeed
of TCO (mput queue (IAterryot Svent)s gource
TCP will pass cecyest o gSestimatiom TLP v
tre ecom2rol  (mfammatism in g TCP header (tnig
segvert will mae gamtain cates angd will mager oee
eumy SeaUERCE MyUmPer 3pace, !,8,, MO sCkmow!e
etaement will ze reauired for tre sEgmenc),
gegtimation TCP will opass the reacuest for an
outeafedanrd inaterrunt to the head of THP ayeye
(Interryat Retura evenmt), THP will aqueye o8 ree
guest to sen1 the scorooriate cneracter/sigme!
te the Redn of WSl omr T {mpyt agueye (7o User
event)

sigraletoeuses o tumetion will iavelve sencding ape
pracrigte character/gigaa!l 2o tre Gestinmation user
Bv Jegtinaticom Tmd Shgn tng fumnetiom mgauest s nree
csanizes (THPeTmd gonmeral precorg or TSR evere)

flush = in gireeticom af f1ygr (source 2 Cegtinmae
tis” or gestinmatiom o sourcel), source TWP amg TCP
gigcare al!l _sate currentiy {n trhe source (CU oar
TAC1  cegtimetiom TCO giscerds catas receivea ¢rom
gegtingtier «ttm geguemce Ayrder Ilower :™ar gsee
guence aymBes of the (aterrypt Co"Mmand pegTent)
aeglingtian TP sigcarcs aats currenmtly awaiting
orocessima ucom nmotificatienr Dby ZJestimatiom T2
(Imtrrrupe Retur~ event) and comtinyes tas digcars
rec2rds receives ymti! orme THP data marc record g
gerecten

Q8te *arx reC2rd @ THP egogmteg] eecor yneZ %8 (mgile
cate  wrer mormpl  Zpocesaing ‘0 2 COmmection Sy
resume, @,8./ wher a *lyan fg c2vclete

Currently cefineg interruot Jumctiany are sPawr (= Taales 7
and A andg are@ gy~ mgrizea nere., Cetailed 0rocetsing regyires
ments mav 3¢ deter~ine2 Dagen on the abOvVe Jefinitiong,

le

e,

2iefElea?9

191711 o causes a» IF1/1] rec9me %20 Se a3des ts :ne
eursgrr toemetwary letter Dyuffer 8ma the 'etlter tO
De sent immeciate'y to the metwart (Semgd evemt 2
TCPl1 remote TP, ypor getectisn ot the FL/Ll mee
cerd sends &~ IF1/1] eraracter (5r Cayuses MNoeraware
sigme! o Pe senme, (¢ arorenriate) 25 the Jestimge
tian user

172/12 @ causes scurce THP o gemd 8 Pecues?! %o
souree TCP  (Imcersuct evert far g ‘lysh dymetianmg
seyrce THP will sigcand amy Gats avaiting trgngmige

(AAXEERARRAXE X
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14
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siom t9 tre metwarx) source TSP will! cause tne
sqaurce o Zestinattionm flyugm g8 2eecridDec adove

173713 e causes source TP tg discerd curren?
toeneteork 'etter ouffer ang Buila am F3/13 recarc
i" 4 mew t0=retwarx letter Duffery D2efore serding
tr{s letter %o tme Cagtinmgtisn THP, gayrece TwP see
aventy that source TCF pemfarm 8 goyrce 20 Jdestinae
tian  $1ygny cegtingtion THP 41l geme thne loce!
IF3/13 ermarscter %o tne destination yser uoon de-
tectior 0t the !F3/13 recora

IF4/14 o causes an (FU/1d recors %0 Do asddel ts the
eurrent tCemetwlrt lotter Dyutfer ana the letter 28
De sent immeaiately to the metwsrk (Sema evemrt to
TCP) gestinatiam THR, gypam precogriticm of the
184714 recera, wi'] gerg tne loca! IFi/14 eharacter
te the gestimation yger pmrg rgQuest that destimge
tiom TCP perfaorm a destimartion 20 source ¢lush (Ime
terryot event)

{PS/1S @ causes am 1FS/{S secars 20 Do agced %o tng
eurrent toenat.lry 'gtcem Dyufter ans the Yetler to
be sent faregistely to the metwork (Sera evemrt e
TCR) destimation TR, ypem recoamitiam gf the
1FS/.% necard, w=ill reauest 2mat destingtion 7TCP
perfer> 3 Cestination to source flusr (Imterrus?
event)

IF8/18 o cquses ar 'Fp/l& reeorc S D9 4CCET %o e
eyrrems taemetwor 'etter Byuffer ang 2ne letter 2o
pe sem? {(mmeaiatel!y %2 tre metwarky tAig g thme
sa=e g3 IF1/11 excest tnat crocessing {8 “enclec
"ayutentengna” as Jegzriden sdove

157717 @ gcauses a~ (F7/!7 mecorz 6 De acces s tne
eurrent toemetegrc ‘@2t Dyuffem am3 tne ‘@%ter 9
pe gent {(eve~igtely %0 the mnetwark]  thig ig the
seme a3 1FU/1Q excect that srscegsiag {3 vamcleg
"ayuteotenand” as cQescrines adove

1E8/13 o causes ar 5B/ egeae2 e De a0C€Q O ne
gurrent reemetworx le2%es Buffer ang e letter to
pe tent i(mmeaigtely tp 'he meltwgri) thig {8 the
same gg IFS/1S excsct trat procesaing {g nameglea
Tayteafeadana”® o8 2esCrinen adave

[79/19 o causes ar 1FQ/19 recere %0 3¢ sant (m @
stoarete t9emet.crr letter (Dr0Ces38d Sytwaledang
et Zegcrine? adove) am@ gmotner 1F9/19 srecorg o e
a0dea o the Current t0emetwdrx letter Buftler anma
that Byffer orccCensed (mepgna o8 Jescrided asdove
tris dfymetion, eftectivelv, compimes [Fe/1e anme

(A XA R AN EK]
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-

—

171711 ints ame fumetion

12, 1717 o causes source THP 13 recuest 8t source TCP
oerfore the outeafenana fmrterryat fumctiom with ae
reteore ACCOUmtAlility, as cescrived abeve

tttenneeetoten
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®  Secrion &, Uter (ammgrep e Daty Tremramigsion Contral Craractesy

T‘BL! 8, INTEQEUBT fuuc?:cN “«TRTX

FUNCTION $ TG ~o0T \
m b ] nosa nuss DATA or i
IITERROPT 2AND s $TD (DS MAKK 3AND !
! o/ s 28 %0 0 w0 0
2/12 TES ] IS ¥ TS %0
é B o3 s ns T2s ¥ s w
‘ o YA TES TS ] s T2 w0
os/1s 728 0 0 28 o] ¥
176/16 ] s ] ") %0 T8
@ /L ) ns " e s s
I8/l »n % %0 s T2 TYS J
1r9/19 e ] 28 ) ) % TS |
o 27 l ) TS o %o ) TES ;
? 3
—_
DEFINITIONS
~ ia=bend - processiag occurs in=sequence, L.e., signal is passed or flush

occurs following all data thac vas entered shesd of {%; 20 sctempt is
aade to handle fuactiou first

out-of-band - (1) for IP6/F16 chrough I79/19 - procsssing occurs cut-of-

[ ] sequence, L.s., signal is passed or flush occurs before daca shat vas
{ entered ahead of it; this s dcas in THP and dastinaciom ISI/TR oaly,
{.a., soures THF vill put vequest for function at head 3f TC? jFueus,

TCP will procsss aetmally, upon tecognitica af request descination TXP

will procsss firet (for chat coumnectiom), puttiag et head of TH or 3SI

queue, if called for in fuseticu: (2) for P10 - prrocessing is out-of-
band oot culy for THP duc for eource/dastination TC? as vall; signal

passed via TCP heeder conerol; TCP sequenca space 30¢ used, thersfore,

? 30 acknovliedgement {5t segmant; adlvays jueued 2o h4ad 2f {nput jusues

signal-co-user - local character or hardvare signal, if desired and posei-
ble, (s passed 2o destisatios host ot tsraisal by remoce TEHP vhen Te=
quast is Tecognized

flush - (n direction of flush (Source to Destinaticas or Destinatioes to
Source)==1locsl THP ead TCP chrowv swvay all data currently ia box; re-
mote TCP throws sway all dacta received vith sequesce sumder lover than
sequancs mumber of iatsrrupt command segment; rumots TIP throws avay

J ¢ all dats curremtly swaitiasg processing vhea sotified of {lush cequast

(by ramots TCP) aad coucisues 2o throv swvey uncil TEP daca sark Tecord
{8 tecaived

dats asrk - TEP daca sark record, used to indicate when cormal procassiag 1

for comnection aay Tasume, ¢.g., vhen {lush is complets.

[AA RS EXEAREENEDR 2]
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SECTION S, CPTION NEGTTIATICN
T I XX T Y LA R XX AR R R LK 0 4 2 X J

L IR GENERAL INFOR™ATIOM
a

Optiom megstiatian fg tne tacility py which THOg cam  agree
to vary tng mosma) NVT mgde! prscessing for Z2ate flowing on
8 connectian, The feature s orovices 80
sutticient tmowleage ot nig user or nig yser’s dete canm reoe
guest an octiom which will elimingre ynnecessary processing
¥ for either THO (genger or receiver of catal,
" magy De scaoul"ed based o~ nig user’sg orofile or throughr ope
tiam commgnas entered Dy tne user (see Parsgracn 3,3.9),

that o THP  wignm

There sre fourteer 0otions cefimec for AUTSOIN II, These i3
mo reauirerent ypom soecitic TPy to implement o') or any of
these 80tions, The ocotion mecotiatiom mecrarigm p'lows ree

{n Pargarech 5,2,

This xmowleage

e e B s

* jeetiomr a3 well ag acceotance o0f g regues? 0 ptart ary Ope
tiomn, Thege ana ather rules 0mraQ gygsestioms far (mplememtae
tien of optiam megotiation are cliescussec

~

~’
 J

PAGE 2308
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()

()

$.2 PRCcCEOVRES .

Jotiam meqatigtiam will aceums (~» tyo gitueticns f0r amn ace®
tive conmectign, Fimgt, (¢t {11 gceyur automatically wnen 3
connection 18 firse estec'ligrea, 4y cfgscussed in Pgeggraon
2.1 charpcterigtics cotion recaras are 01ChNanQed DeEfOre Ary
gata, Otner s0tioms mav D¢ mregotiated at that tise agepence
img usenm tene gytcore of tne Crampetaristics optiom ~ggot!ae
tiom (see Paragraor 5,341, These rmegoltiatians are optionme
8!y 0oFf coyrse, #7a will mogt pe qgore By CCU/TAL THPg,
Second, when g yser enters an ootion commard (see Parsgrapn
8,3,5), nmegotjatior for that gptiom will Be pertormes, o
recuired, By TR, In eftver sftuation the same ryles enc
sotiar regcard fgemgts adely,

Cotiors are megotiater far only ome glae 2f 2 commection at
s time, Thrat fg, these are tsa cassile Zata patns f3r any
conrection, There are twe TuPg processing these cate 2athy
(ore at eitner enc 0¢ tng gcanmmectian), For eac™ THP tneee
s & senar 9ata oeth (useretoengt.aerc data)l em2 3 receive
gata path {("etecri=toouser Jaral, Amv cotiom {3 megetiated
for anly sme of these C2%a 2athg ser coftisA reauest,

The 3llauing arocedures =ust ne *allceec By & TP wnigh (ne
teancs 9 {~ramsfoce with @ CCU/TAL TWP, and wil! De enfamrceq,
a3 imaicarea, by CCU/TAL Twdgt :

1., QOctiam seguests are recresenrted Dy alancers THP ape
tion pecorcs, the Sereral ¢oemar of whic~ gre Jee
fim@e {n dpocemcics 4, Ssecitic %srmgty far 0ge™ 20e
tian request are zedimen (o jocemdiz 3, Cotism see
ouests have "o0eratars” wnic» gre 2emcaimed {~  twe
ection meeora enn e3rrgecens 12 User cO0%igr came
mancdg (gee Parsgracn 3,3,S5!, These 23peratary dee
fimg whierh gige o¢ 12mp gammectiasm (g melag sige
eyssed ang wriz™ T=d (ge~z2er 3+ rezeiyer ¢ the
aate) wil! memale tne 3ctfam, Figure | (1'ygsteates
this corceor, Tme Jefices ocerstors arc e acroe
Ave ang gefimitiam of eac~ arel

e da serger (N08) e tne reguester desises 12
start @m Qotism or g sEnNC 28t 241N angd e
sarees t0 30 the aporenriate process!ng

2. aom’r gemaer (V) e ng Peguetter 2esises ¢
steo & orevieus'y gstarted optiam om Nig penc
gate pet™ for Jnig™ %e nad agreed %2 48 the ace
prooriete drocess! =g

3. 80 receiver (N70) e 1ng meayuesler Z2esises to
ster? ar OSotiamr o9m nig gend 23l O8N amE Ne
gQrees % at the ather TWD [(sgta secelives) way
g0 tne adcrepriate pra3cees!~g

coRatRRsPCOIRRERTYY
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# Sectiam S, QJptiom NegOtigtian o Braocesures

* u”—h\ﬁ‘y_ '(,——ms
k> E_» -7:}!_.
o o= ™ VIRTUAL COMNRCTION w o
.-J\.-ao_/‘

e .

CAST ONT. Apptopriste optioa commands/record ypes resulting (2 agreements for THP-A to sfart processing
for s opticn for either side of a virtual comnection.

g AR

A A VIRTUAL CONNECTION

b~
m-—/

CASE TWO. Appropriace option coumsuds/rvecord 2ypes resulting in egTeenents for THP-A 23 stop rocasaing
= for an option that vas previcusly negociatad for eitler side of the virtual zonnectiom.

g A e Wy
.

)
4

™
3 3

b

2 Ty L

CASE TEREZ. Appropriate opcion commands/record Cypes Tesulting {a agreements for THP-3 20 start oroc-

eveing for an opcion for either side of & virtual commecticn.
* = e TIRTOAL CONNECTION

S {m
- 7 =

CASE POUR. Appropriace spCics ccwmands/record Cypes resulting in sxresments for THP-3 2o etoo procesaing
for an optiocn that wvas previously egotisted for either side of the virtual comnecsiom,

V

s

\1

] Pigere 1. Opciom Negociaticn Requesc Paths
/\‘.
_
| teRReeRREREYCRETY
21eFER?9 Tad%alt8 eeUNCLASS ISP 1B e PAGE 29372
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Seccion S, Opriom NegOtigtior e Prgecpdures
8, domn’t receiver (CNR) o thg recuester dSasires 22
} . 8ted 8 orevisusly gtaestes ootiom oA Mig senmc
] Qate path fo0r whien ng s@ree? thet the Otnere
TP would 90 the amorsoriate orocessing
S. will gemoer (+_3) = 2ne regguester desises o
atart am gotiam Cm nig meceive Qa2a Dat™ anc e
sarees theat trhe Stmer THP (gata se~ger) will g0
the sporaoriate orocessing
8, vor’: sercer (~AS) e thg reauestes dqesires to
$t00 & oOrevious'y starteg cptianm o~ mis mecelve
dets o0at™ for whic™ mg hage agreed het the
grher TmP woyu'o 20 the scorceriste 2recessing
T¢ will peceives (wi Q) o tng reayester Zesires o
start 8~ optiem om nig receive =a%g Det™ ard ne
earees o 20 tre acorspriate nrocessing
1
8, won’t receiver [*NR) e the reauester Zesires °9
sto0 & orevisuesly atarted 2gtiam am nig meceive
date pat™ *0” whigch he RNaC aQreES 0 g8 the aoe
orgariate Dracessing,
-~
\/’ . .
2. Each coeratar "as o corregnenrcing 20sitive (egrees
" owits  prequest) e~ negativé [rdfusés realest) rese 3
pense, Cmly ore of trne i{mndicates resccntes wi'
resdlve tre pcenclag satioms recuest; am@ thya 8toe
tme gotiam tiser (see oOrgeenure S, Ddelow), It
ghou!d De mote~ tna? megative responrses 3 2 "ee
Quest to stop am gttism are mat Dervitteqd (see proe
E cecure 4, Delow)
y
g recues? oesitive negative L
; 0os L1 1 L}
oS ong mat allowes
oL a3 T}
ANG wr g mgt pllewea
YK | ans ons
L} AL rat a'lewed
wi R pns AMR
E wh@ no mot sl'loveda
!
, 3. Sorme cption reauests cevauirg arametars (se0e¢ AoDene
? elx 98), Parametoers are ~at reauireg ‘or trese (¢
| the recuest 8 %2 aton am ocotiom {(INS, DNR, anNS, aor
L L DEN
8, A mseques? %9 890 a~ gotiam (ONS, 38R, wnS, ar mNR)
— nygl De anrsverel negictively ae thege Ingdiczate & moe
- auese to  retyrt te @ kMQer  defgyult goraitien,

Retuge) to returm ta the de‘au't wil) pe tregtoed s

RnRAes

seNeeveeOROERYRTYS
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Cotiom Negotiatiomn o Procoaunes

8 orotacae) errcr,

valia gotiam reayuestts "yae glusys 2¢ sngweces, oie
ther with 8 pesitive or megative resporse, 4 times
will be used to ensure thgt a response fs recelives
wienin g reascradle cerisg (on the order 84 3 ®ie
ayteg), Thig timer (3 gsecarate from tre user’s
genneceian Imectivity timgp, If the timer exzires,
it «41) pe consizerec a oprotoco! error urless o
tlyen hag occurred on tre connrection during the cp=
tiom megotiation, I!f thig (g the coase the Cyurrente
v pending optian reguests wil!' 2¢ gsenrt ageim» witn
the retrongrit insicatos gat (see Apsencices A amg
8 anc procedure &, 20'low),

Reqguests should mot Be asent to AnmOuUMCe tThE curron?
state of g~ ootiom, e,2,, ONS, ONR, mNS, or #nNR poe
¢3rdg, reguesting that am opticm De termingteo Pt
ts mot gurrently peimg perfonmed, or OCS, J3CR, w_S,
ar 4L precorcs, requelgting tmat am 02215~ Ze ttarce
ed tmar g currently netmg perfarmea, Trese zyuplie
cate recuests wil) be tregter a8 2r95%0Ce) errors
whe” detectec,

Duo'igate reauests suc™ o these would Cause untere
mimgeimg scikmowleace~ert Joons «nich wou's, essene
tiglly, nama uc arme sige of tne commecticm, 1t s
atgumed tmat 8 vislarian af thig sy'e imgicates
t™et, efitner 27 T=2 {g agy gconmfoemiag to AUTOOIW
Ilestamcars octiem meqotiation ardcecL"es 0r 3 Caw
tastroonic situstion exigeg Imn the remote access
erer (e,8sr sCituane ‘pilymre), In oitner case, ¢
19 Sangiceres 23 Nhe socrocriagte 2 cisgse the cone
ngetion,

It s mecessary %2 =gce ome excentiasr t3 teilg prae
eequre, 14 tre nmetrangmiggiam (mgicatar (gen Age
pendices A anr2 3 ara aracedyre S, above) s ses (=
the ootiem reCos7, t e reauest (8 “andlec regerae
less af the Curre~t store 8¢ the QDtion, Thig exe
eeotion {3 Pecessary Cecause 3¢ the coesiditicy of
» flushr 8¢ yser Qary wnile cotiom negortiatior g (m
srodress, 14 am tateemeyper fymetiam 2/12, 3713,
4714, 8718, T/17, e» 8/18 (s ocerfor=es wnile sotion
neadtigtiom (8 pcenaing, amg the sotiom Rimer psyulsee
avently exoires, tre sction reayes? will De segent,
It (s cossid'e trnat eitresr the meauest oF the rege
pAnse S0ticn reCemC wad lagt m the TIP flygna,

Reguests 0 stare g~ cotiom mey glwavys BDe selected
as tnig forces the xrowm default for processing
asta, PFopr CCU/TALC ysers an Sptiosr wgy Be 3¢t as
nonnggotiedle far e corzain qeta pat®,

et reserereree
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THO SPECIFICATION, FESRUARY 28, 1079 e F T N A | nee AGE 73
Section S, Ootion Negotiation « Progedyures

Corresponding requests wou'!d Be rejected by THP,

8., Ootfen recuests whiech asre rejected oshou'd not Dde
repoeted uUnless reagyested dv !sce! user, that (3,
THP ghould mot resend the reauest arditrerily,

9. A resconses dDresuredly neaative, must de retyrnes
even (¢ the ootion type {9 unknown, {( the ootion
reauast o to start am unknown dotion, If o rese
oense {3 mot Pegseived the dotion timer wil) gunire,

18, A roauest %@ 80D an ynaknown option is cOnsicerea o
arotoco!l errer,

11, THP ghgyuld bBuffees (hold) ussretsemetwork data ¢4
ootfon Ddeimg negotfated for that dets zath, Thalyg
#{1] orovide o clear verker for the Ddedinming of
sotiomn proceseingr whem the Ontion g adreed LDOA,
sete wil) de (m mew forwat

12, CCU/TAC TuPg will mot semd D08 optiamn recoras,
This {eplgmameation dJecision weas mede decoeuste t™e
onyus for processing Jats s On the data receiver)
fe®es the roceiving THP aygt BDe eble to convert NVT
*gdge| formae to the format required dv hig  yeer’s
ehgrocteristice, Therefore, the Ddulx of ootion
orgcesaing (g contgingd (n the Treeeive pire® of
CCU/TAL THPg and (g nmot duolicated (a thg "geng
sfge," The bimgry nede, rASCII, RWTE, ang goeshesc
ontions afe oexceotinns as B0t THPg gre (avelved,
however, these reayire receiverespripnted ogoerators
(see osrocedure 13, delow),

13, Oation tvoes which reauire that seth Twlg aerfore
2070 orceessing, sveh 08, Choracterigticy, dDinery
moge, WTE, XASCII, and goeqheed, reauire the uee
of rocofversorignted soeratars (D0R, DNR, <7, =n\R)
for yser oDtion cowmpndg ang THP sption recards,

© e A —T e —

14, #“hgmn the himgry, 2CTE, qosgheed, or XASCII oaotiony
are negotiaten (atgenrtesd or steooed) the
nonergaueeting ueer will be (nformed sBOUt the nee

: gotiations, The reauesting uter will gluays B¢ ine
{ formed of the results of the ootion neqetiation,
i (See Pgrearennr 4,%,9%),

For eech ootion cortain glternatives oare aveiladle ana
] tnown  gefault s defined, These sre su®marized (a Tadle 9
end subseauent paragranhs, The charecteriptice ootiom {9
! nat renresented in Tadle 9 o9 it (e o uniaue case, one whien
may "ot Be (Avaued Dy the yser mor noQotiated other thanm
during 900~ oracessing (see Parggranh 2,2),

Reviglonm 2, Fecrusry 8, 1942
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THP SPECIFICATION, FEBRUARY 22, 1979 oese F I N A | n2e PAGE Ta
Segtion 3, COptiom Negotiatiomn = valia Cotions

$.,3 VALIO 2PTIONS

$,3,1 Chgracteristics Option

The charecterigtics option s requested GuPring cpem processs
ing (see Pgragraoh 2,2) eng {3 uniague (n that 1t carries
with (¢t the gposevecrnection comoetinility eneck, whien g
e AUTQDIN !l recquirement, [f the ysers are mot compatible
accomrding to the ¢rosseconnecti{ion matrix, the Cemmection
will pe ¢losed {mmediately,

The characteristics check ({nyolved (mn this optiom (3 Dere
formed to deterning (f the two ysers have matching chacace }
toristies, 1,0,, 1f dota Deing senmt By One yeer {8 f(mn tre
reauired forngt for the dets receiver, If thig (g the case,
the positive sekmowledgement will put that gide o0f the conme
negtion (m pingry mode, The sssumption ta thnat {4 the users
eharacteorigtics complamont one another, there g nO reayires
ment fop NVT conversiom, Bimemsy mode (s automacically enme
tered on behal? Of the yster when the 2o0sitive respomse I8
received for the charactoripgtice Optionmn, Both ysers will ke
{mnfopmed thet the particular data path is A Dimary =mege,
All pyles ot bimery mode applys inclyding exiting Sinmgnry
mode vis yser option command, I!f the characteriatics a0 =ot
metch, the ysers wi!l Be (nformead that the particylar g0t
peath s in NYT mode,

Beegute thig sption gffeeis the processing of data) '3 Dert
ef opem pprocessing, anad eagt {mportantly, imyvelves the
erosssconnection matrix validatiom, dats will De accumyulatea
from the yser, os DbDyfferimg permits, Dyt POt gert 0 the
networe ymtil negotiation i3 comolete, Lach THP gemcs chare
scteristicy of his user’s receive sice (WLR), {,0,s nNOw e
date ghoulda loakk coming tawara nig yser, The optiorn sres
auires no gender Opr seceiver aualitier a3 Dot™ TPy are (me
velved, therefore, the geftsaylt "wil! receiver” cptiom recors
is used,

$5.3.2 Bingry ¥ode Optisn

Binery mode, s discussed In Paregracnrs 3,1, 3.4, are 3,5,
eon be entered sutomatically a8 o »e8ylt 0f the cngracterise
tiees ocption (gee Paragresh S5,3,1) or yoor agreement Dy TrPy
8t the reauest of the veer, Because DAtMr THPg myst De (rme
volved (m Bingry mode progessing and the Optiom does "0t see
ayire semder apr receiver aualifiers, receives psperators ang
eommands are ysed, as appropriate, Date golimg towara t=e
netwark, that ig, {4 In the Qimection OFf the Qats Deth Deing
digeussed, will Be Pelad une!! an aQreement ar rejaction (g
regeiveq, Thies procodure leaves mno doudt as %o where 3ne

T Revision §, July 3, 1979
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TWP SPECIFICATION, FESALAAY 27, (879 ese F [ v 4 L eve PAGE 75
:i) Section 5, Cptiam Negdcigtiemn e Valig Optiong
noQe &°dg anC amctner Deginrg, Ag poo~ 8y the do0tiem s
agreed a3, sgty receives/gent ‘or trmat giZe Q¢ the conmece
tior wil! 5e (A Bimery voage, CSCU/TAC TWPg will  ggeumulate
user qaty (Benmit characterg) (m Jaty secc=2s regsrcless o
the oecxgqging mogce (recsrs 2, gtreanm),

$.3,3 XASCII wome Morign

XASCII moas, a3 aistussec (m~ Paragraonrs 3,1, 3.4, amra 3,5,
will be ~ecGriatec Zv TH7s a4t tne recuest of tre yser, Thre
acflity to enter Y28CII %oge mwyust De aQree2 yoom Dbatose
XASCII 2atp mav e sent, 2yt omce the agreemens {3 waze ars
urless 1t i Yater revexes, XASCI! moce may Be enterec anry
time (exceat unfle {m nimngsy =mgge) for tne guratiom ¢’ tne
comnection, amgm (m XASCI. mone, gatas {3 passed wit» amp
processing Qtmner tham Byulilaimag XA3LI! recoras, The pcarity
Bit will moe 2e strioped fror eac™ o0cte: receivea fram ctag
veer as ig gome 1m NVT agoe procassieg, If XASCI! mece ‘s
acreed yuog~, TWP will gecanm yserersenmgtworc Jata *om XASC:D
shitteagye (S7) crmaracter, 14 cerectec, YASCI! scamming mace
will Be entermer gmg =0 eParacter dtner tham XASCI! pridrein
(SI) wil'l pe msecoarizes, That {g, mo TwB coemgncsy, tme'. ge

PamnN
o tnq data tramsmigsion 2omtrol chgracters, w('!'! Be geteq
g uoanr,

The XASCI! acciom (8 similar ta minasy mode ane emgractesige
tics cotiers ims zrmat trme gctiogm recui el "0 gonCer 2» spe
ceiver cua'ttien, Tre seceiveregrigente~ speratars wi'l wng
ysee,

S5¢3,4 ACTE 33!*5”

Tre ICTE oeciam orovices 2ne "agt =223cess (via 2L gcomtra!
over two ascects s o TAC tesvingl ts emfgh me g commectes,
7¢ the ter~img! (3 8 "ace !4 type terming!, tng =mgge prae
cess ¢cam comtra' the MerCuire ecnd feature (see Paragesp™
4,3,12), For moges (14, I, 18, amng v trhe Rag? oracess can
eortr0l ohg pacre: sreloese 9 te L3ed ‘™ prelegging tareing!
g8%8 20 the Metworr, TRig comtrol i3 Comveyed (a RCTE egonme
trol recards onieh gre gent a3 3 cetult 9f Lger RACTE came
nencs im the (0N (gee Parsgrec® 4,3,%), wowever, the RCTE
oDt ian myst “ave deen necotiatad previously By THOg ag & see
sult 0f a yser gotiom gammema, It ghou'd Be =aread thgt ¢ 3
termimg) yser ggrees 0 2eQ0t!ate o slart the ICTE sotienm
(optiom (s =arced as ~9c0tiad'e 1= nig yser pre‘ilel, cne
terming! ye@s greyla ymaerstaad that e “as fardeitec the
conmera! 8¢ nig gecre? se'eose mecramrig®  aRE  gene  Yeature
(see Poragraorsg d4,3,3 oma 4,3,13),

( EAZEAREEE R RN
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Sectiomn §, Zotiam vegOtiatiom e valia Castigmg

. The receiverearientes s0€rators ars .ses? ‘s the RLTE  spe
ciam, ALY amnd oNR pre goorgsoriate 227M8nC8/ 20020038 ‘2r 8
CCUr 0COR and 3NR are 400rsceiate ¢+ o TAC, Thisg (s Dee

cause ft ig emng TAC geng size 3¢ cog cormgCtion Deing ~egoe
tiatens, =gt tne gimectiam of tme RCTE commencs (see Parae
areon 4,3,3),

S.3.5 Goeineaa Cptien

Tre Qo=eheda ootiom orovives & mears Dy wnign gocareac sige
mals may Be txchancead on 8 Cormeztiom, A gowaneas (G4l sige
ng) coula serve two 2urodsest (!) tel) receiver 9¢ 54 tnat
sender of 52 (s mesay %0 ~gceive sats o= (2] te!! meceiver
of G54 to gea7 more Zata, Fu~ctiomally, trese two gsee~ "¢
p8me, Mowsver, for the filest case, tre semges 3¢ the 5G4 can
~ot receive Jata (1,e,, ™3 ter~inal condtgunrsticr {3 essene
eially =ma't agyolex) w ti!l eme GA ig sent Dy Mim, Ia tne
t seconc cage, the receiver of tre G4 will mae gemg ymtt!
"orampten® fdopr  2ata By e G4 zngrgctes, Im Case tee, the
Tocal THP »py ne an'le 5 facilitate tne ¢umrctio~ 2y senci=gQ
data to ™is Jeer enem 8 G\ s deractec coming fegm rig Jger,
The remOte Jses gr THP mee2 A0t mecessari'y Dea (mfgmmec o
the G4 sigral, e,9.s 1% " mas 20 racui=enert for (1,

N, TR Coeahagd comroeti=ility wil! Be veritieed Queimg 2cnarace
terigticy cptiom orocessi~g (see Paragrass 5,3,!) auriag tne
spering 29¢ 3 coamectior, T4 am imcompariniliety 3 Zecvecied,
fe@ys 14 ame yser recu'res S0°3 22 8'5~8'8, @PS t1"e 2%nes
user will mat gemo the GA, tre 2o mgctiam wi'! 2@ ¢'0g302 (se

s medigtely, 3ot~ ysers ~!1) Dpe infamsmgs, Tre commection

‘ woulo mct 2¢ al'e to exis: _m,zees thoge CieCumstancCes) )

stand=0¢t s0u'a evenrtually Bmsge ia wnich cne J32° was spite

imnQ to De %3'2 ta gers 3P tme 0*"g»r wpiting 22 seceive,

Tne seceiyapenriemres gce~ptary are se”  40= ¢
scrigns, Tee gopronsiate sczesstass = _ /wNI 3.
erogen Dager o~ Shigr gice 9¢ e commectton
gpigmai wil! 3@ gent,

§,3,6 Line wimen Gprianm

The line wimen gotic™ a'lswg Trig to agree 27 (|} tre =ymce-
0t cheracters cer lime t3 e yse2 im fommattiag 3atp O~ e
deta path Belmq re‘ece~ced ana (2] wnign THP i) namg'e “e
formatting, Tre lime wige~ reayestes shoy'?2 e witnia
reasorad’'e 'Imir ‘top tne GQata recoeiver (@s34¢ wignim
nerdware livwiegtisag), 2u? tnmig =myug?! Be Jelecm'mel Sy t*e
THP gerviag tne zata receiver, Threce geemg 5 20 MO St
regtrictiagng gimgce the penCer St tNE 38%8 T8y KPOw wOre

tetaveateerrey
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TR SPECIFICATION, FEIALARY 23, (979 ere F I N A | wre PAGE 77
Seczram~ S, Zoptiam vegotigtiam e valta Cotiong

aDOU? acor3crigte farmgt ¢4om the deta anC, therefOre, woy'3
de aya'itigr o specifty tne lime wigte, 3¢ gourse, loca®
user 00tiam 9r get comwaras (set Pamagrache 4,3,2 ema ¢,3,9)
erarging enlg engraeterigtic will gyemrrice metwork gotianm
reaUES S 5° aQreementy, The cpoticm weyu'lc RMave o De reregQoe
tistec,

Se3e? Page Size Cotisn

The pege gize sctiam allouws TRPg ta ggree on (1) the Ayumper
oft primt limes per Dege to Do used im forvattiag cCata om tne
catd *'0w Delina referencec ara (2) whien TP L4il) ngmrgle Sne
formatting, The 2ege sf2e snOuUld Pe witnim 5 reasomac'e
Timie ¢2r tre 2ara receivar {(#,3,, witnim ngpduase 'imitae
tiors), 2ut tnig wil! 2e 2Se%ermine0 2y tne TP pgervimg tne
ceta reCceiver,

5.3,8 Tag Sroo Jotianms

Trere 3re %2wd tan stap oo'ionrs, verticza! am3 nmorigemtal,
which 8ll1ss TuBg to agree Joor gettings ‘o, tabsy, Actua!
digpasitiomn, now 2308 wi!l! re Dracessen, ts =egortiates In
the momrizamea! ar vertica! 280 Jisposition 2ptionms {(2ee Pasce
agrecr S,1,9), Threse pre two altesrmptives %o getieg rabDgt
(1) every \en ggly=mn/line, 2eginmaling at N, 0r (2) =mgzia > g
siy eolummg/lingg goecidina, Sectimgg sm2,'3 ne witnia csnpg
Boumds o¢ tre ysar’s 2harscterigticy (mar2ware Dape~ Sigt»
8~ leagen), 2yt trisg wil! e 2eteemines 2v tre TP garviag
*rhe date raceiyer,

$,3,9 NPT Capgrgcrer Disacsitionr Zptions

There 8re “i1ve cotions enic> allaw TWwPg ta eceee 97 {!) vasre
fattamyg w3 NVT gefayllt DOmsCcessing fom cemtpin Chanmscteey
(CR, P, FF, VT, WT) amo (2) wmnigm TwP gil! agmgle aigposis
tiam, Trggse garet carrliage retyr~, limeleesz, Yormigec,
vestica' rar, ama mnoc{zomra! tad Jiggesition ecptizng, Tar
sy gisoasitiam there gare ceortain variatioms avat'adle,
These are gnown {1~ TaBle 9, Byt sre e’ '"eq “ere ‘0r 2'arite
tecationms

ls a8 ig o 2988 character witn mno sanitione] Je'avs o+
gimylatiamsr a!! croractery (29, F, F®, VT, mT)

2, aiscara e 30 ~0t 3488 2hamracier ehec aetected, (o
vee”r dats strear (i* gemoing *WP) am (e mgewoer

1

qdace streen, NVT reeare ({4 peegiving TwP)y 8l

setRteteeeRes
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FEaRuaavy 22, 1979 wee F 7 N 4, sne BAGE 78
NegOtiatian o Valia Soptianmg A
charactery

siaylate = reclace characres wictn acefineg giny!ge
tigm cmgracters as *2! awgl

le CR o mo gimulgzion avallan'le

2. LF = {nsert me< ling fyumctiam and emoucr scacas
te onsition one lime melow current vertice! one
sitionm

3¢ FF = pertorm new lime tumetion ang emaug™ LF
fumeticoms to 20sitigm te top of mext page
(leftmogt columm an 4ingt 1imne ot cage)

4y, VT « pertarm mnew l'ing f mezion amg emoygh | F

fumetionrs te osoesftiam tas mext tad ‘ime; ¢
gurrently positiomea sast 'ast tep, ceréarm FF
fumetion

S¢ =T e {msert emouar 23C1! soaces %o pasitiam e
rext cab columny 14 eyumsenmtly zeyonma 'ast tan,
partarm new line $ymeriagn

replece with CR/LF o replace craractes witn CR/LE
0r “eaw lime fyretionm: FF ame VT anmly

0dc 2elays = i~3est, %0llaaing cnarsctes, scecitiea
Aumoer gf Aylls Fgr timiag zelavs; a'' cramacters

attedattenvarse

Tadley teUNCLASSIFIED PAGE 22278
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TRD SBESTFICATICN, FE3AUAAY 22, 1979 ave F I N 4 L wre PAGE 79
Secticmr S, oriem Nggotigtiam e valig Cotioms
-
TABLE 9, TwP 09TIIN waATRIX
'Y YT LI R AL AR R RN X X 0 K A & 2 J
TIOWN ASSICN |DELIVER | DISCARD | SDMUILATE| ZEPLACZ | ADD |INCREMENTAL |
oPTICH DEPAULT VALUES | AS IS |CRARACTER [GUARACTIR) WITH JELAY ALSZ
CONDITION (1-230) 23%) (254) (253) NTWLINE | (0=250) (255)
(282) |
3INARY 4ODE NVT SCAMNING MODE NA n qA NA L7 “w XA 7.
acTE COMMANDS NOT VALID| HA XA NA NA NA NA NA
VILL NOT REACT TO
GO=-AHEAD COAREAD L7 NA NA 1A
WILL NOT REACT TO
XASCII MO0DE IASCIT SHIFT-OUT L7 u 1A NA A " XA
ey MOST RECINT SET {
LINE JIDTH 3Y LOCAL USER TZS A NA NA L7 NA YA |
. MOST RECENT SET
PAGE SIZE Y LOCAL USER TS NA KA NA ¥A L7y A
YES, UP
HORIZONTAL TAB sTops | "OST RECENT SET | -5 g1y TN XA NA YA % ves
3Y LOCAL USER
TABS
YES, UP
- MOST RECINT SIT
—_ VERTICAL TAB STOPS Y LOCAL USTA 70 SIX NA A A (7Y NA ves
: TABS
- CONVERTED TG NVT
CARRIAGE RETUTRN (Q) | o ugcopp v1TR %0 | MA s res N W ves “
J1S20SITION
DELAYS
IF NO CR
COMVERTED TO NVT
LINEFEEZD (LF) ) BEFORE o7
51SPOSI=<0N rsr u::ts:om YITH %O NA TES YIS | orriace NA YES L7
! W/CR AND
SPACE
OVER
Page . of 1. LECEND: NA -~ not a negotiabie item {3r :chis s0Cion
YES- will aegotiace {(tem for this sption
~
-
(A A XEEZAEEER KN ]
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—  Sectiom S, Optiam Negotiatian = valic Jotienms

» TA3LE 9, THP JPTISN MATIIX (LONTIS) :

ASSICH
VALUTS
(1=230)

oELIvVER
AS IS
(233)

DISCARD
CHARACTER
(254)

APLACT ADD
dITH JELAY
MIWLINE | (0=-230)

(232)

OEFAULYT
CoMDITION

VALLT
(233)

CONVERT TO NVT
P RECORD WITE WO NA TS e -1
OKLATYS

FORMFEED (FF)
JISPOSITION

AT REZCORD WITH MO L7Y es YIS
DELAYS

BORIZONTAL TAS (HT)

DISPOSITION NEXT TAB

POSITION:
I¥ 3EYOND
LAST TA3
POSITION
INSERT (R
AND LF

VERTICAL TAB (VT)
JISPCSITION

CONVERT TO MVT
VT RECORD #¥ITH NO
oELAYS

YES

s

INSERT R
AND

ENQUGH LT
T0 GET TO

NEXT TAB ;
-~ POSITION: )

I? 3TYOND !
LAST TAB i
POSITION
INSERT FY

Page 2 of 2. LEGEND: NA - n0C & 2egotiabie ilema for 2his Jocion
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oats tranrscission conteol craractery 18, 21, 24, 43, S@, 58, 7%
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interryot fumcticn
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28, &3

imvalic commaras processinmg 3¢
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S1,
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8o
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Se,
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ST,

29,

68
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RCTE ootion
recorc more
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[ ) [ ]
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APBENDIX &
Tn® RECORDS
L
This acpendix describes the THBaTWP cantral record formgt to
be used Oy 8 TP aggiring to interface with CLU/TAL THPg on
the AJTODIN Il metwork, There is m3 var{iation to thege fore
mats &8 Jescribed herein,
4
Imneludea {» the descrintion of each record is the Pgme, ace
cootead gascronym, reecdrd tyoe value (Jecimel), o Belg! dese
eription of the record and (s DUrDOSe, 8nd the foregt for
the rocorI,
° The formgt (s showm {n gtenaard JEC PDPell memory (mage fore
g ¢ mat,,6 with tre least significant Byte on the right (even
. AynDer) and the %08t sianificant Dvte om the lgft (sdn
X mymder) of o 1bebit word, The dits esre 'eveled A to 1S
(teast signiticont to most sigaifigant) rignt to left (n tne
. word, The alrection of transnission g fro» the least 8(ge
: nificent Dyte/lgeast gignificant Bit (A) to the moet signifie
* SR cant Byte/~ost gigmifticent nit (15) for sech lbenit wors,

i The memory (»aqe for sech record ahown (n thig gl0endlx g
: deseribed by o~ accOmDgPhying nmarrgtive, The sige (bvee,
worly 028,) Of pacCh unit within the str cture %oy caule on

"extre" DODvte at the enc OFf the mrecoPrd, Thip ertry DyYRE (g

' "ot Used and will moe De defimed (mn trhe ngrsgtive, It =t

0@ FeOresented Dv o Series 0f dasnes (o = o) (m trg wemory

f=gge, The extrq Dyte will not be countea (n the lengtr o

the strycture and (n fact g mat gsent as pert af the reeord,

The records ere ligted In alohgdetice) order by the finege
¢ woPrd {n the recOrd name, o8 -.f.goneoa in the text of trig |
doeurent,

Rovigion 2, Toedruerv 8, 1987
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{defERe?Y T8d39%98 eeUNCLASSTIPIE DS PAGE gQ092
ettesesensEeYY
THR REZCADYS PAGE Ae?
AA
- RECCRD NAME; ApqeYoyeThere?
RELCAD Tyef LACRONYw; AY?
7 RECCRD TYPE vaLuf:r 219 . .
QESCRIPTIONG Thne AYT recore 3 Byllt (A the towmetwork
Bytter whem the Joca) AYT charsctor {3 recoge
mized In the yger’s cate stresn, The Jestinae
tion THP will gomvert the reedrd to the Zestie
agtion ueer’s AYT charecter or sigral ang gend
fe to that user, Tre purcose fs to allow tre
yser 0 have some methoa of gseterminiag (¢ tag
remote yaer fs stil) getively participating sn
the eommection, The AYT ¢horacter (s repre=
sented By 8n AYT record whether the conmection
tg im pecord o, stregm mode,
RECORD BQR™AT)
1S ... .7 )
(I T XY XXX AL LA A 0 0 L 02 J
! ) l
1t ! AYT { Au )} 2
! b !
ceoSveogascedesveosesaea
SYTE 31 TWP geandard record _mark velye (172),
™ deneting deginming of recoras,
SYTE 1t AYT ngeord tvoe value (219),
]
3
._-_/l
ftvesasPROeRERS
79333998 seUNCLASSIFIED e PAGE 20902

(222222022222}
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TM® RECOROS

RECORD NAMEP 3Jecuspace
RECCAD TyYPE ALAQNYN) B8
RECCRC TYPE vaLUB: 215 . .
DESCRIPTION; Twe B3 recard {8 3uilas {m the Qoenmetwors

RECQRD FCRwaAT,

3yTE Q33

3YTE i1

{3afE8aY9

B W

et -

sSRefevavesyYRY

73A3SS98 asUNCLASSIFIEDwe PAGET 20803
sassetennareny

PAGE Ae}

Byffer whem the Toca! 38 ¢nanracter ip recoge
njzeg Im the ugser’s gate 8tream, The destinse
elom TP will eonvert the seconsd to Phe CGestlie
natiom yaer’s B8 ehgrgcter and sendg |t 2o trat
yeer, This 18 am NVT graracter wnicn pffects
the NVT pgrimter and as sueh (s {melygec {n
those charactors that are not gent inm recora
form when the gonmectian (s In gereem meode,
The NVT value (record tyce valye) is semt (n
nlace of the 1oca) user’s B3 enasacter value,

15 AU 4 ]
BNV BVVOPVODOS OISO
) ) l
§ L] { RM 1 @
) oo !

TP gpandard pecard marik value (170),
dencting Deginning of THO mecoard,

38 record tyoe value (2!8),

(A2 ARRRRR] 2
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1deft8e79 T333%398 e UNCLASSIPIEDee PAGE 30ead

THP RECCRCS

RECORD VamE

RELCRD Type ACA0ONYY,
RECIRD TYPE vaLuRg
BESCRIPTION

RECOARD FORM,T,
1S

ePNROeRTRERORSY

PAGE Aed

LR

gL

218 )

The BEL mecors {8 added to he toemgtwork
Byfter when the locp) BEL chrarecten i3 regoge
nizee {m the usesr’s cats stream, The cestings
tiem THP wi!) comvert the record to the Jagtie
natiom user’s 3AEL cmaractor me semad 12 e
thet ueer, The 3E. cnarecter s am NVT 2rade
scter which affects the NYT primter ang {3 mot
sent {m pecord form yhem the coOmmection (g {nm
stream mode, The NVT value (recors type
value) s sent {im place af the '0ca! user’s
8EL eharacter,

? 3

|
S
|

! l
SEL ! A | 3
! {

BYTE 231 TP gpanderd record mark  value (172),

()

dergting Deaginning o0f THP pecord,

!YTE {3 BEL record tyvyoe value (214),

stfNRRRteRe YRR
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1defE879 19933998 eoUNCLASSIPIED e PAGE d002S
, SRR eRRECARROSSRYR
| TMP RECSROS PAGE ies
S RECORD NawE; Z2ersiage Return Shgrgctes

RECIAD TyPs ACAONYN; (2
RECORD TY®E va_lug; 299 .

DEBCRIPTIONG The € recard i3 gadeq te twe toemetwor

Byffer whem tre laecy! £R erarscter (g peecge

n{zed In the user’s gaca stream, The degtinae

tion THP wil! convers the secosns o the cogtile

netion user’s CR crarecter and sara It to trae

user, The CR chraractor {3 am NVT Choraccer

which affecty the NVT princer gng is mot gent

fm»  pecerd form uher the eomrmection g nm

sterea” modse, The NVT value (recsre type

: vaiue) s sent (n place of the Tacal user’s eR
] ehargcter,

RECORD FORMATY
1S R )

! l l
1 cR ! I 1 2

) oo }

8YTE 31 TWP gpumgard record mark velue (173),
genoting deginming 94 TWP secord,

BYTE 11 (R mecerd tyoe value (299),

0e0e 000200 ge
{3eflBare 713235898 TRUNCLASSIPIZD e PAGE 2392S .
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THP RECOROS

RECORD Namé,

RECOND TYOE ACRCONYV,
RECORD TvoE vaLyul,
OESCRIATION,

73339598

T ettagreatereny

*aUNILASSI?IEDer PAGE 002Q3s
sSetSRCEOTSESESRESYY
PAGE Aes
Date
DATA
221
The DATA recard asmtgimg the text _from thre
Jyeer’s (mout data stream, The text {8 alirecte

v transtoreeb'e to the toeysesr BDuftfer wi2n ne
sdaictiomal engracter gecamning reauireg, AV
NvTerelated chagractess Rave Deen convertez, 39
recuirea) therefore, ft wil! s0¢t e mecessas-y
te scamn the DATA pecorg fOr these characters,

e should be noted thge DATA records are ysed
during NYT mocde *for user tex? and gurimg dDinmge
py mode *or "Dimgaey" gdeta, Altrough Jser text

{s mot oOrcimarily gsemt (m pecasds wrer the
ecanmgetion (g t~ gemeam moce, Binary desta |3
always aenrt 1= DATL pecordas dy (CU/TAC THPg,
RECORD FORMATY
15 7 ]
'Y YT 2 A 0 2 2 2 2 2 J
) { {
1t DATA | am 1 2
{ o) !
SedecauvagyteeeSaceovsaty
} ! 1
3 i lenge» ! 2
| o) ]
e YYeovecsdetove9SeeweTe
) ! !
€ | text ] text | 4
e | A | -
. (T TrYrxrxxx x2S R0 2 0 X 0L X ) .
L] ‘ l ! .
ol rext | texe | ~ey
| oo !
[ IT YT YL I R 2 AR 4 K & X J
BYTE 2t TwP gpamaard record merk velye (172),
gemoting DegQinning 0f TWA peeord,
SYTE {1 24TA mecars tyce velye (221),
BYTE 21 Lowegrder 8 2i%3 04 lbenit lemgt™ va'lyue,
Lemge™ (g 8 value representing Aymcen of
Bytes 0f text that dre (= tne DJATA pee
s0rd, l,e,) 1ematn 0¢ JAT) recorc zevenrg
the lemg@e™ fielse,
'YEAXEXZEXZEXXE}
{de723e79 780358508 CeUNCLASSIFIED e PAGE 29226
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(AR K2RARNAREX X

5 lieJULeT9 T2A44939  esUNCLASSIFIEDwe
o seTARRNRANRRRSY

THP RECOROS PAGE Ae?

3YTE it nigheorder 8 Dits af lbepit lemgth
velye, Length (e 2 valye representing
aymser of Dytes af text that are ian the
BATA mecorad, {,0,) 'ength 0ot DATA nrecorg
sevond the length flela,

BYTES 4 tapy "A%g Text characters to be paeassed
to the yser, Cnmaracters are Tenitr ASCII
with parity Dit strippea oy the gsending
THP except fop bDimary mode, Im Dimary
mQde the entire octet (& Dits), recetivaod
froam the uyser, i3 senmt (m the DATA pPee

gora,
.G
Q
-
” Revistor {, Jyly 4, 1979
0 (22X EERXEXZ T
1teJULe?9 7923443939 eeUNCLASSIFLIED
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sevBEERRRERYEY
{defERare TRE3SS98  eeUNCLASSIFIE e PAGE 20908
(T2 A XXRX2RAZZELK]
™R RECCASS PAGE Asd
RECORDC NAME: Date Mark
RECORD TYPE ACRONYY; M
RECORD TYPE vaALUZ) 2SS

SESCRIPTIANY

RECORD FCRwAT

1s

The OM recorg {8 imserteg im the toemeltwdry
ayffer to {ndicate, e eng of & f1ush fyunmee
tiem, wWhen tre destimgtion TWP rsecoives 2Ne
OM  pecorc o tlush Of metworuTROeyser PeCOPYS,
eyrrently im oprearess, will De terminmataed,
wieh thig mecord there i3 o cloar marcer ter
the ond of flush processing, The f{Aaterrype
fynction record woula have Been recelved oree
vieusly By the cestinetion TWP, {néopming dege
timatten THP 2o Beainm the flysh,

7 9

)
t
}

! !
o 1 A I e
! !

BYTE 31 TwP gpemdard record _mask  valye (172),
samnoting Beginring o8¢ THP preeconrd,

BYTE 1t 0OW reecrd tyce value (25%),

(22222222222 F!
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1dePLRea?9 TO33S398  *eUNCLASSIFIED e PAGE Bedae
sreseteReens ey

THP RECORCS PAGE Ae9

e )

RECORD NamEZ; Do Receiver Ootionm Negotiatiom Record
RECOAD TYyPE ACAONYY; J0R
RECSRO Tyee vi_ugp 238 . . . p
OESBCRIPTIONG The J0R option megotiation record I8 edgea te !
the toemetwark DBdDyffer whemn the 10ca! yser
pnters am optiom megatiatiasm command, or dure o
° tm@ coer procossing whem the Choracleristics
optien is megotiated, The getailed descrine
tiomn of eaeh gptiom type record {8 gmowm 1m
Agoendiz 8, Thig ghows the genera! format for
an DOR gptianr megatiation recerd, withoyt ree
gard to optiem type,

The DOR aeotiom_ nmegotistion rprecord (Imdicates
that the soecifiec option gsheuld be startes on
the reayeszer’s semnd side, The reavester
agrees that the other THA (dats receiver]! wil!
hendle processing for the option,

t The DOR option negotiation recars |s 8'so usec
for those 0otior types which require thgt boen
THP s g some processing 40r the optiem, guen
as, charsctoristica, Bimary, RCTE, XA8CII, ena
Qa=ghead,

RECORD FORMATY
s .. T e

...‘.................
l { L
) S OCR ) R™ |1 @
! I }
rrrrrxxxyrYrx 2 rxr 2y 1 2t 1 % )
! ! ! ‘
3 lenger I 2 i
} | !
([ rxrr Y131 r2r 322 Y31 1 %}
$ 1 !
$ | opsram |(R| type | &

e i wn e e ot

) S |
(271X X1 P L Xy X2 L 022t ]
} } !

7 | oerem | perem | &
‘ R | }
;...-‘........'..Q...-

i ! !

9 | oeram | parem | 8

3 A | !

SO0 UV OQPOTeITasOese
! . } {

{1 | eecee | perem | 12 h
oo i

tesetretesneey
13eFEBeT9 TEI35398  esUNCLASSIFIEDee PAGE 004309

seteedeettoete
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THP RECOROS

8YTE A

BYTE 1
SYTE 2t

SYTE 33

8YTE 4

79335998 seUNCL ASSIPIEQwe PAGE 30312
setveesseessRy

PAGE iel?

TWP gpandard record mark value (173},
demoting Deginning a¢ THD® secara,

B0R seeora tvoe valve (23%), ;

Lowegrder 8 bits of loebit lemgeh field, i
Lemgeh value recresents mumber of dytes
fn the_pecarg Deyonma the lengtr +¢iela, i
fe@es finst four Dytes of the recarg are ;
mot gounted {n lengt™ valye, ﬁ

An cotiom megotiation mrecord will mot Bbe
lenger phamn 38 Dytes totasl {,8,, the
Tengeh fiela will ecaomtain a value no
larger tham thiptyefayr (34), ;
Mighegrger 8 Bbits of lheit }ermgen i
field, Secause optionm pecorcs wil! de
no lemger them 38 byteg, thig Byte wil! 1
slwgys De 2er0 for S0tion records,

Botiam tvoe value/retrargmigaion {adicge
tor, The Nignegsder DIt (R) s set (4
thig pecerd (s o retrangmiggion, The
loweorder 7 bits represent the value for i
ore of the fousteer currentiy dgefired ;
sotiem tvoes for AUTROIN I |

velye ootiom tyoe

(X 1 1 1 ] ......?.... . . i
eraractenigticg compatini ity
Bimary mode . .
pemate Comrtrg!l of trengmisgionr
amg eeno (RCTE)

Qqowehead

extemngea ASCII (XASCII)

lime wigen

page size

norigomtal tab settiags
vertica! tod settings ‘
cerriage retyrm gispositionm
|imgfeed alsposition

formteed disposition
horigomte! ted alscosition
vertical tad dispesition

VN O OPITREWN N—a

- e oo oo

BYTES S eneu 131 Adaitiome) paremeter Byles for

jdefEBe?9

some gpotiemg, sgsueh as tod petinmgs or
1ime widen/page size velye,

(AL AR AR L]

733398 eoUNCLASSIFIEDee PAGE 2000 ,
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THP RECORDS

RECCRD NAME)

RECORD TYPE ACRONYVy
RECORD TYPE vaALUL:
DESCRIPTIIONS

RECORD FORMAT:
1S

|
LI
}

!
s 1

79244939

1222222222221 ]]

*eUNCLASSIFIED e
seReNeLRONARES

PAGE aeyy

Don’t Receiver Option Negotistiom Recora

ONR

236

The ONR option negetigtion regerd g sddea to
the toenetuork Dyffer whem the Joca! yser
enters anm option nagetistion commend, oFr dure
ing opem processing whemn the chorectoristics
option s megotiated, The detellea descripe
tien of eeeh option type record ts shown In
Appendix B, This ghows the germesral format for
sn DNR eption negotiastion record, withoyt res
gargd to option type,

The DNR eption nmegotistion secord I(mdicates
that the specitied option shayld be stopped on
the reauester’s semra sige,

Veluee, expressed (n the pecremeter filelg of
the DOR record, are met required (n the ree
avest to stop the optiem (DNR record)l,

7 9
r1xrr1i 132212211 1{rJ1ry 1]
] |

ONR 1 fRM ! @
' !
ryr 11221127 1 123X X X2 ] 7 )
H !

length | 2
! {
2 rx ittt 1111t 1 711773
I ) !

eveee |R}| type | a

}

bl !

BYTE 21 Tmpe

standard record

mark valye (172),

denoting neginning of THP pecora,

BYTE 13 ONR regord type valye (236),
SYTE 2t Loweorder § bDits of Lbeb{t length fleld,
LeAgth valye reoresents number of Dytes
{n the pecord bDeyond the length filelg,
te0ys Tiret four Bytes of the record are
not eounted (n lengeh valye,
The ONR record will reauire Mo vealues,
therefore, the lenaeth will slways be |,
Revigtion 1, July &,
(238222211222 ]
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THP RECCROS PAGE et
.4'\.
- , .
BYTE 31 _wigheorder 8 Dits of tleedft lengen
tiela, Thig Byte wil) e 2ere for a)! ;
sotian records, 1
BYTE 31 Gptien tvee value/retrangmigsion ingicee |
ter, The nignreorder dit (R) {3 set (¢ i
thig record is o retpransgmigsion, The :
lowsgprder T Bits recresent the value ‘er t
ore of the fourteen cgurrently defined {
eptieon types for AUTOOIN Il ]
velue eotion tyce ?
[ T L X X J ......?.... , . . E
? ehgrectoristics compatidiltey :
{ Binary mode . , 9
2 remoze cantra! of trengmiggion 1
ard echo (RCTE)
3 aceehresd
8 extencea ASCII (xaSCID)
S 1ime widenr
6 cege size ‘
? nerizontal tab settings
8 vertica! tab settings 4
9 eorriage retyurn digsposition ,f
A,\ 12 linefeed discesition !
_ 11 tarmfeed digporijion
~ 12 horigomtae! tab sisposition
13 vertical tak aispesitien
t
‘/
ftqeedetereene
1dePEBe?9 70033535908  *22UNCLASSIPIED e PAGE #0912
e e m e e e e Lo stesttatecetnye
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TP RECONDS PAGE Aef}l

-
—~—
? ® RECORO NaME; Do Sendes Optiom Negotiatiom Recorg
RECOND TYPE ACRONYY; D08 '
RECORD TYPE vaALUE; 233 L .
DEBCRIPTIONT The CO0S option megotietiem mecard {8 agceas to
the to®metwork buffer when <the loce! user
gaters am Spticn megotiatiom cemmang, or ayre ;
e {mg ODem Drocessing whem the craractesigtics !
& optiom s megotiated, The getailed descrige
tiom of oGech gotion tvce record ig snown in
Aooendix 83, Thig shows the gemers! foprmer far
an D08 optiom megotiation record, without ree
gard to ootion type,

)@

The DOS cotieom  nmegotigtiom recors Imdicates
that the soecified ootiom should bDe startes enm
the reauester’s gonmd giae,

RECORO PORMAT

o
1s . .. 7 ]
T YT Yy 2 J 2 X2 Y Y Iy
{ { l
1 1 nos ! M ! @
| oo ) .
’\ Y LYY LYY I I I I T YT Y O ¢
) ! | !
~ Y lengt» 12
! U | !
[ T Y T X X I Y AT I Y I Y X
: ! tt {
e S | parem [R| tyoe | 4
P ! A S | !
h (I TP YT YT YPY LTI Y Y ¥ Y 2
i t l H
’ T | oarem | Dperam | & ]
H .o b }
XXX rr1X Y i X XA Al Y Xr LY 3
o l { ]
9 | oparem | parem» | 8
{ T }
[ I 2 XYY XXy 11 r1 Xl rtryXx]
} ! !
11 | eseece | pape» | 10
» } AU I i
999000009000 SoRnoowSe
SYTE @t Twd ppengard record _merk value (170),
denoting degimning ¢ TwP pecord,
) 8YTE {1 008 regord tvype value (233}, :
™
J 1

tevesteneronee ;
13eFLBeTe TOE3S5598  eoUNCLASSIIPIED e PAGE 02913
eetgorteeetee
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e RECIRDS PAGE Aeld

)

(

BYTE 23 Loweorder 8 BDitg 0f lbepit lemge™ fiela,
Lem@th  valye *soresents ayumber of Dytes
in the_record devend the_ length fiele,
1,000 fipst four Bytes of the recard are
met counted Im 1eager valye,

An oation megotiatian msecord wi!l mee Be
longer gpham 38 Dbytes total 1,0,/ the
Tengen field will ¢cometaim g velue re
Yarger tham tniptyetoyr (34},

SYTE 31 _Migneorder 8 Dbits of leedit Jengt»

‘ field, Because optiom re¢caras will pe
ne 'emger thanr 38 bytes, trig Byte wil!
8lvave Be terg for sotige recsoras,

BYTE 4t QJetiam tvoe value/retrgrgmission (mdicae
tor, The nhigheorder DIt (?) {3 get {4
thig record {3 o retramgmigstan, The
lowegpger 7 Bity repregent the value fo»
ome of the fourteer cyureemtly  gcefimee
sotiom types for AUTOOIN I

velue eotiem tyee

oo%ee ......,.... . ) ]
eharecterigticy compatiditiny
Bimgry mode . )
pemate Comrc=g! 9¢ teamgmiggion
ang echo (ACTE)

gosaress

exterded ASCII (XxaSClI)

1ime widen

oege tize

nerigonta! 248 settings
vertical tad settisags
esrrioce retymrm giggosition
1inefeoo gisposition

fornfees digsposition
horigomtal ted aiesesitienr
vertical tad digposition

W= O O V0 WV & e "N e— D

- -0 pun g

BYTES 8 easy 121 Adaitiemal parameters Bytes for
some gotiome, sue™ ap 2D settings or
1ime wideh/page size valye,

)

vesessensensee
{3ePEBe7Y 78033398 eeUNCLASSIFIED e PAGE edela
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THP RECORDS

l) .

PAGE AeysS

RECORD NAME; [omr’t Semger Ootiom Negoziatian Recora

RECORD Type ACRONYV; DNS
RECORD TYPE vaLugs 234

OESCRIPTION: The ONS csotion negotiatism recard {s agaes 9o

the toemgtwork Byffer

the locs! yser

enters am optiaa negetigtiaon commrand, or dyre
1ng ooem grocessing when the charactenistics

eotten {g regotiated, The

detailed descripe

tlen of eeen sotien type record is showm in
Appendix 8, Thig shaws tne general format for
an  ONS option megotiation record, witheyt ree

9ard to ootisn type,

The DNS sotion negotfation

record {ndicates

that the gpecified optionm troyld he stopped om

the requester’s geng sige,

RECORD FORMAT,

15 7 0
...........‘.........
: i {

S ONS H RM { @
! ! !
......O..-...........

} i !

3 lemgeth 1 2
! H }
.....-0.0-........0..

} [} 1

S | eeese (R} tyoe T

$ i1 I

BYTE @1 THP standarg regard Tgrk  yalye
denoting beginming gt TwP record,

BYTE 11 INS mecora type valye (234),

(178),

YTE 21 Loweqrder 8 nits of léepit longth fie'la,
Length value represents number st Bytes

in the record beyond the 1engen
fe@er firse four Bytes of the recso

ROt counted in lengen valye,

The ONS record wi)! reguire

8YTE 33 Higheorder 8 Dpits of jeenie

ne
therefore the longen will always

tielg,
rd are

velues,
be |,

Tengen

flelrg, This byte will pe zere for o)

apnei{em records,

fteBeASRROANSRS
tielULe?9 T0944939 *eUNCLASSIFPIED e
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WP RLCIROS PAGE Aeld
A.

S TN AT

(

tor, The Nigreorcer dit (R) {s set (¢
, thig recerd (s 8 retramgmigsion, The
g . loweorder 7 Bits represent the valye for
ame of the fourtee” current!y defimec
sotiam tvoes for AUTOOIN Il

|
!
‘
|
| . , . ';
; BYTE 41 (Cotiom tvoe valye/retrangmigetion imalcype
i

valye setien tyoe

[ X 3 L X J ..-.Q',..-.
characteriptics comoetidiltiey
Bimary mode . .
remgte Concro) of tramgmiggian
and eene (RCTE)

TIXYLY Y]

exteomaed ASCII (XASCII)

1imeg wifdem

cege size

horizantal cab settinmgs
vertical teo setctimgs
coarrigge returm gigoosition
li{mgtees 2isoosition

fornfeer ciscegition .
herizeomtal ten aigoosition
vertica! tad discositicnm

I~ VD OB IO N E W [ K ]

— e e o

e, TL AR

)

tevveeetnrenne
{defEBeT79 73335508  eoUNCLASSIFIEDse PAGE 2001

XXX XXXXAXXXXX] i




! eses DRI NRRRRRYY
» {dePlBe?9 73335%9038 2eUNCLASSIFIED e PAGE 222:7 o
K srdseresereeey
‘j,?np RECQROS PAGE Aey?
! ]

RECORC NaMEp Zpraee Cheracter Charscter
RECQARD Tvyog ACRONYw; gp
: RECORD TYof vaLugr 217 ‘
. DESCRIPTION]T The EC recora {8 gddea te the toemetwerx
- Buffer when the laca! EL character (s recoge
) mizec in the yser’s cats streamr, The destinae
tion THP will comvere the record to the cestie
metion user’s EC crearscter ana sena it te trat
user, Tre EC crorscter s ROt am NVT eghare
ecter which affects the NYT oprinmter ang,
theretore, 183 olways sent {m recorgd form
e whether the commectian (g Im sepeam or pecorg
™ nade,

RECOND FoamaT,

13 .7 "

(1 21T 22T YT T I A XYY Y XY 29

8 : , ;
E‘ S £C ! R { @

s ] { !

®)

BYTE @1 TwP gtangard recors mark value (172),
demaring deginming 6f TP peeard,

8YTE i1 EC mreccra tvoe velue (217).
3
e
®
L
]
]
; ’ eRveRSENSERRRYY
i j3eFERere 70335598 eaUNCLASSIFIED e PaGe 29017 i
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WP RECORDS

N’

RECORD Nawg,

RECOAC TYPE aCAONYNY,
RECORO Tysg vaLyg,
BESCRIZTION

RECORD FORM,T,

1% ]

tetesnntenreny

PAGE Aeis

Trese Line Crngractes

EL

218 .

Theg EL recoras is gdgeqd te the toemgtuors
Byffer whem the locq! EL ¢haragter g pecoge
Alzea In the yser’s <4ty s2rean, The destinge
tien THP wil! eonvese the reconrd to the gaptie
Rationm user’s EL crarscter ama genme 1t to ehoe
veer, The BEL _craracter (s mgt g NVT Crare
scter whigh affects the NYT printer ame,
therefore, (s aslwevy gene n record fopm
whethar the commection g {n rPOCOPY O9Fr ptreanm
node,

7 2

!
! 1
)

} }
EL ! Rx l 2
} }

N BYTE 31 TP gramcard record .merk veluye (172),

genoring Beginming 8¢ TwP record,

BYTE 1t EL secsrs tyse velye (218,

)

A A R R R YY)

{8e7C8e7Y TAA3SSO8  eoUNCLASSIPIED e, PAGT 229:8
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THE ARECORDS PAGE am9o
®
RECORC NavE; Fopmieed Cherscter
RECORD TyPg ACAGNYY; FRF
RECORD TYPE vaL g 21t )
DESCRIATION: Trhe FF  recora (s aaged 5 the <toemelworx
Bytter whem the lacy! FF cheractor is recoge
g nfzea in the user’s date stream, The destinmes
i 0 tion THP will gconvers tme record to tre Jestie
metiom yser’s FF chnaracter anG seng it to that
user, The FFP  cmarscter (8 am NVT chargcter
which affects the NVT printer ard is rot psent
in record form wnen the connection (g m pstree
A em mode, Tre NVT valye (record type value) i3
i sert (m place of trne lacas! user’s FF ghare
i seter,
I RECORD FQORw, T
B ¢ : LS ) 7 )
' Y I X I YT YY)
i ) ! !
S Fr H RM i 2
} , ! $
[ I FXIYYX Y T A A 0 0 0 0 X XX I X
&
~ AYTE 23 TH? gramcard recard mare value (172),
genoting beginming ot THP nrecora,

8YTE 1t PP pecore tyoe value (211),

13eFEBe79 79239598 teUNCLAIS (" 18Dee PAGE d0@:9 ’
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T3035598  *sUNCLASSITIEDey PAGE 22022 j

eevSsORNSRRORIRS

PAGE Ae22

RECORD TYPE sCa0NYVY]Y G4
RECORD TYPE valLyE; 229 .
DESCRIPTIONT The GA recsrd {8 pddead e the 0emetwerk

Byfter whem the lo0ca! G4 eraracter (s recoge
mized im the user’s qetas streer, The destine=
tiem THE i1l comvert tre recore to the Cesliew
nation yser’s GA chraracter anc sand (t te tnpt
user, The GA erorecter |3 MmOt am NVT enare
scter whicn oaftects tre NVT primter ana,
therefore I8 alwgys gemt im pecord f0rm whethne
er the conrecticm {3 {mn pecord Or stream mode,

RECORD FOAMAT,

3YTE 21

aYTE 11

1eFEBeTe

15 R e
(I L XA Y I T Y Ly e Xl Xl )
) ! !
l Ga l M i o . .
x o 1 | ,_

TuP geandard Pecord mare valye (172),
genoting Baginning 9¢ THB pgeorg,

GA record tyoe vo'lye (220),

teessentrsener
799353908 *oUNCLASSIFIED e PAGE 2909292
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THP RECIROS PAGE ie2!

® )

| RAELCORD NAME; wepigameta!l Tad Chanecter
RECORD TYPE ACRONYS; w?
RECCRO Type valUE: 212 .
DESCRIPTIONET The HWT record (8 gcces te the toengtworx
: Byffer whem the Toca! T cmamecter (s recoge
B niged im the user’s data stream, The desgtinge
{ tiom TP will comavert the recorg to the gestis
metian yser’s T crgracter anc sera (2 te that
user, The ™T crargeter (s am NVT character
which aftects the NVT printer ana (s not gsent
{mn sgcard form whon the conmection is In stree

@ am mode, The NVT valye (recarda tyoe valye) fs
e : sent in place of the loca! user’s WT chase
J scter,

| RECIAD FORMATY

4 0

| | }
! WY } R~ 1 2

{ ) |

(T XTI XYY LY R X XA 2 X 4 ]

BYTE 31 THmA stangard recors _merx value (170),
denoting deginming of TwP pecore,

AYTE {3 =T pecord tyme value (212),

)

atseevetatenee

{defEBeT9 73035398 OOUNCLAQSI?:;DOQ PAGE 2002}




RECCRD FORMAT

!
LI
i

18

(23222 2222220

1ieJULe79 13344939 *oUNCLASSIFIED e
T2 XXX 22222320 3

'E THP RECORDS PAGE Ae22

3

3 RECORD Namg; Imterrypt FPynction (IF)

RECORD TYPE ACRONY™; IFm (1FL, IP3, 1IFs4, 1IFS, 1IFe, 1IF7, 1IF9,

IFLL, IF13, 1F14, IFle, 1FL7, IFRLO)
RECORD TYPE VALUZI 241253 (IlFielFi9, as 1isted asbove)
DESCRIPTIONI There sre thirceer [Fn psecords defined, eaen

causing & uniaye fynetion to take plasce across
the network, A1l IFn pecords are in the fore
met 68 shown Delaw, byt esch has & uniaue IFn
valuye {mn bByte { of the record, There are only
13 incerrupt functions cetined, but IFie9 are

dynliceted by IFileld, giving the yser two
gharactors 3t either eng (as reqguired) of the
connection for each fumetion, IFr2 causes o

sourge to dJestimetiom flush with mo gigmal te
the user, theratore, does POt reauire 8 THP
rPeCOrg, Irs, 8, 1%, ana 18 g0 not reayire
signal to the user and are; theretore, senmt to
the destimetion THP vie the [FS record, 1I1PF13
does not require a THP pecord as it (s nemaled
vis the TCP oyteatebnand intersupt fumetion,

The IFn recora (s added to0 the toemetwork
byffer when the 10cal IFn ehgracter {3 recoge
niged {(m the yser’s date etreanm, The
toenetwork byffer will them Be sent, The dege
timetionm THP wil]l convert the record o the
destimation wuaser®s IFm chorecter and senrd (@
to that user, as sporopriete, The destinmnation
TP will cause the reayested flyush fyncetion
yoonr recognritiomn of the asporoperiate IFm ree
gords, The IFm choractons are not NVT ehape
acters which affect the NYT peinter ang,
therefore, are always semat {(mn record form
whether the gonmection (g Imn pecord or streanm
mode,

4 ?

| !
IFn { Rm | @
l }

8YTE @t THP standerc record mark vealve (170),
qenoting veginming of THP pecorg,

8YTE (s LIPSy, IF3, IF4, IPS, 1P, IP7, 1lP9, IFit,
tris, IF14, IPte, IFLY7, or IF)9 recora
type value (2410253, respectively),

Revigtonm 1,
NVCVRANARARARND
iledULe?e Taaaaete

QOUNPCL AR TP IENee

'—1-----uu-i-uhnuun-n-I--ua-n-n-n-n-u--n-uli---un‘

Julv &,
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tettessstassOeY

e

WS RECIROS PAGE A=23

{
. .. i

RECORD NaME: (| {mefeea Character |
RECCAO TYPE ACAANYW) F 1

RECCRO Tymg vaLuly 2:2

. . ;
DESCAIPTIONG The L7 recore 8 gacec te the toemgtuonw ;

Byffer whem the loea! LF crharscter i3 secoge 1

P nized fa the User’s data dtrean, The destines i
tion THP will comvere the record to t™0 gest!ie i

nation yser’s LP crargcter and send {2 to that {

user, The LF cnoracter s an NYT crgracter i

whieh affects the NVT orinter ang is MOt sent

in recors form whem the comrnection {p (n ptree

° am mode, The NVT yalye (recora type value) fo '
sent im place of tre loco! user’s LF chane i
- .c’."

j
RECORD FOAMaT} _

18 ? ]
[, 8 rX 7T Y Y22 R 2 YL 19
{ { !
S Lr ! RM } 2 .
! oo { '
SoSeovoeodatovuvinsagyese ‘
) '~
4 =7 8YTE 21 TwWP gspamdare record mare value (173),
demo2ing Begimrming 0f TP peeord,
AYTE 1t P recors tyoe value (2!7),
r &
L
@
®
-
®

ttvseesetedteongy
{derfBeT9 73835308  eaUNCLASIIFIED e
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(A2 2222220

T3a3ss98 woUNCLASSIPISDer PAGE 92924

PAGE 4e2:

QECCAC NAME Ny'!''! Character
RELCRD TYPE ACRCNYWD  wNyL
RECORD TvBE vaLufp 218

DESCRIPTIONT The NUL record (s acged 8 the toewmgtusr:
Byffer whem tne loca! NU| character (s recoge
nizee I» the user’s aete stream, The Jestinge
tiomn ThP will gomvert the reccrd te the destie

aYTE 214

8YTE 11t
avTE 2!

)

16.’!!.7,

netior user’s NUL crgrecter ang sen3 the
prooriate Ayumder of aylls to tre user,

on the count Im the NUL record, The NUL cRoere
scter 18 am NVT cngracter which aflects the

NVTY grimter gng (g mgt gemt {a  pegorg
whoen the caommectiom (g In gtream wode,

NVT va'lue (recora tyoe va'lue) s sent (a olace

at tme lece) yser’g NYL character,

RECNAD FQlm, 7y

1S 7 2
(I XYrry3xrxxx XL Y X X 3 ¥}
! ! t
) NUL ! aw | 2
! ! !
P00V ORNIOANPOOSY
{ { !
! eeves | count | 2
! { $

999000000000 0%0oo0eSy

Tu® gromsera =9cora marg value (173),
demnating Deginming 0% TmP seecarg,

NUL reesra type value (215),

\ymber g¢ Aay'ls to Do semt g the Jeglie
ngtiam yser (1028S),

TAIISSO8  *oUNCLASSIFIEDee PAGE 99024
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(22 2ARRANREZERRR X

72338593 teUNCLASSIF L0 PAGE d@22S

(A AAKXAZ AR

PAGE 4s2S

RECSND NAME; agqmate Camteg! 3¢ Togagmigstian ane feone

mend

ALCIN0 TyeE ACAQNYYp (T
RECCRD TvPE vaALuUBy 23!

OESCAIPTIONT Tag PCT recsord 8 acges ta the toemetwork
Byffer when toe user e~tery an ACTE commang,

Qf course, tme ALTE commanc (8 =0t vallg

Tess tne RCTE eocien ngs Beer successiylly ~ee
gotiated with the nemote TRP, Tne user cesige
mates, vis RCTE commpng parsmeters, the new

eeho moce orF paciet release mechanism for

deatingtior termingl yger, OQOnly onme of thepe

meed Do desigretec Sy trhre yser, Byt BoOh
be crharged, 1! Qesisea,

AECCRD FORvTy

avTE At

SyTE {14
BYTE 21t

jaePEBe?Y

13 R £ a
(YT YY XY I AR L N L X ]
) ! l
$ ace ! L } @

{ ! {
(A 2 XTI R Y R A X X X N 4 X XX ¥ L ¥ 3
! { !
l length I 2
$ o !
[ I 2T YY XXX XXX R 2 4 F X X J
! { {
! ema-» { inte | 4
! l !
090000 P0G e e®e
! } {
| eveee | erar | b
{ l 13

Twd gtamnaaro recors ~arc velue (1702),
et 1 ag Deginning 0¢ Thd seears,

9CT pecord tvoe value (23)),

Loeagrder § Bits gé senis lemat™ va'ye,
Loerge™ (g & value =eoresenting Aymtesr a4
Byteg {m» the 9CT recard Bevera the
leageh fieta, Ffar am ACT secord, Byte 2
wil]l eameninm tnpee (3),

steeteeveneey
Tau3ss9es 2oUNCLASSI? I e PAGE ed@2S
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1P EBe 79

Tup FELORCS

avre 3

SYTF 41

3yTE St

SYTE &1

etftgestatterwye
TA233%598 eeUNCLASSTIFIEDee PAGE 30424

(222222222002

PAGE Ae2s

wighegrses 8 mits of laedic lemgen
velue, _Lemgt™ s a value representing
aunbegs 0f Bytes f~ the RCT recerd dDeyonma
the lemgt» fiels, For on RCT mecore,

Byte 3 will gliways De zers (2],

8CTE commeng information, desigmating
ectiom e De takenr Dy destimatiem TP,
The dits amna meanming af eeach (when gset)
K1

bit meganing
oee rxrx 2 X 2 J
2 eeng ehange reflectec
is Bie 1
i {¢ gset, tyrm™ @.n0 om)
1t clear, turm echo o°!
2 1¢ set, mgke pecker

releage sechgmig™ "on
Aymoer 9 characiesy,”
(reflectas im» BDytes S
ang )

3 {4 gor, mogxe pacue?
release meehanige "anr
rew lime seauence”

4 14 ger, mgke pacue?
reledse »echanisg~» "or
send mow character”

] {4 set, maxce Decce®
seloease mechanis~ “as
receivea"

(] sengt yseaee

7 eend? yseoee

Lowearaer & pits et 18epi® value reocee
serting _mympes oFf CRereclerg 3 ACSUNYS
lgte betore releasing ctoenet pytier,
Rig 2 of pyte 4 wi'!! ve ser, (naicating
smae the sacket release mechaniasms fos
tre  termimal yger shey'd Be Changeg to
"an gpec!?ied murper of charscters,”

wignegrdes 8 Dits of loenit valye reoree
tenrting nmymper of Chargctersg O BCSUMue
late Defare relassing toemer By’fer,

(2 AXXXX2XEXXX D]
Seaccsacas cemn .o A AS e - .
et e o
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RECCRD NawE; Realest Recara “ode
RELCTRD TyeE ACACNYVY; agAw
REC3AD TYRE vaLUZ: 229 .
DESCRAIATIONT Twe ACAM recard (s mat semt By CCU/TAL TwPyg,
P byt will »me recogmnizes By toem, ang nonorec
(Set Jecora “odge recars setyrned), {4 aoorge
sriste for the user amra the 2articyler (mplge
mentation, = Semera!, a reauest ts enter ree
eor3 mode wi!'l glwavs De momarea By 8 CZU/TAC
Twe,
® RECORD FGPmaT,
1§ ? ]
L X T YT Y X R Y XX X X )
{ ! $
1 RgAM | LR )R
L : o ]
PPN POOOTOTCaaveby
RYTE 3t Tw® granmcarc record marx v.‘u; (1723,
genrating Deginning af Thd sqeors,
) BYTE 11 3G9+ record tyoe value (229),
o
|
@
et agoeftenrveee
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TH® RECORDS PAGE se28 !
f

!

RECSRAC Nam€; Jeques? $tree~ “oce 1

AECCAC TYDE ACRONYw;y angw
RECIRO0 TYPE va ULy 232
DESCRIPTION; The A3S™ reeo=3 wi!! mgt 2e¢ semt By CCU/Tal

{
l
ThuPg, But will 5o recogmizes By them, = gene |
erg), CCU/TAC TwOg 411} presgonrd By semdimg o |
Set Recorc ~oae recard, That ts, CCU/TAL Tmoy

wil) enter stream m0ce oOrly when 30 directes

By the local! yser, vip the =0de commeng,

NECCRD FQRM,T,

avte

3v?E 1

130788e70

18 7 ?

{ t !
! gse | B } @
) | |

Tud gegmaara recers  waruw  velue (17%),
gematiag Zegitnming 94 Tud peconz,

A38% precard tvoe valye (239),

secontsseeeery
13335598 2eUNCLASSIFIED e, PAGE 20028
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PAGE AeS

RECORC NuwE; Set 2ecors “oce
RECIRD TYOF ACAINYS; $Om
RECIRD Tvog vaLygr 227 .
DESCRIPTIONT Thg SR» recorg wi!) ne 839¢2 o the toemetwore

Buffer whem the yser Mas RrtereC 8 “OQe Came
mand, CharQing the cyurmemt %etrad af Dactaging
dats t9  recOrd mace, Thig recora wil!! te!!
the gegtimgtion ThP engt metedrx Gote wi!l mew
e (A precora moce, Tre $3AM peeord wil! alge
Be sent (~ respoOnge tO efither Peguest Toce Pee
eord (RQA™ gr RGSv), snmouncing to thre cestie
nagtiar TP phat the conmection i3 im record

RECOND FQRusT

SYTE 31

BYTE 11

{iefEBe?9

"o0e,
ts oy 2
00POS09PaPeSeNeeSe
) ! !

) $qw ! w I 2
| . l }

THO gtamgard regare mare valye (172),
senoting Beginming o0f TwP precong,

$P% peeord tvoe value (227),

t0eseretresnee
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} seseRRRRETIRRYY
i TeP REC3ACS BAGE 4e32
i —~
E RECCRO NamE; Ser Stream voae
E RECCRD TYy9E ACI0ONY¥;) 88w
; RECIRD TYPE vaLusy 228 )
f DESCRIATIIN: Thg SS¥ secora will Be scgec te he f0enmnetworc
{ Byffer whem the Lser mes ¢mtRrPQC & T028 COMme
5 nand, Chancging tre cyurrent metrod of Deacragcing
: gats tc stream moce, Thig will moeity ene
t degstimatiam THA enge the mecnoC BSei"g used o
| Deckade Metevdrk Qgty g mOw Sterea” veQe, The
r $3% record will also e sert in pesconse to
f either reauest Mmoce recosrd (RGR™ or ASS™) (¢
; the commectior (g (m geream mocde, anrouncing
| the current cackacing wode,
| AECARND FORMAT
| 18 7 ?
I XL I XX L X Y XL KX N XX XL X J ]
‘ ! l {
: LRI ! Av (! @
| ! ! !
é Swesavenceeowccaceese
S~ BYTE 31 T~3 geamgara recars warx valye (172),
— geroting 2eginning 3¢ Tu@ peessrq,
BYTE 1t 83~ recorc tvyoe va'ue (229),
\\ :
‘_/’ 1
|

e0teererev Ry
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THP REC220S PAGE Ae3!
e
RECIRC Namx€; Sceetys Fsques?
RECCAS Tvef ACaCNvep 8TS
RECQORC TvyPE vaALUE:T 229 )

DESCRIBTION; Thg 8TS recora {8 adced to tre t0emetuwerc
| ® Buffer whe~ the User 0ATESS & STATUS ZCOMMENG
; and the loca! (scurce) CCU/TAC seems to pe

elear, That fgay tme yaer PRas 3~ sctive cone

neetion amq meithner THD mgr TCP s im p mola
ott comaition, Tre 8TS recora is sent to tre
destiration THE, Poth to engyure that the nmete
e wapk (g fumetigming gmd 2o emsyure t ot the ree
) mote (Gestimgtion) sccess area (CCU/TALY (s
tumetioming, The 878 recora wi!' 2e armswerea
with & Statue 0cly recora, (¢ tre Cestinetion
THP (g (mtact,

* AECQRD FCAMATY

15 ? 2
YOvaeseSgdueenaoevs’de
{ ) !
i 1 ! TS { Au I @
! o :

8 LY I X YYYYI YRR IR 2 X X %
‘//
9YTE 3t TP gramaerc recora _merx velue (173},
gemoting beginmiag 24 Twd recarg,
® AYTE {1t STS record tvoe value (2295),
i
L 4
P ‘
i
’
-~
R}
‘/ 4§
o j
»
YteeRORSReRRYQR Y
jdefEB8a79 73333898  eoeUNCLASSIPIEOne PAGE 3003
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1defE3e?0 793355898 ssUNCLASSIFIEN e PAGE 39232
122X AXXSXXRER B
THP ELTRECS PAGE 4032
RECOND NawEp Sratus Reo'y
RELIND TYOIE ACACNYS; SRP
RECORC Tvofl valufs 226 )
DESCRIBTIONG Trne SRP recarg wil! pe ad2ded %o the toemetwork
Buffer whem TWP pecagmnitzes the Stoatus Feayes?
record im the mgtwore Sats 82reas, Tne SAP
record wll! gigmity tanget T=P gma, cOmsecuents
Tv, the access sreq (CCSU/TAC), are fynmctiome
3 im@,
h RECQRC FORM,T,
15 ? 2
[T T XYY AT R LY X XY
l ! !
! ! L1 } Rw [} @
3 ! }
[ I T YT XY XXX XL AL R Y K
f BYTE 31 Twd gramrcars recara marx value (172},
. genoting Reginmring 0f¢ THO segarsz,
3YTE 1t 3R9 pecsrd tvoe valye (225},
N
—
-~

(AARXXXAERRER XK
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THE RECIROS PAGE Ae33
® _
ECORC NumE; vertice! Tao Crarscter
RECCAC TyBE LACRCNYw) v?
RECQRD rvyoE vaLug; 213
DESCRIPTIANT Tre VT recamg {8 goged t3 the 1USemgteosc
% Byffer whem ceng loca! VY erargetes (g pecoce
afzea 1~ the user’s seta stream, The degtinae
tion THP wil! ecomvert the srecora ts t e cesgtie
matiam yser’s VT crargcter amnd se~rag it o trat
user, The VT gnangcter (3 g~ NVT enpgrgcter
whien affecty the NVT prinmter ang {3 mot gent
‘ ' in recors famm whem thy conmectism (g in gtree
: & am mode, Thre NYT yalye (recorc tyce value) (3
sent {m» plagce of tne loca! user’s VT grase
acter,
QECCRD FQORM,aTy
& 18 7 2
’- [ I T XS REE R Y Y X
{ { } !
1t 1 UA{ ' L } @
{ l !
L Z X P2 XXX LR RREY NN K'Y
“%/_\
(‘,
T BYTE 31 Twd gramaard recors _mare velue (172},
asnating Beginming of THP rgesrs,
BYTE 1t VT precors type va'lue (213),
®
h
e
)
—
atteqeecetecee
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sttgategssepoey
T383%%98 TeUNCLASSIPIED e PAGE R2d034

PAGE a=3u

ACCORD NAMEY «{1) Receiver J2tiom Negotiatior Recorde
RECORS TYPE ACRQONYN] w3
RECORD TyPE vaLufy 239 ; .
DESCRIPTIAONT The w R ootiom megatietion srecord (s addec

A/‘\
~—
syre
~ svre
{defEBaTe

i1

1y

the toemetuork DByffer wrhemr the l10ca! yser
enters 8~ 90tion ~egotiation Cammend, 8¢ Qure
{ng ooem proctaging whemn the Chaspctenrigticy
cotiom (g necctiated, The agetalles GQescrine

tiemn of eacr cotiom tyoe meccrd (s sAQuAm

Apoenaiz 8, Thig ghows the gemere! farsat for
am w| R eoptiam megotiation recorg, withesyt ree

aaras to ontien type,

The WLR gotion negotiatior recors imaicates
thot the soecifiec optiam sneula e stanrtee on

the reauestar’s receive gilce,

The W_? mecora fg ysegd fos those Opticr tvoes
which reguire t™et Doth THPg per‘orm gome preos
cesaim@, sue™ as, crharscteristicy, Bimgnry

mode, XASCII, RCTE, ana goesreac,

QECORD FORwaATY

18 7 a
[ T YT YYTYIIRXRE YT L X X
! ! }
{ w R ! LR )} @
} _ } l
009N OEPPITNeTOPOReVe
! ! l
} lergen Vo2
{ l l
NSV sceNoOTRRSengPeay
} i !
| oare~ |?] tyge | 4
: bl :

i l l

} oaram | opara= | b .
| .o }
(I I XY XYY XA X 2 2 X 3
t { {

| ocera» | oere» | 8
{ { !

! } l
| eoeee | pamse~» | 1a
| ! !

Twd geangard recara marc value (1721,
dencting Deginniag 3¢ ThHE segorg,

a2 peeora tvoe value (239},

1AM A EEXA R KR
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g%f THP RECIROS PAGE ae3S

L ™

i

3YTE 21 Loemgrder 8 212y oF lbesit: lengen tielg,

Leagen value Peoreserca ayumeer 2f Dvtes

im the _recorg Bevcna tne_ lengtr fiela,

9 fe0e0 timst faur Bytes ot the record pre
agt caumeed (n lemget™ valyue,

An optiam mesotiation secora wil! moe De
tonger pnar 38 oBytesy tota! t,e,, tre
Tergen fie'e will cameain o veluye mo
‘arger tham thirtyedous (343,

®
] AYTE 31  wigregraer 8 Bits ef {senis lemgtn
‘ tiels, 8ecause eoptiam meeorcs will me
na l1emger the~ 38 Bnyteg, thig Byte wil!
8)eavy Be 2ere for oOpticm mecords,

* 8YTE 4t Cotiem tvee velue/retrangmission (mdicae
ter, The Nigmreogprder D1t (R) (g set i
enig record (s a setmgrgmigsgionm, Tre
loweordesr 7 ity repregent the value for
ame o’ tre fourteer curmremtly zefined
sotiom types for AJTQDIN Il

B
Lo valye ectier type
! - swvee ..o.--?-.-. . .
| - ] erarectorigeics comoatinility
' 1 Bimanry mode . .
2 pemate cantra! of tpgmgmigaion
. ana eend (2CTE)
* 3 goeangad
3 extemaea ASCII (XASCID)
S 1ineg wizen
[ pece size
b4 hamizometa! tad settings
! 8 vertica! tal settings
Y 9 corriage retusn zigocsition
! 10 1inedoec giscosition
1 formigea discogition
12 nerizonta! tap sigoositienm
13 vertica! tad agisoosition

R BYTES S tnny |A7 AdGitioma) sarsmeter Bvtes ‘or
1ome @otiome, sue™ as %al weltings o
1iae wigtn/page size value,

—

sevooNetetensee .
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THP RECCRDS PAGE A=36

§ RECORD NAME; son’t Receiver Opticm Negotiatiom Recors
L RECQORD TYPE ACRONYNMg wNR
RECORD TYPE vaLuE: 249

DESCRIPTIONEI The WNR ootion megetiatiom record (s addea to
f the tosmgtuork Duffer when the YoCa! uses
; enters an option megQotiation commana, or dAure
. ing opemr processing whem the charactepisgtics
sptionm (3 negotiatea, The detailed deseripe
tien of each option type record (8 shown {n
sopenaix B, This shows tne geners! formet for
an  NNR option negetiatior record, withoyt Pree
gerd to option type,

The WNR optieon nmegotiation record {ndicates
that the speci’ied ootion should be stopped on
the reavester’s receive siae,

RECORD FQORMATY

1 18 7 ]
COPOSOTISNINONOTROTRIOS
! ) l
D) WNR ) LL] } 0
! ! }
SO0 TOTONINOOTOIPOEeS
! i }
3 1 length I 2

{ ! {

1 72 12212 X1 1117142 11 1xJ]
! [ i

§ | oeesse |R| type | 4
} [ i

BYTE 31 TwP gtamdard mecord mark valye (178),
gemoting neginming of THP preecord,

BYTE {1 =NR segcord type velye (243),

3YTE 21 (Loweorder 8 bits of lbepit length field,
Length valye represents mumber of bytes
im the record Deyond the langth filelg,
1.8,0 finst four Dytes of the recard are
AT eounted imn lengeth value,

The 4NR record will reauire no valyes,
trerefore the length will always be ¢,

BYTE 3t M{ighaarder 8 DBits 0of lbenit lengem
fleld, Becouse ootion recorad will Bbe
no longer tham 38 Dytesg, thig Byte wil!
el wayve B0 toro for oBtion records,

Revigien 1, July &, 1979
(21 X323 XX2222
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73335%98 PAGE d2037

PAGE Ae3?

Cotiam tyoe value/retrangmingian tnatcae
tor, The nigreor3er Dic (R) ig get 4
thig recer? s o mrecsangmiggian, The
'awearger 7 Dits recregent the valye ‘os
one of the faurteer ceunsest!y detimeq
sotiom tyoes for AUTOOIN 1

valye
o9%ee

eotiom type

.‘...C'-... .
characeeristics comoatiniliey
Bimary moage
remOte Comtry!
ana ee~0 (RCTE)
LAY LY X 1]
extenceq ASCII (XASCI?)
l1img wiagm
esge tize
norfzonte! tab settings
vertica! taz gettings
cerrigge cetyrm dignesician
1a lineteed aisoesitian
1t tormigec cispasitian
12 horizomts! tad ciscoesition
13 vertics! tab cigposition

of trangmiggian
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THP RECCACS

73335398 seUNCLASSIF I 0w PAGE 30038

PAGE Ae33

QECARC NaME; will Sgmaer 2D2iom Negatistiom Recorc

OESCRIPTIONT The wlS o00%ion megatiatio~ eecorg i8 adceq

the taemetwdrt Byufter whea 2tne loca! yser
enters om co%tion megotiatiom command, or CSyre
img ope~ processing wrem the Crarscteristics
optiom {9 megotiates, Tre getatlead gsescripe

tien of each gsptien tvoe recora (g growm
hooemaix 3, Thig prows the geners! farmygt
am wiL$S oeoticr megotiatiom recara, eithroy?
gara to eotiom type,

The wLS cotiom nmegotiatiomn recors (mgicates
that tre specttiee sption sroulad Be startec on

the reauester’s recoive sise,

13 7 a

1 } }
! w_$ $ R ] o
! ) l
9000 PO PSPTPOOgIOade
{ § l
! emget™ ! 2
t ) { H

l [ -4
| oarer [R]| type | 4
H ] [ l
(T XYXYXYYRY YT 2 L X 2 J
! ! !
! oerem | pars= | &
} 1 l

999900009 00CTOPVePSOde
l i H
Il oarem | oasre~ | 8
{ . l {

! ! !
| eeewe | pers~ | 12

: o ! !

Two gramcgara recora mark  valye (170),
gemoting pegiaming 0¢ THA jpeeora,

#_S mecors tvoce value (237,

RECIRD TYRE ACAONYw; w8
RECJARD TYPE vaLuE:r 237
AECORD FOAMA Y,
1
f'\
- ;
]
?
9
11
BYTE 3¢
SYTE 11

{deFEReT9
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THP RECCACS P4GE 4e39
o_

: BYTE 21 Loweearcer 8 pits 0f 16epiy lenger fielg,
i Lemgen valyue resresents mymoer of Bytes
t {m tag_record bDevomd tne lengetn figla,
! to0,, fimgt four bDvtes o tre mrecard are
F nat caymrted im lengt® valye,

- An gptiom megatiagticom peecorg will mget be
longer 3ham 34 bByves tote! f,0,, the
lemrgen fielag wil! comtain g value no
larger tham thiptyetayurs (34),

® BYTE 3t wighegrger 8 Bits of léenit lenger
fierd, Becouse ootiem recoras wil! ne
ng Tamrger tha~ 38 Bytes, thig Dvte will
8l'wave De Terae for sotion mrecards,

BYTE 41 Cotiem tvoe value/retrargmigsion imngicae
ter, The NigregrQer it (R) ig set
thig recars Is a eetrangmigsian, Trne

] lowegsrder 7 2its recregent tne valye ftor

one af tre fousteen currently detinmes
octian tyoes for MUTOCIN [11

velye eotior tvoe

fOGOS XL I X Xrrryy}
GL\' ergracterigtics commetidility
Bingsy mgde .
pemgte Comrtra! o0f trangningtionm
ang eemo (RCTE)
goegread
estengea ASCIT (XASCII)
1tme wiaen
cece size
morigonta) tab gettings
vertica! tap gettings
carrigae regtyrn algpegition
limgieed sisoositianm
‘iarmigee digpositian
rorigzante! ten aigsesitionr
verticel tad aqtspesitianm

\/"

WiV D O 40 A& N

—ea vo o

BYTES S enmyu 13t Adaitiora) parameter BSytes ‘for
1079 ootiemg, suc™ as tel settinmgs oo
1 ) 1ime wigth/nace size velye,

A

rrseseetereney
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TP RECORDS

RECORD NAmg,

RECORD TYPE ACRONYN,
RECCORD TYPE vaLul:
DESCRIPTIONS

i RECCRO FORMAT,

}
!
|

!
s |
!

{
s |
{

19

(2232222222222 2

1ieJULe79 72944939 *eUNCLASSIFIEDen
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PAGE Aedd

sgn’t Senger Optiom Negotiatiom Record

wWNS

238

The NNS ecotion megotiation record {8 acgead to
*he toenetwork DbDyffer when the loca! user
enters an cotian negatiatian Commend, or aQure
Ing Open processing when the choracteristics
aption {s megotiatea, The detsilea descripe
tiemn @7 oaeh optiom type record (s shownm {n
Appendix B, Thig shows the Jenera! format for
an VMWNS optien negotiation record, without ree
gard 0 optian type,

The WNS option nmegotiatiomn record I{imaicates
that the specitied ootion shoyla dDe stopped on
the reauester’s receive gige,

7 9

| !
WNS l RM Il @
i |

999900990909V ENNOGSS

! !
tengen i 2
I !

13 )

essee |R] tyne | &

b t

BYTE 23 THP granderd record Mark velue (172),
qenoting deginning of THP precord,

E SYTE 11 wNS precord type velye (238],

BYTE 21 Lowearder 8 pits of lbepit length fielg,
Lenath™ valye represents Aumber of Bytes
fa the record Deyond the length flela,

1 1e0,0 tiret four bytes of the record are

* not count.d In lengeh valye,

The WNS record will reauire ne velyes,
thepetfore the lengeh will always De |,

BY?TL 31 Migheorder 8 Dits Of loésdit length

field, Secavte optiom recordas will de
E no lenger tham 38 bytes, this BDyte will
‘ elways DO zero for ootiom records,

Revigion §, July 4,
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st ReBRRORRYR

Twe RELSRDS PAGE aey:

AYTE 4t Jotism tvoe value/retrgmgmiggiom (ngicae
tar, The nrigregnrcer 212 () {3 seot (Y
thig pecord is o Pretrangmigsion, Twe
lewegraer 7 Bits recresent the velye ‘or
ane gt the fourteenr ceyurrently dcefinmes
hd satiom tyoes for AUTCOIN I

valye gotiom type
2 2 2 1 J (2 2 2 12 22 X X X ¥}

] chegrpcterigtice caomgatiniliey
Bimarvy moce . )
pemace cartrol of trgngmiggion
are ecno {(LTE)
coeshead
extemdec ASCII (XASCID)
l1ime wigen
pade 8ize
Porizonta!l ta> gettings
vertical 242 settings
carrtage retyr~ agigoositienr
lirmgleed cisoositian’
formieecd aigpoositignm
marizonta! ted cisnosition
vertica) tab disocosition

NI D OB N s N o=
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This abpendiz d98¢Cribel the THPuTNP gption negotiation ree
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= snd meQotiate defimea ootions witn CCU/TAC THPg on the
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e8 descriped herein,
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stoo the charecteristics option, A1l of the other obtions
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® cossing on 1ts yoer’s 00na side, 1,0.0 CCJ/TAL THBg wil)l neae
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met, with the Teast gignifigent Dvte On the night (even
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Tre 3In Qotior recuices the yse of tre
® receivemoriented ogction record tvoes, €,3,:
! NAN, ONR, =9, ar =NA,
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[ XA RS AR XER X}

e R e e ek e a8 ot i v e AL 4 e e A

e e b

Ta238%9¢8 teUNCLASSIF[EDwsr PAGE 2028

MR R XN K X X R X X 2

e e g . s .




AR EARRR R DR}

{deFEBaT9 73235398 PeUNCLASSIF I D,y PAGE 22082

;[ QPTION NEGOTIATION REL2ADS PAGE 89
LS

8Y*E 131 Formieed cheracter value,

- BYTE 181  Formigeg <ciscositiom, user’s cefau'®
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] valye reporeserting o tad getting, t"ese
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i . . 1
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o
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;
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DESCAIATIAON, The PFFD ocotiemn Precora |9 agced 2
toemelwork Syuffer whem 3 yoer ONntRrs AN S0%10OR
eammana reayestiag s stert or st tre FFD
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bDe stertec 9 stopped,

The FFD ocotion recard nreed not containm
"yalue® flela gsmowm (m the foemat De'ow,
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viously nmegatiatec sption, Im tnmnat case,
Temgem value {~ Byte 2 sau'!s Be ¢,
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8YTE 31 migregsgser 8 p2lits s¢ lhepit laenge®
tiela, Im al! sctiegm »ecorcs thisg Byte
fs 2, decouse &~ O0ptiom aggotigtiom ree
eard will nmgt Dde lomger thar 33 Dytes
total, t1,0., the temgen ¢i0la will gome
tefimn o value Po larger thgm tRi{ptyefgysr
{34),

8YTE 4t FPFD eptiem tvpe value (11),

BYTE S1 Formfeed alisoosition {mdicator, gcesige
natimg  reguested clisposictien tor @
farmfeed, This Syte mgy Be crittes ‘for
8 Peguest %0 800 @ orevioysly megotiate
eg ootiom, Byt the lemrgen tiela myuge Be
sdlugted,  as deseribea asbove, The
tormieed afaposition {majecator will De
one of the ftollowing valyest

velye disoogitiagn
oode e Sovedveoveoesw
2282 {mser? specities mymner
of time gelavy (A3CI]
nylleg) atter foratens
282 reclace tormfeeg wign
ongeofe] ing fymretian
ass3 simylate formfees
fymetion
254 discare formfeag
2ss seliver for=feec as
receives
segeRORterRNR RN
{deREBe79 12339398 eeyUNCLASSIFIE N, PAGE 220%4
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QPTICN NEGSTIATION Af22R08 PAGE 362

CPTION NaAME; (Gaeareac Dption
QPTICN Tyepf ACAONYM] $Ca
CPTYICN TYPE vaLUZT % .
DESCRIATION The GCA ootiom record s saced o teg
toemeltwars Byffer whom 3 uBer @nters BA CDtign
cammand recyesting ta gtanrt o ggtoe tne 30
gotiam or (im pegpomee 0 am 30tigm secorg frgm
the pemote THP roguesting that tre 304 optianm
bDe sterted 3» gtacpeqs,

The _GOA ootior reauisres the use of the
receivesorientaad osotion record types, 0,34/
Q0R, ONB, w_R, es wNR,

Soth the Pocuest to s2art (30R o wi ?) ama tre
rPeauest o atoo (ONR gr aNR) the GCA ootfonm
are {n the formet a3 Jescrided Be'low, i

RECORD FCARwaATy

1S . 7 @

Sececssssreencssavece E

! ! ! 3
1 | medevo | L 1 @

{ . ¢ !

oo esoeecsecovvergeaveTe

l ! { )
s 2 ! 1 {2

! !

CO9oesaco0oe%voavanye
< { { {

3 Yrrys ! 634 l 3

! . ) H |

)

3YTE 3t T=? gremcare recor2 _mark valye (173),
gemoting teqinnimg 8¢ TmP seearz,

anith et die

S8YTE 11 (QCotiem recerd tyoe value, ome 3¢ the
foupr cotion record type ve'lJes Jescridac
{m Acpematix A 4o, eme octior recoras
RAR, ONR, W R, am@ wNR,

8YTE 23 arger 8 =ity at leepic lemge™ figla,
'R cese ot tnhe GOA cotism tvpe,
tm thig Byte g §,

atvtegsectoeReey
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OPTICN NEGSTIATION REC3IROS PAGE Bet]
8YTE 3t mignecrger 3 ity of lbenit lemgeh
fieta, In o1 optigm rmecaras trig Dyte
s 8, Decause a8~ 9pticm aggotiatism nes
gerd will mot e lomger tram 38 Bdytes
tote!, (,0,) the lTergem tigla will gome
tain & value mng 1arcer tngm tRiptyeégysn
(343,
8YTE 41 S04 eptiom tvoe valye (3},
etfesegveeeNee
13eFERar9 73938898 toUNCLASSITIENes PAGE @0Q@Se
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IPTION VEGOTIATION agclARns

™
~
ARTIAN vamgy
CPTIIN TYRE LCARQNYY,

APTION TYPE vaLut
DESCRIPTI AN

RECCRO FQORAmaTy

15

12339898

eaUNCLASSIPIEN e PAGE d30%7
1 2 A A X R EXEXXETY &
PAGE e,
wogrigonts! Ted Srape 2pctisnm
-?
’ .
The ®T optigm secors |3 asaged te the

toenetwort DUter JneA ¢ Le0r emtErg AR 0t ga
command reqauesting ta start g stoa tne wT gpe
tiem or (n regpomge t2 am gotiom secang frge
the remote TP sgquegtiag trat the NT ggrian
De sterted or staopes,

The %7 cotioam recors nmee2 nmor contaim tng
"velue” ftielas aneuA (m tne fopmae De'ow, (¢
the record o sent a3 a request te stap o pree
vieus'y ~egeziatec soelon, Im tnae cags, the
lenge™ value 1a dyte 2 wou's de |,

T ?

!

l !

1 | redeve | I I 2

}

! {

i

{ !
L] } 7 P2
! 4

!
s 1
}

l !

vatlue | »r I 4

! l

!
? 1

valye |

! {
value | &
} }

S 1
!

vealye |

l

vetye |
! {

\
11
!

...;.- )

} t
velue | 12
b !

avTe %

gv*e

13e¥E8e7

Tul gromgers secorg _9ery
qenoting deginming 54 *we

c8t an rgeors tvoe
efsme
erinea
¢o*as 1008,
erd wuR,

T3338%08

velye (1°0),

recorg,

the
20s°*
ree
",

ve'lue, omg 3¢
optior recor2 tyoe va'ues
‘s 2pp@nciz 4 Y9r tng 9gtiga
INS, °Ce, :“'0 .Ls' '~"

A A XX A R AN RN EY]
LM I4E § LAY ST

ae®onhesesvcana.
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9PTION NEGOTIATION ACCORDS PAGE B+e1S

BYTE 21 Loweorder A Dits o¢ lbenit Ygmgth figld,
In the case of the %' sotien type, velue
in thig byte has range 98¢ 207 (¢ the ree
cord 9 sont o8 & reauest to Btart the
P HMT eotion, The actua! lemath dedends on
o the aymber of Darameters inglyded (n the
record, The velue §g 1, tf the record
1o sent o8 & Peayest tO stod the MNT pee
tion gnd does mOot gentain the C“velye"
Bytes,

8YTE 31 Higheorder B DBits of 1b6edit length
tieln, In 811 option records thig Byte
is 3, bDecause arm potion negotiation ree
cord will nmot e tonger than 38 Dytes
totsl, (,8,, the lonath field will cone
tain & velu® mno laraer than thintyefgye
(34),

AYTE 4y =T potiom type velue (7)),

BYTES S thry 12t Reaquestes horizants) tad sete

tings, omne 0of two formatst (1) eeaen

. Byte containg & velue redresenting a tad

o settiag, thnese osust Do In aseconding

order, o (2) firgt DBvte contaiming o

258 (secimg)) and gecond Dvte tontaing @

velue whicgch redresents "ot only the

first tob setting Dut alao the {ngrempne

tal value to euoseauent tao settings

) (1,00, 070 value (g yesea for poth parene
eters),

(@ 4

Jovieton 2, Fenruary A, 1982
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~ CPTICN NEGOTIATION fe2R0S PAGE 8eis
~
SPTION NAmME; mgerizomtal Ted Dispogitiom Cpcianm
QPTICN TYSE ACACNYW; wvp
QAPTIAN TYPE vaLug:r 12 )
DESCRIPTION; The HMTD aptiom recare (s adced ta tng
toenetwork DUfler whem 3 User erters am oot ian
Cammandg reduestiag ts 828, or gtap tne ~TH
eotion ar in respomse te an 00tian recanre Fpom
the remote TWP reouesting tnat tne “TD gptian
Be startes o stooDed,
The WTD sotion recoard reed m0t comtalin the
"velue® flelad growmn i tne Yformet Delow, |
the record 19 semt as & Peaues? o stoo 8 2ree
viously nmegotieres asctten, Im teae cage, tve
length™ value ina Byte 2 wou'ld de ¢,
REC2RD FOR™A T,
18] 4 2
[ L A L LY Y T R Y T TR R
{ { H
{ | mregeve | LR 1 2
! oo l
...............'.....
N ! ! l
_/ 3 2 t 2 P2

t 4 }
..........-.-..-.....
! l .

S | value ! HT0 I 4
} _ } }

8YTE 31 TWP jspamcara secor? maec valye (172),
geroring zeginmring of THO sgeara,

3YTE 1t Cotiam recsrs fyce valus, ong 8¢ teg i
eigny optismn recors tvee values cege
erfned (» Apcenaix 4 f5e tag apgien sge
cords 308, INS, D0R, JNR, alS, WNS, LA
and wNR,

BYTE 2: Lowegrder 8 2its 0 l8eci: 1gmgen tiela,
In tne cose 3¢ twe ~TD sotism iyoe,
value (m etnig Byee (g 2 (4 sme ngecars {p
$&”T 24 g PeCUES® '3 grart tng HTD ape
tion, Tre valye tg !, 14 tne secors g
§90°% a8 o recyes: '3 gtep the »T2 sptian
Aang gces Mot comtaim gmg Pyl e" dirta, 4

tegteteternres

13eFEnar9 72335%94 TeUNCLASSIFIL e Past 20299
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CPTION NEGOTIATION 2822308 PAGE 8e17
N
" -~
SYTE 31 mignegraer 8 =ig of lpeni: lemgen
‘iela, I~ al! ootiam mecaras tnig zyte
le 2, because am opticn megactistian nge
€org wi!ll A0t D¢ lomger trem 33 3ytey
total, (,0.0) the lonazm $(e'a wi'l ecome
. teln 3 velue mo lorger them six (34,
C‘\
8YTE 41 wT0 asotiom tyoce value (123,
BYTE 51 ~orizomta! ta2 discesftiem imdicatar,
den{gmrating reauesteg aiscesitian far
" norizomtal teb., T ig Byte may De aomite
i ted for 8 rPeqQuUeEs? to 305 & Drevious'y
negotisted cotiom, Dyt tane lemg:n tigls
*ust be aciustec, as zeseriBel stave,
The mapizomtal tap Qigpogitiom Indicatar
will Be smne of the follouwing values!
= value gispositia~

[ L X F ] ..--.-.....’ .

Ae2S2 {nsert apecitiog aymcer
o0f etime Jelavs (48CI!
nulls) ateer mansizamty)

\ X 1
a::> 253 simylace morfzomryg) tanm
C o fumretion .
254 discara ngrizents! taeo
2SS cel iver mgrigants' tgc
. o8 receives
4
v
«
Y
ettt etedeveepe
1deFE8e79 733385598 POUNCLASS FIEDer

tRfReveteveney

PAGE 30042

PAGE 22062
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13eFE8e79 72835598  eeUNCLASSIFIEDwe PAGE 2076
fteseeeESYSRRSRTY
- . - g - - - e - - had haad - - - - +
OPTIANTRRGUTTATION ATCCROS PAGE 318

_§:) |

OPTION NaAME; Limefeed Discasitiar Zotiom
QPTICN TYPE ACRONYWw; | FD
CPTICN TYPE vaALUB; 12 )

DESCRIMTION: The LFC oo02i0m recara {3 accesd 2 tne
toemnetwark Dytter wrem~ 3 User enters 8~ cotia~
commang roequesting o stert or ste0 e LFD
gotic~ or Im response o arm Sptiom recarg ‘ra~
the pemote TP reguesting that tae FD osption
Do star2ed OPF 8t3DDeqC,

The LFD optien recora meed Mot Comtain the
"yelye® fielad ghowm (m thng %osmgt Delow, (4
the record i3 seat s 8 recyest o 3t20 O Dree
vieusly rmegatiated sotism, Im tnhaet case, 'me
tenge™ valye im By2e 2 wou'la 2e !,

RECQORD FQRwAT

ts .7 ?

SeoSoesceodgtocossoacsede

{ L 4
| mgatve | L I 2

Seod%onvaveltyosessdaevwaede
i N { -4 é
I 2 ! 2 b2 ]
{ oo d !
oMSeevecsgSacedPoegeade
l { l
S 1 velue | LFD Id
| . | l

| l | i

€

YTE 31 TP grangara recars *arc value (172),
genceing dDegimmiag 0f THP sgecars,

8YTE 11 Clotiem mecors tvyce value, ame 9% twe
ei3me optiom recors voe velyes Zese
crimed {mn Apoemaixz A fae tne gptioamn rge
corcs D08, OnS, 2CR, ONR, wLS, anNS, 3,
amad wNR,

8YTE 21 Loveardesr 8 wity 24 Jbepic 'gmgen ¢igla,
I» teng case o' tne LFD setiem tvoes
valye 1a tnig Byte g 2 ¢ tne secors i3
€7t a8 & reauest t2 s%art the LFD ope
tfom, The velue s L, (¢ et e mrecar2s {3
20~T o8 4 *Pegues? to stae the FD ocotian
4nd goes mot comeaim tee "yal e Dyce,

“

srvesterervere
jdeFEle79 73335898 teUNCLASSIFIED e PAGE 220!
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tatrcessasnny

CPTION NEGOTIATICN RELCROS PAGE 3et9

B8YTE 31 wighegrger 8 nits of lsasit lemgen
fiela, In a1! optigm secaras trig nyee
fa 3, Becayuses ar cpticn megotigtiam see
cord will nmat pe longes tham 38 Dytes
total, {,e,, the ltomgen figla wil! gone
talm & value Mo larger tngm thRistystgyr
(34),

BYTE 41 LPD setiem tvee ve'lue (12,

BYTE Si Limeteed discosition imdicatan, daaige
neting reauested disoosition $or a lie
mefeed, Thig Byte "oy 2o omitseg fas o
recyuest %2 890 & crevicous'y megotigtea
apttom, But 2he Jengen figla wyge Be ade
lustec, as gesceiBed gbove, The lie
nefeea disposition incdicetars «il! e anme
8t the tollowimg ve'lyess

valye disoogitiaon
eoaees ..-...O..-.. .
Q=252 ingert ppecitieg myumper
0¢ time selavs (A3C]
Pults) ateer limgteea
2%3 sinulate Yimetoed
fumetion
254 discarg limeteeq
2ss Seliver linetees as
received

L AAAR AR AR XYY

{deFEle?9 T333%5%98 TOUNCLASSIFIEDer PAGE 29082
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222X XX2XAAXX R
IPTION NESQOTIATION AE2CROS PAGE 8e22
- A‘r' i - .- - -~ - - - o > - a8 - .
Y
CPTION NAMEY Lime wiagm Zotionm
CPTIAN TYSE ACRONY®wP L
GPTICN TYPE vaALUEY 8§
QESCRIPT o The s ootiem pmecore |3 addeq te tre

toemagetwork BDyuffer wrermr 5 yaer enters 8~ Sptiam
command recuesting ta start oFr 8230 the La 2pe
tiom @ar {m resoOmBe 3 4~ S0ti8~ reCORS fram
the remote TWP recyesting trat e .» gotians
Be starteC &r stopees,

The LW gotien rPecors meec -70f gomta{~» tvwe
"valye® fiela gnowm {m tmne fOormat Delow, ¢
the recaord i3 s€n% ag & *eQuUES? 0 $tOD O Dree
viously megoziaces goticm, Im thet case, tne
temge™ value {» nyte 2 woy'a 2e !,

RECQORD FQRwaATy

1s Y )
! { !

! | megeve | R™ 1 2
l } !
[T I FYYXT XXX X 2 2 2 }
} ! l

I 3 ] } 2 ! 2
! H 4
$ . ! 1y

S | velue | Lw ! 4
! ! }

velue (172},

~ec3*3,

Tu® geamcenre recarg
cencting Seginmimg 9¢

manmk
Twp

the
Sesge
sge

"9,

Catiam recoro tyce valie, ore o
eigne 3mtiom precors tvoe va' ey
eriped (m Appemaix A fagpr the sctionm
cemsg 08, IN3, ZCR, SNA, w3, aN§,
end aNR,

Lowearder 8 Bits af toenics lemge™ ¢ig'a,
Ia thg case of tre L¥ cotiom tvoe, valye
fn enig myte f3g 2 (f the precorc is gsemt
48 8 reayest & start the L 3ptiom,
The velue (s 1) (f tre mecara s sent as
8 Peayest to $%a30 the L~ sctiam am@ 200
ngt contaim e “value" dyre,

8yTE 2@

[ X2 RRER RN
*eUNCLASSIFIED e

P N A

daFEBet9 TAa2355948 PAGE 2209s3
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IPTION NEGOTIATION AFFIREYT ™ ™ —

SYTE 51t

BYTE 43
S8YTE S

{ieJULe?9

.. o

teePRPIANRNERNEN

74344939 vsUNCLASSIFIED e
cetdveEeERACRERNT Y

” - - -

Higrneorder 8 Bits of fjoepit Ilengeth
field, In ol) option recoras this nyte
te 3, BDecause ar optionm negotiation pee
cora will nmot Bbe lomger tham 38 bDytes
total, i,0es the lengeh tield will cone
tein & valye Ro larger tham thipgyetgyr

(34),

LY cotfon type valye (5),

Line widtr indicator, designating the
reauested Nhandiing of !ine width, Thig

Byte may D¢ omitted for & request

stoo & oreviously negotiated option, byt

the lengeth fielg myst be adjusted,

gescribed sbove, The lime width (ndicae
tos will be one of the following valuest

value neening

oeese SPeosaesSy i
¢ tgnore 1ine width

1259 Timie mymber of

chgrgcters per ling
to specified numper
af characters

Revision 1§,

(A3 X2 22222 %F]
72344939 *eUNCLASSIFIEDer
(22 R 2R X2 222X
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14eFEReT9 T2333%598 esUNCLASSIFIEDs e PAGE 20303

CPTICN Namg,
IPTION TyPE HCACNYY,
CPTION TVYRE yaLUE

QPTIGN NEGATIATION RECOROS
N . . ar - e

-y -t T e e - -

Pace Size Ootier
28
L]

PAGE 8e22

DESCRIPTICN the PS optiomn mecosra s aaqes ts tee
toemetwarc Byuttfer ePher 3 JBe@* amters 4~ Sptionm
command reguestiag to star? a2 stos tre PS spe
tiom or (m seso0mse %0 4~ O0tioAm recors fr3~
the semote TP rgauesting that tre PS8 sprioe
Be started or staseces,

The PS ootiom recora mees not comtai~ tne
"yalye" flela growa (n tne fopmge BDelow, |
the record i gent a8 8 POQuUENT %0 StcC 8 DAe-
viaus'y megetiates ootier, Im tngt case, t"e
lemgt™ value im nvee 2 wou'ld de |,

RECORC FOAM, T,

1% 14 2
$ ! !

1 | mredazve | R~ ;. @
L i $

LY r Y1 XX AEX X 2 32 X )
| l !
; 3 2 ! 2 12
: } } }
'Y rYXXYr r 22 X L KR L 2 X 3 3
! ! 13
S | velue ! Ps TR
l ) !

()

BYTE At TwuP geencdard record "arx valye (172),
genotiag zegimning ot TwP megcara,

3YTE it Cotiem recard tvoe va'liue, ome 8¢ nmg
eigne spticm mecor2 tvce ve'Jjes 2esge
eriped in booenaiz A ‘ar tne actiam ree
garas D08, ONS, 209, OnNR, #LS, =N§, o,
and aNR,

BYTE 21 Loweorde~ 8 2i%s o+ loepit lengen #igla,
Im the cose of tne PS gpotiom tvoe, velye
t™ thig Byte ig 2 |+ the pecare ‘s gent
48 & recyest 3 gtart te ?S optionm,
The velue 18 s (f thne mecarg s se~t as
e Peayest to 83 the PS sotiam amng gsoes
mnot comtain the “"valye® Byte,

tttaeaetntetey

{deFEfa?9 73335598 teUNCLASSIFIED 2,

astGacscossaaas;
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Qevision |,

. (3 A2 KX 22222 )]
) 1leJUlie?9 79244939 eeUNCLASSIFIED e
stV evSRREYRRNS S
v - ==QSTIOWSNEGOTIATION RECUROS - = % 323
»
SYTE 3 nigheorder 8 Dits of lbedit lemgtn
fiela, In a1l aption recoras this dDyte
{o 2, bDecause on 9p2ion megotiation pee
gord will mot Dbe longer tham 38 Dytes
% tocely 1,0,) the longth flelg will gonme
QO talin & valye Mg Yerger than thRistyefoyr
(343,
8YTE 41 A8 ocpotion tvyoe value (8),
BYTE Si Pege size (mndicator, desigmating rew
@ auested nrandlimg of page size, Thisg
Byte may Be omfgtea for a request o
Ston & previously megotiated optionm, Byt
the tength flela myst De aajustea, es
described above, The pege size (ngicae
tor will De one of the following valuest
(f velye mesning
coeee oSoasee
2 ifgrore cege size
1=282 t4mie Aymber of
1{nes ner page
to specified
I number of 1ines
-
®
i
ARNORERNANIROORNS
o 1ieJuLe79 70344939  eeUNCLASSIFIEOY
othftgghautagtee
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1aeFEReT9 TO3S398 esUNCLASSIFIZSee PAGE 33087
(AM AR R
- APTISN NEGATIATION RECOOS - . cw @ - W P4GE o247

CPTION Nawey

QPTION TYPE ACAQNYW,
QPTICON TYRE vaLyUEY
QESCRIPTICN:

emcte Cantra' 0f Trgmgmissian ana fene Jotiaa
acy
2 .

The RCT ootiomn recors is gsaced o the
toenetwort BU'ies when 3 Lser @Aters am O0pC i anm
command reauesting to start 9r stge cme 2ACT
eotien ap im rescomge 3 8~ gotism peessrs frgm
the pemote T™P reayesting togt tne LT asptian
Be started or stodoea,

The ACT option PFeauires the use af the ree
cefversorionted osotion recora tvoes, €,8.s
DOR, ONR, w{R, op wNR,

Soth the fequest to gtast (JCR os WLR) ang tre
recuest to stco (ONR or sNR) trne LT 20tignm
ere |m the formae as Gesc*ided de'3w,

AECCAD FCRwaT,

8vy*E 2y

8YTE i3

8YTE 21

{eefEBeTY

1S o7 2
(L L L L XYY RY J XX Y XYY Y TX Py
! l !
{ redetve | Rm t @
b R }
LA L LI T I 3T T I T2 2T Y T Y
l 13 {
} 2 l { I 2
‘ A l
3 _ ! H
| ew@cce |} ACT 1 @

! . } l

SuSeogywevadteeglvenasty

Tw8 gegndare recare =
demoting Segiaming 94

Cotiam mecars tyoe ve

are va'lye (172),
Twd seecara,

'yer oOma 8¢ pag

faur sotior record tyoe va'ues Zescsines
in Agoemaix A #2r the ogptiam rmecanag

309, ONR, wLR, gane wNR

Lowegrger 8 31ty af leenit lengen tiglg,

I~ tne cose 3¢ :ne
vealue in thig Byte I

ACT sctiom tvoe.,
L.

feeeeaedoneegy

1Ed¢es PAGE 30207
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[ JAAAAERAEZX 2]
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o . . e m e - T -
QP ICSN NEGATIATION 2ELINOS PAGE 3e2S

° D

|
|

BYTE 31 sigheomrger 8 Bitp of leepic lenmgen

fielg, Im all sotigm recoras trig Byce

{s 3, decause am 2ptior mgaotistion nee

gore will mot Be lomger than 38 Bdytes

tetal, 1,000 the lorgeh fig's will come

* teim a va'ue mo larger than thistyetoyr
(3¢),

BYTE 3t RACT eotion tvee value (2),

K
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73339598 teUNCLASIIFIEDn, PAGE 00269
sanesTRtennney

OPTICN NAME) vartica! Tan Stoos Sotisom
QPTION TYDE LACRCNYwYT vy
QPTION TYPE VALUE:T 8 .
DESCRIPTIOM: The VT ootigm srecore |3 asaase o

toemetwerk Bytfer uhen § yier emters om Qotfom
command requesting te start oFf stoo the YT 2pe
tion ar im resoomge to o~ oOtiOM PECIAQ frgm
the remote THP reauesting trhnat tre VYT ootiaenm

be started sr stoooea,

The VT ocotiam recerg nreeg Mot coOntain
Syslue® fialas srowm im trRe fOormpat Below,

the record is s€At as 3 recues?t %o 8t0D & Dree

viously regotiaves osttiom, Im ctrmat case,
1emgeth value i~ Dyte 2 wouls de !,

RECORD FQRMAT

i

SYTE

SYTE 11t

1s . . .7 2
i 1 {
! regeve | Am {1 @
} AU | l
fSodvesed%oesesevEsanveos e
| 14 11
e 2 { 24 i 2
{ I | $
(L I I T TY Y S 2 X R Y L X XY 32 2 R % 3
13 } !
! velue | Ve 1 e
! . U d :
(I T X XYY Y R LR XL A 0 0 L X 1§
{ { }
{ value | value | &
} e [ {

(222 r Y rr X 2 XX 2 L XK &N 3}
{ ! l
{1 valye | valye | 8
i oo ]
(2 2 XX r X XX XL 2 X L XX B L 52X ]
l ) } !
{ ecssece { valye I 12
! ce. . b }

THA geandard segard _%acx valye (173),
denoting Reginming 9f TwP pecers,

Cotiam rPecarg tyce va'lue, ore of the
oigne oaetiem record tvce va'lyes Jese
grined In Appendix A fa» trne cotlioam ree
sards 0CS, ONS, J0R, CNR, w8, sNS, w» 2,
end wNR,

( AAR RN XD}
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OPTION NEGOTIATION RECORDS PAGE 8027

BYTE 21 Loweosrder 8 Dite of 18spit langth field,
In the case of the VT sotign tvoe, velue
in this Byte has & ronge of 207 (¢ the
i record s sont a8 8 reauUEst tO start the
o4 VT ootion, The sctus! lenath depends on
the Aymber of pareneters (aglyded In the
record, The value 19 i, {f the recerd
ts sent 88 & reavest to 8toB the VT ope
tion and does not contalin the ‘“valye®
bytes,

BYTE 3 Higheorder B Dits of 1b6edit lengen
tleld, In o)) o0tion records thip byte
{e 2, becouse on ootion negotiation ree
cord will nmat DBe Yonger tham 38 Dvtes
totel, 1,08,y the lonath fiald will cone
tefm @ voalue no Yeraer thanm thirtyefoyr
(34),

L

RYTE 4y VT ootion tyne velue (8),

AYTES S enry 17y Reauested vertical! tad sete

tings, one of two forwatsg (1) eaen

3 byte containe & velue reoresenting 8 ted
settinmg, thege sust e {(n gecending

arder, or (2) firgt Dvte conmtaine o 258

(decing!) angd second bdyte containms »

vealue whien reoresents not only the

tirge tad settinmg Byt als0 the (neramene

P te) veluse to ssudseauent ted settinas
(te0es Ome value 19 usea for Doth parame
eterse),

»

R

o
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CPTION NawE| vemrtica' TOC Slspositiam Jgtiam
QPTICN TyoE LACRAONY®) y*2
CPTIIN TYPE vwauUl 13
DESCRIPT:

RECOAD FQRu,aT ]

@

avyTE @3

8YTE {13

8YTE 23

2

{3efERe?9

- . - - - - - - - - - - -« ->

ersesesvrseses
*993%%%) ee NCLASSIFIE e Pagt e,

ag2sang PAGE 8283

SNt The VTD ocotiem pecors s WCQed 3 tne
toemgtuwdre By‘‘er when 2 Jser en28rs 8~ 0OCIOA
commgAd recyueBi~g %0 gtart oF gtoc the V'3
socionr or (a respomse 2 4~ QotiOR *0COrC from
the remate TWP rgguesting trat tve V7Y asptiom
Be stertec 9r stopoed,

The VTD aptian rmecorg meec mot contaia 2tng
*yalye" fiela "growm {(m the formgt Brlow, I
the pecord is sent as & regues® te stsp @ orew
viously regotiated sertian, Im ethat case, t e
loength value im Byte 2 eouls B¢ |,

1S .. T )
(2 X2 P XY Yy yrx 2 4 N2 2 XXX N ¥ ]
! i 3
| redevo | Aw 1 2
| AU | }
[ TP P LY X2 I XL R X & X 3
! { H
} a ! 2 -]
l oo )

[ T XX rrYYX XYY R Y L LR R Y X % -4 3
} ! l
I value |} A\ Ad) ! 4
} o H

Tud geamgard recsrd _Tarc valye (172),
semoting Deginmiag o0¢ TwP seecars,

Cotiam recard type value, 3re 9¢ :3ng
eighr ogoticm nmeesra tyoe valyes dese
erizea imn Aocpemgix A far tne sptiom ree
eords 208, ONS, B0R, OnR, w8, an, # 7,
am3 WNR,

Lowearder 8 nits aé lbepir lemgen fielg,
I~ the case o tne VYTI sotiom tvoe,
value (m thig Byte ig 2 (¢ t e recars i
07t ag & reQUEs? tQ start the YTD eoe
tion, The value tg !, (¢ the neesra g
s0Me as & rPEQUEST T2 8280 the V') eptien
amd does "Ot camcpin the “valye® Bvyte,

(AARXARRARANEZ ]

72335%98 eeUNCLASSIFIED e PAGE 2e2™M
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epene
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SYTE Wi

BYTE 43

8YTE &

24

Wi

{daFEBeT9

setsseeetessny

rae3Isnes eeUNCLASSIFIED e PAGE 30972
s0%senetseYEREY
. . -
PAGE 3e29
.wignegraes 3 8its o+ isenit lemgen
‘tieta, In al! sotism ~qecaras tnig Byte
ts 2, 2ecause am cptiga mggoristian pqe
€ora will met e Tomger t~am 33 Bytes
tots!, (,8.s the lenatn figla wi!l cone
teim g value Mg larger thgm tniptyedayr
(341,
YYD eotiem tvype value (13),
Vereical teb dlisposition imgicater, aee
siQratima reguested daigposition fopr o
vertical teb, Thig byte mgv Be omitreq
for a reauest ts st90 8 oreviously magoe
tieeea cotion, pyc twe 'emgt™ figla myge
B¢ palustes, as Jescrizes acave, Tre
vertical ted discoeftian indicatsr wi!!
Be ore of the tallowima values!
vealye dileo:!!'en
oPeoes LA A 1 L. X 2 X ¥ X7
A=2%73 insert scecities aymugr
ot eine Ge'lays (ASCI!
rulle) afres vertica!
X 1] A
2%2 reclace vertizal wap
with ergegte] {me
turetian
253 simylgte vercical tas
fumetion
2%a diseard vertical vabd
2ss deliver vertize! tan
88 r0cCeivec
etReRREsIQESIRIRERY
T333%%98 PAGE 20072
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{deFEBa?9 73338893 esUNCLASSIP IS e PAGE 2d873
T I X IR .

- - a—~— ~ i : ot -«

- w QPTION NEGOTIATION 224A3RNS ) PAGE %e33

QPTION NaMEf;p xaSCI! Jotion
APTIAN TYRE ALAONYw; XS
CPTION TveE vaALUE: 4 ‘

QESCRIATICVY The XAS osptiom reecarc |8 added o tng
toemetwdrkt Dufter whenm a uUSer enters am 30Cianm
command reguestiag tao stast sr st te  XaAS
sotien or im resoom~se 10 o~ 20tiem recora dnce
the semare THP meauegting that the XAS eptise
de started 8r ptaoccec,

The XAS ootiam requires the use @a¢ the
receivemoriented oociam record tyces, ¢,9.» 1
DOR, DNR, w_R, a» wWNR, ‘

Saeh the recuest %2 ptart (DQR am n ) arco tne
rPecuest O 800 (CNR or wNR) tne XAS o2t'an
are (n the farmat g3 Jescrined Belsw,

RECORD FCRw™aTy
1S 7 2

| i :

! | redtve | R 12 !
,D ! o) ! '
Vot r I XTI YYZITYYZT R XX X N X X L N
) ) 3 3
. SN ) } $ P2
L . 13 }

| ! {
< | ececee ! XAS i 4
! . ! !

SYTE 3t Tw® gpamcar? cecor3 mere va'ye (173),
genrotimg 2eQinning 3¢ THD mezara,

8YTE 11 Jotiam mrecorg tvee value, ome 04 twe
‘aur cotior recard type va'ues Zescrined
im Appermeix & *¢9r thg opriom rmrecords
JCR, ONR, w3, anc wNR,

S8YTE 21 |_owegndes 8 nity o fhepit lenget™ tigla,
I etrne case of tme XAS sptiem tyse,
value in ethig Byte {g |,

(AARXARAARZEZE R K]

{ueFESaT TOA3ISSIS  esUNCLASSIFIEDwe PAGE 20373
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12 A2 RA N AR N - - -
R - . - .. - e - - h
E SPTIIN NESOTIATION Rfelnns 246F %3

3YTE 31 wignegrger 8 D2its at lbepttr lemgee
tiela, In ') cpotiom neecaras tnig nyte
fs 2, bDecause am 2ptiom megetiatiam nee
eors will mot De lomges tna~ 38 2ytes

v totel, {.0.) the lemges fi{e!lz wi!l come
~ tate a8 vealue mo 'arcer tngm tnistyedayr
(343,

8YTE 41  X43 gotiom type value (4),

(4

o

q - stestastEtetaRE Y
{deFFRTY 73335%92 CAUNC ASSIFIEDer PAGE 32974
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APPENDIY ¢

THP STATE DIaGRA™

ThRis acoemaixz comtaing the THP gtate aiagrem™ for om MCCU,
The state 2igasem s™ows t™@ various stetes 2¢ a yser'’s cone
nection ang tre gtimylys f0r movimg feam cme grate 0 anotne
er, State glecramsg for the 3CCU ama TAC are corcectyal'y
stmilar to thig ame, as wou'ld De a2 gtate 3Slagrae for any
THE,

—

There are ai3™ gtates whiceh PMave giani‘icence i~ tre ~CTU,
THO  "gtates” ghown (m tris scocemndiz are ziscusses (a Parge
arach 2,1,3 8¢ pme main cocumemt are sased Om the MCTU  (me
plemertatianm, 1t i3 ecomceivenle trat 0tner inplementations
of TP may mot reayire 10 "any, or may reauire *s3re states,
The Basizs "virryal commseriom grates” are o summarizes
Delow amg grdwa (A the state clagram, 3Ut shoyla mot De come
strued as the orly Or as recuises gtates o 2e cea'igec o»

- mginegined ov » specific TWP implemgmrgtion,

s digeommeesinmg « 5 Limne Jigcormect evere ™mapg D2ee~
peceivea fpom =8] wrem g cernectien easg eslee
Bligred, causing T=P to gend a regues: ‘or pn immee
diate clage ta TC9y whem (m emig geare "=P iy
waiting far tme 2108 orCcess'~g 22 como'ee

2., 4digesmmecred o mapleare 'ing (copmme') agsociates
wien pmne user {8 "ot sctiver TWP g sgttiag da-
mneelfizgeiom enat tne limx nagg Deen imicvig!'izec
(Li"e Cammec?® evemt)

3, oeBorting e the conmectionm ngg Deem aborteg ‘3e gome
reasom (TwP protoeca’! error, yser abert 2ammane, T(°
girection) ) THP (3 waltimg 4gr abort process’ng 0
esmclete Detore 301”0 %20 cloged state

eteeEROEPRRROGY
{de”fBea?9 72238893 eeUNCLASS[FIE0er PAGE 20278
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THE STATE DIiGaan

4,

S.

&,

7.

8.

l{defEde?9

T wevtsevwveeCOEYRY

73235398  eeUNCLASSIFIED 2. PAGE 2@QTs
SRS ARNETERRARNCEY
PAGE Ce2
elesing o o close commara was  "ecCeived “rgm  tre
yeery TuP {9 welting for close processing ts zome

clete Detfore going t3s claged state

sctive = soem BPacessing is cemolete and commectia-
i{s complecely ostadlignec

ooening o & Fequest fg° 3 cammectiom Ags Ceen ree
coived frem the user OFr am autoesoe~ funrctior =~as
been {mitiateds THA (3 gaiting fce nmatiticeticen
that the commection Nas Deen gstadblisned (Coen Come
plete evernt)s dats receives fro= the Jser will e

savedg unttil the gonmection (s estab!iamneg gmng trem
processed 8s ~Qrmy!
listeming = o motice has Deer sent 2o TCP thas tne

user j3 ready fOor § Conrnectioms THP (g weltinmg fa=
ractfication that a Cannectiom ngg Deen asten'ignes
(Coem Complete overt): gcata received from tag yser
wil! me discarces gro the yser motitien

claseg = there i3 me estadligned coammectionm, masr
hgs ome 2een requested, Dyt the “ardware !ink assos

ciated wizh the user (3 a2i'll active
eveRRSOEPROCOROEYR
Taa3ssas veUNCLASSIFIE e PAGE 2097
POV OPIICOIOSPOPOPRTY
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(R AXXA22AXERRE N
THD STATE S7aGAAm PAGE (e}

2

Tu® STATE DliGARa™

& CLOSE RETURN P-—__-—__j
omcomsmcTs AR DWCOMVECT, »| omco ™0 e—

F LS OIBCOMNCT l

1 1 ry
] g
:
. g i |1
x LE S
L i B
v
i acem - CLOBE RETUAN aommae
. __cLoms RaTURN J

& asour ?
g <
3 » 'lg g';
§%7 [y |3t seoerme
23 2 ° 8
e & 4 & < 3
G~ £ g gi
< [ Asoar g 3 §
COMMAND
— |
i o, :
P
4 |
commaRD U 9% commrTy o acTve r._
AP COMPLITY ?

sRSROEPIRORRRERRY
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APPENDIY

TH® QUTRUT MESSAGES

This soOemciY grmows eXa®0les 0Ff THD eutoU? %essages, These
negsaces are gant o the loca! user to imfonmm Aiw a4 yasiays
sityationg seaarding Pig (mpyt Jats stres~ O0rFr »ig ecommgce
tiam,

megsage terts Imelyded (m this geoendis are ™eant ts snrow
the messace style and tyce Of (méommprior wnicr will ze senmt
TS the uUser amd are POt mecossarily pre exact ‘ormat 0 Dde
usea for amy gpeciftie THO {(mplememcgrion, Acoys! tex: wil!
be i~ cacital letters, LOwee case 'etters represent Jy~pmic
informatigm, gsye™ a8, subsCrides gacress ar Jser’s (moy?
&i} command gesylnce.

Imeluded wit™ qae™ messaQe s a Driet asescrintior af tne
cipcumgtances Jnrder whicnh the meggace wou'!2 De ger 29 2ne
U..P.. .

® It sroyuld Be moted TRaT eac™ Tessace, when gemt O the yBer,
will Be arecesed Dby the yses’y =zre‘ix enpracter, Alge, a
Jser Moy ge'ect, via the get Co%mamg the “e33ace ‘3sepr D
pe gent o0 nim, He may ge'ec: cre 3¢ pne following

le vemrDose = gntire rTesgace as $MOwr, 2rececec Ov
yeer’y arefizx cmgmacter

Q¢ e8rcige o Omly messa3e "urmer, Breceded 12y uyser’s
prefiz eharacter

J. mame o mg THF gutout %es8ales vwill me senr? 0 tne
yeer

*PROQGOACTRROTRY
K 1defFEBeT9 73935598 seUNCLASS IS I8N PAGE 20278
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THP OUTPUT wESSAGES PAGE D=2

THA QUTOUT wES834AGES

€A{> COMMAND ALAEADY IN EFFECT (mput comngnd seauence

The user has entered o commend seauence that Peauests 8 ~ode
or stete that (g sireedy (n affegt, such ast "tise on' when
the connettion {nactivity timer (9 setive, "transnerent on®
when trensparent node (s the gurrent dats scenning wgde, or
"aode record” whem the current Deckading vode (8 reecsrd,

€72 INVALID COMMAND (npyut commend seauvence

The user hos ontered o command seayuence that o not recoge
mizged a8 o valid THP commgnd, The orefix chargeter wae nOT
followed by a 4efined comnection contre) command, NVT cone
tro) command, or Jdats trenenisgion contro! character,

€AY> INVALIN COMuAND FOQ CURRENT 405E OR STATE (mpout commpnd sese
avence

The user "gs entered g COmNENnY sequUEnEe that econtainmg
valigd Tw3 commend but 0o=e that (g mot sltowed Guring the
eurrent mode or Btete, Exavoles 5f thig gityation aret on
anort cOTmand Jhem 5 CONNECtion has nOt Deen eatedlighes ar
reauested, a oacket re'eese conngnd In Dingry mode, o"d an
echo cOmmgnd whon the RCTE optiom (e In effect,

€A3> TNVALIN SUBCOMMAND PARAETEY (apyut cOmegnd SeQUONCE

The user "as emtered ¢ coO%%end geluente thad containg o
valin TuP commgnd Byt with {aygl{g or Imgcampliote Dergveters,
8:Q¢s 8 DackOt reloane COMN®QNT BO3UOnEe with mno meehanipe
soecified,

CAE> COMMAND TEQMINATOR NOT PAUND (aput cO%apgnAd geauence

The uUsSer has entered o COPPand 00aUENRCE thet G|d ROt contaln
the terningting oeriod,

Revieiom 2, Fenrysrv 8, 1982
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1 " ld=?EBeT9 72339908 seUNCLASSI?IEDee PAGE 23082
i etYNSRRTORRTORYSY
THP QUTAUT MESSAGES PAGE De}
)
' €8> (NVALID CPTIIN 2ARANETER (mpyt commgma 3ecyuEnrce

The User “ag 0mtered & valid 20tiam commame Byt wit® (myglisg
or imcomplate geremeters, 0,341 8° Qpt!on CORWENA tO pstart
Time widtn gotiam witmaut the lime wictn (nglicatar (ve!ue),

; €37> INVALID CPTION TYPE {mput commana gecuerce
The yser Mag e~tered 3 valiad Ootiom commana But wit™ an  tne
¢ velld ectiem tvoe,
<38> CONNECTION CLOSING DUE TO INCOMPATIALE CACSS CCONNELTICN
: The conmectian s mot s'lewed accarciag to the accroves

erosgvcoOnngetion osatrix, Eitner tne laca' user’s tvoe cane
NGOt S06”m g cArMEcian 0 the PemOte commectiam  ses’s type
ar the Peverde,

€29> QPTION PENDING inaut commanrd geguenrce
The user hgg entesed 3 valia 9ptiom commang seauence sup'ile
cecing & recuest trat i3 currently Deing ~ecotierec with tne
remote TwP, ' ’

€13> O0PTION QURIENTLY IN EFFECT (mout zo=ramn2 Secue~ze
The yser hgg enrtered 3 valia osotiam commgra seayence ree
questing srae am G0218~ ¢ gtartes trnat g 2urcertly i~ ge
fece,

€L1> OPTION CURIENTLY NOT IN EFFECT f(agyut ecsmmend sacuence
The yser ngg ontered o valia astian commgne secuenrce *ee
questing ehae am Spticm Be stoaced At wae nAC 3revisualy
sterved,

[ A A XXX ARXER ]
{4oFEBeTS 733399598 eeUNCLASSIFIED ey PAGE 20082
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{4aFEReT?I Y223S598  seUNCLASSIFIESve 2.GE 22081
oeOCeeRRNOeETRERY
THR SUTPUT wESSAGES ' PAGE Seu
€12> OPTION NOT NEGATIABLE impyt commgma secuence

The usem Mag entered 3 valia Gotion cammana seauence Dyt ane
requesting ar_ cotfon tmnet ip moe megotiedle, eccor3ing o
the user’s prafile, Tre megctiadility {9 set uo Juriag syse
tem geresgtian and fg Crgngegdle, via tre ges commang, 4a»
most o tme qotianms,

€13>» 0PTION QUEUE PULL
The user Nas entered vp’id opetion cSmmamd  sequence,
mowever) these are 8!ready six Ootio~ seayesty cenrginmg, Six
regyuests, comgisered 0 De & fessongd'e Yimiy, ¢illg THR?y
ootionm aueue, The user mygt wale yneil ame of the aix pendge
tng requests is angwvered Dy the sgmote TwE,

€13> QPTION REQUEST FOR operator,tvyoe ACCEPTED
The user’s crevicus'y emteres aotion reauest ras Dee~ Oy
free etfeee, The smtire request (yaer’s imoyt command see
auerce) will mor 2e reseatec, “oweyer, the Cperatar (sptienm
command) and 2ptier tvpoe will Be imelydea im gre accestarce
motidticacian,

€15> OPTION REZIEST FOR cperstar,tvce JENTIEND
The Ul.P‘l S’OV'OUS,V entered cotiam cecayes? nas Seen~ LE L4
jeczed DBy the msemate THP, Trg entinse mrecues? {Jge=’3 imgyt
gemmand gequemece) wil!l mac 5e¢ recested, “aweves, the sce*ae
ter (cotiam commang) ard cotiom type «!') ze tmel cea (= tne
relectign mgtiticatiamn, Ng seasen g glvem $3» the re ece
rienm,

€18> RECEIVING IV BINARY MQDE
This "essace is sens t3 the user when the cRaractesigtics
sotiam pprocegsing auring ospeming nas Reen completes, Tre
results 0% the gotiom megotiatiom wese gyc™ that the yse+’s
receive giae® car e 012Ce0 (™ "eytcmatic® Diagry moge; tve
user’s Chergatenrigeice matemed oungctly, reguinsing =g NV?
earversiong,

[AA XXX EEE Y]

{UnFEReTYS 723389598 talUNCLASSIFIEDer PAGE 20308




TP QUTRUT MESSAGES PAGE Des

€17> RECEIVING IN NVT «00E

Thip =ep0a0 {3 S8Rt tO the user when the Charatteriagtics
v optien oprocessing during oDgning hae bDeen comploted, The
c results of the ootion negotiation were sush thet the wueer’sy
receive 8ide coula ret be olaced in "gutosatic” binary mode,
That gsfae of the conmgetion renping in normgl NYT mpde,

¥ €183 TRANSHITTING IN BINARY uQ0E

Thig %esaage (s sent to the yuser whem 2the cheracteristics
eotion precessing duriag ooenina has Deen completed, The
results of the ootion negotiation were sueh the? the user’s
send sige could De placed in "gutoratic” bimary mode, ree

v auiring no NVT gonmversions,

€10> TRANSSITTING IN NVT upOE

This %essege s sent 0 the user «hem the Chorgtter ptics

* ootion orecessin® during ooening has deer comoleted, The

i resulits of the sotiom negotiation were sueh thet the user’s .
senrd pide ecould not de Dlaced {n "autometic® binary wode,
That afce of the cormection repnging (a normal NVT mode,

. . . -

€223 0OBTIAN TYSE NOT SUPPORTED (abut covvend seauence

The user has entered ar 0D2{OR COMMRNd sequencs eontaining o
valid optiom tvoe (Ome that 19 Jefined By AUTODIN IT CCJ/TAQ
THBY, Byt the sptian tyse “as not beer {aplemented (=~ the
ueer’s guooortiag TwHR,

€21 0PTINY OPERATOR NOT SUPBORTEN impyt comeend sequence

The uaer has entered anr optisn coreand peauerce Conteining

’ the INS oeptien ocerstor, (CJ/TAL THPg do not suedort the
DOS aotion obergtor (800 Peragrenn 8,2 s? the THP Speeifticae
tieom),

fevigton 2, Fenryary B, 1982
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€2%»

€258

€27

€28

THP QUTPUT MEBSAGES PAGE Dey

CONNECTION CLOSED TO cestination synecrider address

This messege 19 sent t0o the user shen o connection closing
is ecompleted, A roegon mgy Do Inglyded with this massage,
SuUEM 883 uSer reauUEst, cloged Dy reaote user, or DOrgtoco!
error,

CONNECTION CLOSING

This %agsece i9 sent to the user in rPesdonrse tO @ StEtUS
command,

OPENING CONNECTION STATE

This necssce fs semt O the user {n rosoomse tO0 a StOtus
command whem the CORRECtion stete 8 "opeaing,”

CONNEZTION ESTABLISHED TO destingtior subscrider sdgress

This mesaege (9 SEAt to the user uoon gonpletion of the soen
proceseing for hig recuested conrnection o+ (A rgeoonse 0 @
sLatys eonmamn Jhem the commection Ig active emd nmo helg
otfs are (n effect,

CONNECTINON ABORTING

This %088000 18 SOAt 0 the uSer uBon recognition of oan
sport conmditiom, psueh ae!? TCP eloging or TwP protsed)
error,

THO WGLD OFF IN EFFECT

Thie %essede is sent to the yogr in regdoree to o OStatus
cammgnd, THP  wil)l "hold offt® ysereltaengtwork 38ts during
ootion megatiation, as reauired, end deceyse of CCJ/TAC tiow
eonteal meehanigme,

Reviston 2, Febryary 8,
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THP QUTRUT ~ESSAGES PAGE De?
w
<3a» CONNECTION DOES NOT EXIST
Trnin nessaae (g sORt t0 the user in rescomse to o Status
. commend when there (g MOt an sctive cOnmeEction,
C\

€31> TCP TRANSHIT wOLD OFF

This wessece is sent to the user {a regoonse to o otetus
I3 commend «hen there exists o TCP hold off on the reauester’s
’ send gige of the active connection,

~
A

€¢32> TC® RECEIVE wOLD OFF

This messsge is sent to the uUser (n resoonse ts a Status
commgnd  uhen there oxinats & TCP nolo off on the renuester’s
recoive side of the sctive gonmection,

« €3> COMMAND NOT SUPOORTED (mout coamand seauence

The user "as entered a command whieh g rot gudBorted on
thig CCU/TAC tar thig particular user, .The commend =gy have
been ardminigtretively restricteod from yee Dy this user,

€34> INVALID LOCAL PORTeID .

The yser nRas onterad on goen, 'Tistem, 9r mgve Commgng ggne
. taimning o osouree cort 1D flelg ehet (s formatteda serreet'y
} - Pyt with 8 yeer ID thet (g not valid for tnis CCU,

<38> RESQURACES 00 NAT CURRENTLY EXIST FOA CONNECTIOWV
The yser has entered am ooen oF ligten Peayest and the eone

3 neetion (g being denied by TCP on the Desis 0f 'ow resoyurces
in ene CCU,

€37 INVALID OPEN SURSCRIBER ERAJR (npyt co"mand seauente

The user has ontered an 900" Co"mand cantalining o~ (avalts
subseriper ad9ress soecificotion,

e tevision 2, Fedruary 8, 1082




THO DUTAUT mESSAGES PAGE Des

€38® INVALIO LISTEN SUBSCRIBER ERAOR {mpyt eo%mand seauence

The user hos entored o ligten gomagnd containing on (nvalilsg
subseribor addrees specification,

€39> INVALID OPEN PORTeID ERAQOR {npyt gommand seauence

The user has entered an 00en commend containing an {mvelts
port 10 soecificoation,

€ap® INVALID LISTEN PORTeID ERROR (nout cowmend seauence

The user hap entered an ligten gonmend gontaining am favells
nort 1D soecifigcation,

€31» INVALLIO OBEN P/8/T ERAROR (mpyt command gsesuence

The user has entered a oden casmand contalning am {avalls
arecedence, security, or TCL ospecification,

€32% INVALID LISTEN 9/3/T ERROR (mpyt commpng seaLenrce

The user has entered o T1fston comngnd containing an {navelis
orecedence, secyrity, or TCL soecification,

€ay>» OPTION operator, tvDe AGREE) TO

This nessece ‘s senmt to the yser whonever g~ yrgpglicited ree
auest to stert or sten the dimgry, Joeeresd, WTE, or XallIl
eption has Deen asdreed to,

€a3> CONNECTION PREEuSTED

This wegseQe g sont to the yser te (nfore him that the eyre
ront connpction (8 Being orgemoted and theat § mew tonnsction
will e establighed, The user will reeeive the ‘"gonnsgtion
estediighed® nocice some ting after the receint of this mese
seQe,

Revision 2, Tedryary 8, 1982
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cug>

€dgy>

<87>

€49

<52»

THP QUTRUT wESSAGES PAGE Deg

ILLEGAL SECURITY

The user has entered an open ar ligten meauest soectéving
security that (g not authorized for nis use,

ILLEGAL PRECEOENCE

The user has entsred on o008~ or Yigten reauest snecifying o
precedence that s not authorfized for his use,

ILLEGAL TCC

The user has ontered am open or T{sten reauest soecifying o
TCC tnat (o mnoe authorized for his use,

CONNEZTION NOT ESTABLISHED » INPUT D4TA DISCARDED

The yser has entered fdaty (with or without valid eommands)
when nig conmgetion g iIn eclogsed or ligtening stgte. The
"e884830 (s sent to enmgure that the Joer 3 aware 37 the gie
tyetion,

- -

LISTENING COMNESTION STATE

This wesgage (g gont to the yBe” 1~ regdDamse ta & StOtys
commgnd when thg conrmection gtate (9 ®"Yigtenina,*

MOVE SONVESTION EJUEST DENIED

Tnig *esga30 (g 88nt 9 o uUBEPr «he~ 3 “8ve c2nmection sge
auest (s dJeried, 1,0, Jesignretes o0c»t [J (g unavailagble o»
Aot gytrorirzed to yee the conngction (security, onmecedence,
ar TCC meatrictione),

Tgvision 2, "en*uarvy 8,




PAGE E-1

APPENDIX £
THP MCLU DATA STRUCTURES

This asppendix containe four mejor THP dgta geryctures of the
ueglut

Comnection Data Structure (COW)
Lomnmection Manmggement 8lock (Cu8)
Jeer®sy Profile Bregx (J)PB)

Network Vireya) Tesmingl Table (NVTTAR)

The sxact format for eech stryctyre, a8 Sn0wn here, (3 ynie
aue to one (motemgntation of the “CCU, Similer {nforagtion
concorning the yser’y characteriptics and gconmmeetion woula
most llkeivy De wpintgingd By any THP, Thoge structures Broe
vide am axample of the type 2¢f infonrngtion mneeded) they are
implomentptionegrignted By agture,

The format, whan Shown, {g (m gtenderd DJEC POPel] awemory
image format, with the leget sfgnificant Dyte on the rignt
(even Aymder) and the wast gignfficent Byte on the lett (eda
Aumter) of a léedit word, The Dits are lodeloa 7 to |8
{(least sigrificgrt to mopt pignificant) rignt to ledt (n the
woPrd,

The wemory Image for sach stryetyre BROwn (m this apoenalx
is descrides by ar atcompanving narrative, The sfze (bvte,
word, ote,) of gech ynit witni'a the strycture swevy cause
Tontra” DdDvtes withim os ot the end 8¢ the structure, These
extre Dytes are mnOC yB0Y and may DO "aPrERO 89 Suth or not
defined {mn the nmarrative, They will ne represented Dy o
serios 0f dasheg (e @ @) (n thg nomOory imgge ard are Qolwava
zero, 1¢ the outra Dyte(s) (o within the strycture, ¢t (4,
of course, coOunted In the lemgeth 8¢ the struetyre, I1¢ the
entre Byte(s) fg ot the ong of the stwygture, ft will ast bde
eoynted (n the Temath af the structyre,

The descriotion for sech structure includes o cefinition of
sae™ tleld, imglyding the aize of the fiela, Formats {wemoe
ry (me@ee) ere (neluded for the LB and JUPB only, se t™e (D8
is orimgrily mage ub 0f thegse stryetures,

Revigion 2, Pedryary &,

1982

P



tresoRINIR RN Y
11eJULeT79 143444939 TeUNCLASS[FIED e

I AAXEAXARESL N R ]

PHP MECCY DATA STRUCTLURES PAGE Ee2
Conmaction Data Jteryer re (CRS)

CONMECTION JATA STRUCTURE (C£328)

The CDS comtaing a!ll the cata structures regulred By am wCCU
TP to perfomm conmection amnd dats stres® processing, There
ts one COS per user, The (DS comtaing tme (¥8, UPB, amg
NYTTAB,

The memory imgqe {8 MOt snOwn 0, the (DS a9 1t s merely
the CMB, fa)llowed by the UPB, followed Dy tne NYTTAB,

Revislon {, Jy'ly 4, 1979
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THE MCCLU SaTA STRUCT.RES PAGE Ee}
Coammection Jata Stryctyse *258)

s
WNEWON L s “F ayTs SESCAIAT I
sResveocsn seoSaecsves oacvwoca®wsew
ccuces 33 Canmection “gmgaceme~s 8lacx (CH48) o5
cefines far CZ (m Data Structyre
a Soecification £-3 #4as wCll,
UL 1712 User Prafile Algex (.79) as Seti=eg= -
CCU {m Data Seterycture Scecifrcation 93
for wCCl,
NVTTAR 1uan Network Virtyal Tereinal Comvergicn
Tagle (NVTTAB) a8 ze‘imen i~ Zaza
Structure Soeciticatian 4gmr NyT i 4gn
wgCuU,
C .,
'l
S/
o
.
[
<™
o
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TH® MCCU DATA STRUCTURES PAGE Eeud
Coamnection Magnagemeny 3loek (CMB)

CONNECTION MANAGEMENT BLOCX (C48)

This CMB g the MCCU THP dats structure =hicn containg eone
nectiomeopignted imformation for & user, The CMB (s part of
the CDS, anmd, as sucr, there (8 one per user,

Revisionm 1, Jylvy &,
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1leJULeT9 TA4d94¢ s UNCLASSIFTEDe PAGE E-7 é
CRNSRRAANOOOIEIA :
CONNECTION MANAGE™ENT s 3Cx (CmB)
33eJuNne?9 ;
¥ WNEMCNIC & OF 3ITS  DESCRIBTION |
L L 1 X 1 X ) ([ R XX TR NN J (T 1 T XYY X |
1
i
CLEN io Local Connectiom Name, Thig (s returmec
By TCP im the ooen return evenrt, T(P
% uses {t to umiquely (genmtify the
cormectian,
1
CSTATE A Conmegtion State, 4 3 digeornected; | & :
¢losegdy 2 3 opening) 3 8 listening) 4 a ]
sctivey S 3 clogsing) 6 8 abertimgy 7 8 i
¢ disconrnecting, ' !

csussT 8 Comnection Substate, | 3 walt fare !
crnarecteristics record) 2 & wait ftor
Close Return events 4 8 weit for coticn
negotiation; 8 & walt for TCP wingow teo H
open) 16 ® walt to move conmnectiomy 32 X

s s flysh ymti' Data “arx reegore

receivedy b3 3 wait for HS] wimagow to
epen, (More than Onme coraitiem may
exigt 8t amy ome time),

CSEC 9 Security Code, This flelad containg the
P secyurity code associated with am active
' eonnection, The valye 1g 2acem éspom the
Open Complete event fram TCP,

CPRC 8 Prececence Level, Thig fiela contains ;

the orecedence leve! of anm active |

connotion, The value (s takem from the i

¢ ’ Open Coamplete event fpem TCP ana s {
usea {n all evemts going to w81,

cTeeC ) TCC value, Thig fiels eontaing the

Bimary value tor tne TCC of am active
comnection, It (3 sc¢auireag by table |

. lookeyp ysing the alphapetic triag
entered by tne user o nig gpen gr
listemn commgna sequence, (f givem, or
is retyrned by TCP (n the Qoem Complete
event,

CFSuB 16 Foretan Sybscrider Address, This ?ield i
containg the toreigr subsecrider acaress ]
for am petive conmaction, The valye ts
retyurned Dy TCP {n thne Qoen CoOomplete

event,
CPRORT 16 Foreign Pamst D, Thisg flela comtaing #
v the foreigmr mort ID, a8 aocplicsple, for

an active comrmection, The valye (g
retyrmed 2y TCP {m the Joen Comolete
eveant,

v . Nt geeRNRERNREY .
{1edULeT79 14ddu982  eUNCLASSIFIEDne Revisien 1, July &, 1979
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CONNECTION MANAGEWENT 8L 2Cx
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MNEWCNTIC

crNaln

CTNuNXT

cruald

CTuUnXT

CLITA™

CCMCRF
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cs~non

{lefEReT9

s 2F 8178

18
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TRA3S 164

tesaRROSOPENReY
*tsUNCLASSIFIED
(A A AN E D]

(Cve) PAGE E-3

CESCRAIPTION

Currenmt Toemee Ayffes [0, Thig (g tre
Buffer teg retyrmed Dy tre 3EC wre~ 29w
bufter {g imtziglly secuestec via a
GETRUF egq!1,

Q¢foet 0 Neist Ayte im Toemet 3yutier,
Thig *iela ig actually tne (moex to z=e
Dyte array to whizn the Ryufiter ig
macped, [t tg glways poimeing to tre
positian after the last Byte wrizten,

Current Taeyuger Buféer ", Thig (g 2ne
duffer 238 returmes =y tre AEC .Lram ompe
toeyser sutnut dutfer is Imiciglly
recuestes,

Offtget to Nvexet Byte af Toayger 3ytéer,
Thig fielg is am imngex imato ?ne cvre
array %8 whiegn rhe towyser 2yuffer 13
mgooed, [t peimts to the cositigm géter
the 1as? Byte wriltanm,

Offset 0 Lest Recors varr, Thig tiels
(g g¢? whemever a4 reC3™a "eade= (3
wrigten tQ the towmet hytter, l: (g
uysee to calcylate arg imge=~t tre recse~
Temgen whegn the recans {9 comslecer,

Current Cormama Byfter (D, Thnig fdiglin
s set aurima com=ang 2racessti=~g, ara
comcaing 2me tac &¢ thna nyfifens gen v~
sccurylate the cO"manT gtring ‘ma~ tne
‘yeer’s Jeta stream, Tre ‘ie'~ 1y
clogres ohem tne o fée~ (3 re'egsen
after OrOCessing %he lagt commana i~
commgnd gsecue~ce,

Current Procegs Sueue 8y‘tdes IZ, Trig
ts twe Byffer tag useT O map '3 tve
process aueue, [¢ trere ig =0 curren?
orocess aueue, the fiela g 2er3,

Current Receive Sueye Byuties 12, Trig
is tne Dytter tag Laes tC =ap t3 % e
receive gueue, !f there (g 20 gyurre~:
receive aveue, t"e ‘iel'3 (g 2e-c,

Seme Gueve, Carmtaing toemg: By‘ter tag
erad Tyee count o' toemetr dutfer waiting
for TCP wimdow t9 30¢~, Cr'y Ore suct
toenmp?t Dytéer oi!! gxtat,
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(23 A X2 AR EEZEEEER]
{1efFERaTS TAd3S1ad taUNCLASSIFIEN ey
(22 A AZERARRERE Y
CONNECTION wANAGEMENT 3L 28K (Cva) PACE Z-3
11efEBa?S

- “NEMONIC s CF 31TS SESCIIATION

CENOnnN 8 Maxinye TCP Seng atmcow §ize, Nusze~ 3¢
. Sera eventy Jnign wpy De dytetengien 13
TCO at emy civem time, Imivial va',e
oBtained ‘rom fpoe~ Co7D'ete event,

CSNOCw 8 Current TCP Sean «fangw, vyueser 3¢ Senn
even~ts which may gtil! pe gert res TCP,

t CTNRLD [ Cormection Flags Ryte, | & gero gueue
ana toengt nyffer Zot™ exigl: 2 B gett
autoelistenr fumcticn Om cloge ret ~m
(tar Commanma averrize surzases),

CTUCeHn s Current PSS! nimdaw, Nymzer of 7o Lger
’ everts which» =may gtil! ze gemnt 2o =57,

CeveaT 16 “oveeTa Port 1D, Aimary value of car:
ID0 to receive tnig cammectian i¢ TP
aytrorizes tme =ave,

CORNES 18 Option Negoriation S.eue 3yusfar T,
. Thig flelc contging tme Duféer van _ser~
to %3¢ tS thg sctiom megortiatiom sLe.e
whicgh i3 yses wrem megotiationg wave
nee~ imfeigrec v tnig TeP, 14 a2prign
negotiation 13 mot nemrzing, tre 4ie's
is zero,

)

(

CT=alp ls Time Qut Tiegs 0, Tnig ig tne pimaes 1"
retyrmeld Oy rrne HET 1~ g SFTMI 2!
whig™ refeng 25 2me THB simeg suc pyenmr,
ahe~ 8~ evenr (g procRgSes, *nig 1g vtoe
tiver I3 Jaes 210 sege’ the tive.,
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THP MCCU DATA STRUCTURES PAGE Ee1?
Ueer Ppotile 81ger (UP3)

USER PROFILE aLCCx (uPd)

This UPB (g the MCCU THP data structure whigh comteimg o)
the (nformation reauinmed to perform processing om the date
coning from on going to the yser, Essentially, the UPB cons
teins  the cnarectoristics of the user, DOth send and ree
ceive, The UPS (s part 0f the CDS, and, &s such, there I8
one per Jser,

Reviston 1, July 4, 1979
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USER PROFILE 3LOCK (uPa) PAGE Z-11

{{eFERe?9

1S 14 13 12 4y 12 9 8 7T & S & 3} 2 oy .

’......-.O.........c.--.........‘..-.—....c..-..-...---.---..--.

{ {
| e & o ! PPATH
H !

’..................-..-.-.......’..-..........-...".-.-........

}
! PSPEED
!

’---.-‘.-.-;-;..-;.;-;......-.-...-.-..;.-c-.-..-..-.--.-.'-.--‘

|
{ PT]mER
l

"-...O..........;.;...-....--...;....-..-----..-..-..‘----.C..O

|
{ PRACS2

.
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AUTOTY 2
8 *am s SECPLS i
sAN 8 TCCPLG 1
l;- 040 3 PACFLG {
3 AP 8 ANAFG !
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PSHTAN us
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[
PSumT 'Y
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o
¥
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CESCRIPTION

1engeP) of previous recorcd,

Timer Flag, “nen get (mactivity tieer
{ea omg ¢ eleer user MNas turnead tieer
af? vig time comrmena,

Preemptadility Flag, Set ¢ user’s
eonngetiang may De pree~cted dv TCB;
elear {1 prgemptian met allowed;
{ng{cotor pessed ts TLP ta Qoen ever:e,

Aytomatic Feature Tvoe, 2 3 ~onepyts; |
8 eutoeligeemg 2 & putomope~ = (dat®
sutoeligten amcd autaeocem =ay De se?)

Security Flag, enem go% security
pare~eter sPoyla e specitiee tar
automligten in Coe~ evemnt to TCP,

TCC Flag, =he~ get TCC cera~eter groula
ce soecitiea tor autoeligten i~ Coen
evemt ta TCP,

Precedernce Flgg, "rhen set Drecedence
parsmeter shoula De soecifies far
suta=liste~ In Coen event to TCP,

Qe=ate A37drees Flag, anhen pet re~9tte
agdress ghOyU'2 ne scectfies f3-
sutoelisten (A Jpem evert 3 TCP,

Server Dynmgmie meri-anza! ToBs,
Comtaing 280 setti=gs i~ gg=e *sr=p: 9
PSmTAR 23 Be yase2 '~ 2rccessing
narigzonta) tao functionm ¢épo= mgtearcx,
Desfgmnetes setti~gqe ¢S ¢ ysed, as
reGUESteC aPE p0ree? yoOm vig Optise
negottation,

Server Defau'lt MariTants! Teng,
Cortaing tad set®i”Qs t9 De uten t2
restore PIOMT o efau!t value eren
aptior {3 tepmimgtez, Figld 1
enangeadle vig Set commgng Dy woe~ erc
¢ortaing yo ta six tel stoes ar 2%% o
tirgt ovte followed By integer
reoresenting fimg? 28D ane ‘mergmrenty’
velue tO sudasauent taos,

Server ngrduare morigomnta' Tale,
Gontaing ngrdupre tat seitings {n ga~e
torngt ap PSmTal, Used %3 geter~ing (¢

(2 A XXX XXX Y]
esUNCLASSIPIED e
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APV BABNOIONSD

USER PROFILE 8LQCK (umB)

! 3o JUNT9

3 , MNEMONIC s OF 8178 DESCRIPTION I
} osesgese oevecacvee 9ovvccoveas i
{3
simylatian (s reauired {n nertosming J
narizonta! tab fumetion on data from

metwork, Velye is crangesnlie via Set
command dy user,

PUMTAB 48 Ueser Horizonrtal Teb Stoos, Contaimsg tad
settings (n gsame farmat as PSHTAB to De
ysed im chopgcteristics compatinfliey
ehecking during onen processing, Velye
represents way in whigh user will
format nis datas,

PSOVTY 48 Server Dymamic vertical Tabs, Contains 4
tad settings In same format as PSVTAB
to be used (mn simuletionmn of vertical
tab tymceian fpcm network, Field may e
set by option negotiatiom or at SYSGEW
time,

PSVTAB LY ] Server Default Vertics! Tabs, Cortairms
teb settings to be used ty restare
PSOVT to gefault valye whenm option {3
termingted, Field s changesdle vis Set
command By yser and contains yb to six
1 ted stope or 2955 t~ firge Byte followed
1 By imteger representing firgt tab anrd
incromenta! value to subseauent tabds,

PSKHYT a8 Server Haprdware vVertical Tobs, Contains
harduare tad settings (n game format as
PSVTAD, Used te aeterming (¢ gimylation
{s required iIn performing vertical tabd
fymreeion on data from metwork, Value (g
ehangeatle via Set commandg by user,

PUVTAB 48 User Vertical Tab 3toos, Contsinms tao 4

settings (A game f9mmgt op 93VTAB o De 3
; yeed imn chargcteristics compatiditicy 3
choching during open processing, Value
reOresents way (m wnieh ysepr will
format nia qetas,

PSOYPS 8 Server Dynamic Pgge Size, Conmtaing j
rymoer 9f limes O Do used ger page on '
receive date oath, 3et as & result of k
option megotiation, i

PEPAGY [} Server Detavle Page Size, Containg
nymper o0f lines to De used per page anm
receive data path, Valye ysed te !
reotore default value (nta 230YPS ypon 4
potyrn 0 defeult condizian via option

Y ITTIIII LY
tiejJULeTY 7190449402 taUNCLASSIPIED e Revigion 1, July &4, 1979 |
eftvReeRntteter




- ceeREeRRteneney

11=FEBeT9 TA93S104 toUNCLASIIFIEDee

1 A2 ARRANER SR

USER BRQFILE BLOCK (ud®) PAGE E-25
{lefE3e?9

+

MNEMQNIC s 3F 8178 RESCAIPTION

)

.

negociation, value i3 crnangead'e via
Set commgma by yser,

: L LILIN L] Server Hardeare Pocer Lerath, Contarnms

- nymper 9f limgg mestrictoq DY Npraware
on & cace, Used in seterninming
feasinility o ocotion recuest for sacge
size or vertical tan settings, value '3
enangeadle via Sat cowmanc Dy user, ]

o PUPAGS a User Page Size, Contging aymoer of
lings ahfc™ will BDe toregrteq cer cage
By yser {m mi{g gata Qoiag toear=s

! networx, Uges im Craracterigtizs

‘ orocessing during connection SDering,

PSCyL» 8 Server Nymamig Lime «id2n, Containg
: aympger O0Ff chgractery Oer Jime moign
: mave Deeén megotiates to bDe ysed o~
receive data ocath, Set as resu't o
eotiem nregatiation,

Qe

g PSLN=T 8 Server Netayler Lime wigen, Contatlng

ayeoer 8¢ craracters per line to e

- yses on peceive 2ats 28t>, Value usen
ta restore defau't vealue i(mgo PSDVYL.

1 uoen retur~ t3 aerfaylt via octian

‘ mnegotigtiam, Valye {a crargescle via 1

¢+ Set cammana ny user,

3594Pa 2 Server “ard.are Pacer «igsetn, Cortaing
nymnes Of chgrpcters restricztes Ty
nardeare cer lirme, Jses {n Jetesminiag
teasidility ot aetiar reguest far liampg i
wizse™ @ar naorizorral tap ge2ti=~gs., va',e
is changeanle vie 822 command oy use-,

F BULNwA 8 user Lime «faenm, Cortaimg ~ymner 2¢
graracters zer line wric» will ve

{ formgred Sy yser in mig agta to

: mnetedrk, Uged {mn Cchgracterigtics

o orocessiag ayuring canrmectian spe~'ng,

PSCCNTY 8 Server Columm Coynt, Cusrent 20lym~
esunt 9, geever line sigt™ process’~g,

BSLENT a Server Line Counte Gurrene dJing coume. o
for server oece site srocessing,

4 L 8 Server Carriage etyur~ (CR)
N Disposition, valye sescrininag
o/ aigpngition ot CR in Aetegreetooy ser

\ stvseteeveeens
{1efERa? TAN3S 1 p4 eaUNCLASSTE[ENee '
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72338104

USER 200F 1L E aL2Cx (uda)

{{eFE3e?9

“NEWONIZ

28CQ00

PSLFa0

2SLFRD

28FF 32

P§FEan

pE=Tep

TTRLY

2svTap

11efERa?9

s SF ALTS

72238104

tetereeneers e
eeUNCLASSIFIED e L e e

et sty
PAGE E-25

JESCRIBTION

gatat 2 e> 282 3 Ay~oer of Aylly to ce
ingertes for timimg gelavy 2%4 s
discord CRy 2SS &8 ce'iver o8 (3,

Server LR Default Discesition, Origing)
and unchrangestle detault gisposition
valye = game forvat as ars uses t3
rsestare 28CS0P ygom returm to Cefault
eongition via ootiamn megotiation,

Server Linefega (LF) Discositisn, valye
cescrining oisoostitiom 04 LF {nm
reteOreotOmyger 2281 7 e> 2S5V = myenes
of nulls to ne ingenstes 4or time ~elav}
2S3 3 gisytate LFy 25¢ 3 atscare LF:
295 = deliver as s,

Server LF Defau't Dismosiztion, Sriging!
ana ynmehgngeadle Jefayulr ciscositian
vealue in gamg fomrmel 88 anG uses g
restore S FNP yoan retur~ 3 Jetfault
cormaitiom viag opotie~ megotietionm,

Server Formfgea (FF) disaesition, value
aescrining cisposition 9+ FF inm
nRetworeotonyger 2023 7 o> 2S5/ g aymper
8t nylls to me inserzed ‘ar tivme ~elayy
252 8 reclgce VWT FF nitwn loca! Aew
1ime seauence; 2S3 = sinylate F5; 254 =
discarg FF; 255 3 seliver a9 i3,

Server FF NRefau't Jigmogitian, Origrey!
ard ymechgngeathle 2efau!lt cisccsitianm
valye in gamq ¢a9smg? a3 3r3 Jsec 0
restore PSFFN0O gom ret er 3 Fe‘ayi
congitiom vig qotiem megstiaticn,

Server HMorizoaty! Teo (=T) Cigoositisgm,
valye aqescrining sisoosition 9¢ =T ina
nEtwdreotgeayger 283! P o> 25 B8 Ayece-
0f nulls to Be itmngertes tar time 2e'agyvy
253 % gimylate wT; 256 3 sigecars =7
255 s meliver a3 i3,

Server =7 (Nefgule Jispositiam, 2niging!
ang ynenengegd'e sSe‘au't Sisposttian
value (m game farmat as 8mQ uses to
restare PSHTNE Lpom meturn 2O defay!?
eonaitiam vig sotie~ =~egotfaticn,

Server veostica! Tae (VT) dtgmositien,
Velye degecrining 213088t 10n 04 4v* (=

(A2 AR AR XXX
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USER PRQFILE 8LOCx (u®e)
{1eFESe79

i SN

4]

MNEMONIC

psvTOD

PNYL »X

pNyLLT

PUPC

PUSN

PUNI

Pucs

SyLF

pyUrF

pywy

Puve

PyEL

{1eFERe?9

s — st -

s 3F arTs

13239164

eeEnaneEtaR RIS
2aUNCLASSIPIED S

fetverovORORSEY

RESCRAIATISY

nRetwarketoeyger 38tal ? e> 252 8 Aumner
a? Aaylls %o me imgerted for time 2e¢lavyy
252 8 renlece NVT VT witmn l1oca! rmew-
Time seguencey 253 & ginglate VT 2S¢ 3
discard FFy 255 8 se'tver as i3,

Server VT Defoy!? Qigacsitiam, Qriging!
and ynchangegdle sefault aisposition
velue {n same for+sat as ang uses to
restore PSYTIP yoan retusn to defaule
esradition vig cotion megaetiation,

Maggitmym Nyl ZCayne, “exiaym Aymper of
haraware nyllg coming fraom yser
follswing CR, LF, FF, VYT, or nY Jor
tim{ng celavs, uc to thig Aymper wil!
be srtriooea when Canverting tram yser
to NVT valye,

Current Nyll Caymt, Nynper of Aaylls
reraining t3 be stricpec ‘sllowine (2,
LFs FF, VT, ar =7, Valye (s morezere
only whem gegyuence 2f the Character pn=
fes tralling Aylls (s solit Detwaen 20
fromayger 2uffers,

User Prefiz Craracter (PC), Value 24 BC
te de senT By yser,

User Soeng Now (SN) Crmarscter, valye ¢
SN to B¢ sert by user,

user Nyl!l {NUL) Cneracter, Valye of 4L
to ne sent oy user,

Jser Coarrigae et~ (CR) S~aracte-,
valye 8f CR to ze sent dDv yser,

User Linefeed (LF) Crarecter, value 2¢
LE te be sent By user,

User Feormigea (FF) Crmargcter, Value o
FF to De ser: by uter,

yser warigamtagl Tad (~T) Cmaracte-,
Value of =T 2o de sent 3y yser,

yser vertical Tad (VT) Cheracter, va'ue
ot VT to dDe semt Dv user,

Jeer Erpne Snaracter (EC) Characte-,
value of EC to be senrt By yser,

srncesnnesenre
PeUNCLASSIFIEN
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{1eFE8aT78

USER 2QQFILE 8L3CX
1leFE3e?9

WNEwANTC
oveeseewse

PUEL

PUAYT

BUGA

AUsa

aytr2

PulFl

2ylrd

SUIFS

PUIFs

2uIF?

sylrs

{1eFL8e79

73035104

ULL D

s OF 8178

73335164

(23X A2R2RZE2RR]
*eUNCLASSIFIED ey

PAGE E-2%

QESCRIATION

User Erese .ine Cmaracter (EL)
Craraczer, Value 91 EL 20 Be sent nyv
user,

User ArgeyayeThngse? (AYT) Characte~,
valye ot AYT to pe sent Zv user,

User Goedneasa (Ga) Creracter, value of
GA to be sert By Jder,

User XASCII Smifreout (SC) Craracter,
Velue ot SO te ne sert By user,

User XASCII Shidtein (SI) Cranmgctes,
Value af S! to ze sent ov yser,

User Bel!l! (9EL) Character, valye af 3%
tTO ne senmt 2y yser,

User Raccspece (3S) L amacter, value o¢
38 to pe gert Dy user,

User~ Inmterryse Fyumetian | (151}
Craracter, Valye of [F! to oe@ ser? cvy
ueer,

User Inmteseypr Efyumectiom 2 (172)
Crerecter, valyue of [F2 to 2e¢ ser? v
yeer,

Useer Imterrype Fymgtinn 3 (1F3)
Character, Valye 9¢ [F3 to 2¢ semrt =v
ueenr,

User Iacterryoe Fumctian 4 (1F4)
Character, Va'lye ot IF4 e e sert v
user,

User Inmtemsrypt Fyumetion § (IFS)
Crargcter, Yalue 0% IFS tc 2e¢ aser: =v
wyier,

User Jnmternype Fynctiom o (IFe)
Croracter, valye 2f 155 to De sant Dv
user,

user Imcerrypt Fumetioam 7 (IFT)
Crenactes, valye 3° 1F7 t3 3¢ s~ v
yeer,

Jeee Imterrypt Funmctiom 8 (1F8)

(2 XXZXEEEXXEEX 2}
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USER BRQFILE 3L0CK
11eFEBe79

Tad3%5164

(uPs)

WNEMQNIC s OF 81°7S
secusces sescevece
BUIFS [ ]
PyUtFry 8
syulFrt! s
pUIFL2 8
LUBSEAR a
PuUlfia 2
PUlFLS 8
BULIFLE a
ayiry? a
sylF1S 8
pyIFLS s
PINULL s
PSCR I}
1{eFERaT9 *A3381 64

tetegsetesessny

PeUNCLASSIFIED Y

1233222222222 K2

PAGE E2-29

DEICAIPTION

Chraracter, Yalue 9¢ 1F8 to pe tert v
ser,

User Imtereryse Fyunmctionm 9 (1F9)
Character, valye 2f IF9 to 20 temt Bv
useer,

user Imterryot Fymction |2 (IF12)
Craracter, valye of [F1” to De gemt =y
uaer, :

E]
-

User Interrupt Fymetion 11 (IF1!
Chreracter, value of IF1l to ne senrtr mv
uier,

User [mterrype Fynmetiom 12 (1F12)
Craracter, value of 1F12 to e gemt =y
yser,

User Imrermrupt Fyumetion 13 (IFt3)
Craracter, valye 2t IF1Y 12 e semnt v
user,

User J[mterrypr Fyumetion 14 (IFL4)
Crargcter, valye 24 IFld ts be aert 3v
yser,

User lmterrupt Fyumetiom 1S (1F1S)
Crargcter, valye ot 1519 to pe gert oy
user,

User Tmtermupe Symctic~ 1o (IF15)
Cnargcter, Valye of IFls t2 2e gem*t oy
user,

iger [mtereypr Fumgtiom {7 (1F17;
Cranacter, Valye 3¢ IF17 to e se~: =y
yser,

vser [mterryor Fumetion (8 (IF18)
Craracter, valye 6¢ IF18 to ne sem: ny
user,

User Inmtermyper Fynetiom 19 (IFL19)
Cramacte=, valye 0* [F19 ts ne gent nmy
TY LN

Server Nyl (NUL) Chesecter, valuye o*
NUL t9 Be receivesd By user,

Server Jarrigae eturn (CR) Cngracter,
Value of CR ts ne receivee =y use~,

-
-~
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USER PRQF I F 8_0Cx (yuPRe) PAGE E-10
- 1leFEle79

- WNEMENTC s aF 3178 DESCRIPTIOM i
oedeeovew coedovoee I XYY Y i
PSLF [ Server Limgpfeeg (LF) Character, valye !
of LF to be receivecd Dv user, :
3
PSFF A Server Forafgea (FF) Craracter, value
of FF ¢o 2o received By yser,
PSwT '] Server worizontal Tao (=T) Crarscter,
Valye of HT to ve received 2y user,
sVvT ] Server Vertical Tad (VT) Craracter,
valye of VT ro e received 2y user,
1
PSEC A Server Erase Character (EZ) Crarecter,
valye af EC to e received By uyser,
PSEL 8 Server Erase Line (EL) Crarscter, valye
of EL to De received 3y user,
254avT 8 Server AsemvoyeTaere? (AYT) (Craracte-,
valye af AYT to de received 2y use~, \
— PS5 8 Server Gawinead (GA) Craracter, Jalue '
N ot G4 to De receives ov yser,
S’
P850 a Server XASCI! S»iiceayt (S3) Craracter,
Valye o S eo ke recetved by Jyaser,
28st A Server XYASCII Sriftwia (S]) Cnaraccte-,
Value 0% Sl to ne receivea 2v user,
3gEFL a Server X3¢ (3F_) Cwaracter, valye o
REL T3 De receivea =v yser,
2¢58 A Server 3accsrace (35) Crhamacter, val,e
at AS t9 Be recetved 3y Jser, !
PsIFy ] Server Interrypt Bymetion | (IFY)
Charactrer, Vo'ue of IF! to De receiven
Ry user,
PSIry ] Server Intereryper Fumerion 3 (153
Craracter, Valgye 2% 1F3 s 3¢ receiven
By yser,
PSIFd 8 Server [nterrupe Functiom 4 (IFQ)
Crnargeter, Yaiye 0 1FU to De receivec
By user,
- LY D A Server (nterrypr Fyunectiam o (1%s)
‘ Craracter, vatye ¢ IF4 te Da receives
~ ty weer,

fetseveteneReN
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{1eFER=T?Y Taa381464

USER SQ0F1LE BLOCK (yom)
{leFEBeT9

oo o
PSLIFY A
%; é PSIFs (]
; PSIFtle a
PSIFI11 L]
k.
PSIF13 A
PSIF14 a
o
PSIfFe . A
: PSIFL1Y ]
PSIF19 | ]
1 | POPTAR ate

4 4

e

. i ® {{eff8a?9 T243S104
ﬁ

sevesestenrese

eeUNCLASSTIFIEDe

stfasesesestqey
PAGE E-31

CESCRIPTION

Server Interryot Fonction 7 (1F7)
Croracter, value ot IF7 te ne receives
by user,

Server Interryct Functiam 9 (1£Q)
Character, valye of 1F9 to ne receives
by user,

Server Jaterryst Fyunetiam 172 (1F12)
Craracter, valye of 1F12 to ne mecetves
ty user,

Server Interryupt Fumection 11 (IF1)
Craracter, Value af JF1] to Ze epceives
Py user,

Server Ingerrups Fumeric~ 13 (1613
Charecter, value of 1713 to ne recefve~
Dy user,

Server Inmterryot Fumnction tu (IF14)
Cheracter, value of IFlu to be recelver
By user,

Server Tnterryot Furction 16 (1F1s)
Characrer, value ot IF18 to De receives
Cy yser,

Server Intereypt Fumctiom 17 (IF1Y7)
Creracter, value of IF17 to e recetven
Dy yser,

Server lmterrycr Fumertion 19 (1€:63
Craracter, value 2¢ [F19 ty ne receiver
by yser,

Omtion Toole, Lisea Dy option
regotiagticon momy'es, One imdyte emtny -
¢or secn ot 13 ootiors adefinear oyte
Aabyte offger to sena valye; BDyte
1sbvte offget to receive values bvte
28lemorr of yalye ¢iel2; byte 32¢1,aqs:
(¢7 get) pit A2DCS successiy!) mit
18009 guecessgtuly it 2245 successfuly
bit 38alR guccess*u') Dit uzsgemng gige
net mneaotignle; 2t SErecaive sice mot
nec0tiadle

(AL RZEE RN NN ETY
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seoReRNesaRenee

THP MCCU DATA STRUCTURES PAGE Ee32

Netwark Vireyal Terming! Toeble (NVTTAB)

VETAORK VIRTUAL TEQMINAL TABLE (NVTTAB)

Thig MYTTAA (g ysed Dy the ugserstoenetwdrli date Dath meaylss
in the MCCJ THP to determime the reauired actior for each
Tonit ASCII craracter being orocessed from the yser, There

fs ome Byte representing each coessidle charecter value
(1e128),

Revision §, July 4, 1979
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11ePEBeTe 73335104  SeUNCLASSIFIZDee )
(2 AAXAARER2SX 2 it
NETwORX yIaTUAL TER™INAL TABLE (NVTTAS) PAGE £2-33
1lergBeate I
BYTE 1S 14 13 12 1] 12 9 8 7T & S 4 3} 2 3 2  avre {
(A X2 2T LI I I Y P Y YRR AT I Y2 Y YRR R R 2 X X 1) \
! ) H '\
LI } NVTVAL : h -
! i . ! :
> (2T YYPY Y X2 YT R T 1 2 )
] : f
31 : 2 ,i
{ ! i
. . '
{ . ,
S ! H 4
{ )
* *
! : !
7T ! )
i ¢
* L)
{ }
9! : 6 3
H '
L] *
! ]
11 1 ! 1 |
} !
L *
{ !
13 4 : 42 4
! ! :
. - 1
} : 1
15 4 : Ly
] !
* *
! '
17 4 . ) §
; : |
* [ ]
19 : ! 1A b
! ; |
* *
} { i
21 : 2-
| {
* .
} H
23 | : 22
| H
L4 *
} |
s | 1 24
} )
L .

11eflBe79 TAR3IS] 04 esUNCLASSIFIEN N
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{1eFEBe7e 700391648 soUNCLASSIFIEDe
} (Z2AX22AX2AK2ZX 2]
‘ NETWORK vIATUAL TERwINAL TABLE (NVTTAR) PACE £-34

- {1efE8eT9

syt 1% t3 13 12 1t @ 9 8 ? ] S ¢ 3 2 ! 3 v

® L
{ 3
arT i ) 3.
! ¢
L] *
H H
F L l 2°
! :
. .
! !
! 31 { -
1 } {
'S .
| :
313 ¢ H 3z
l i
* *
i $
35 ¢ { 3.
H :
®» L J
! {
371 ¢ AL
- . .
i H
39 § ! 34
{ {
. .
} H
4y | ) PR
} : 3
L ] PY :
] ! 1
43 | 3 -l ]
l . i
. . . |
] : ! i
as | : PO
} { i
* . i
b ‘ 1 ?
] ar | { “. !‘
{ : }
! L4 .
‘ 1 H
a9 | . vt
* ! {
. .
{ H
- - J i 2.
- ) H
L 2 *

eenessstoeenee
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APPENDLIX P

| ‘ THP EVENTS FOQ wCCU

This sopendiz describes the events "reselved”™ end "gent® by
TME  {n  the “CCU, For the netwsorketoeyser nrocessing ooth,
Tu® pogceivens ovents from YCP gng gends svenrty ts M3, Par

o the uySeretoengtwork Drocessing oath, THP receives ovents
frgm NS end QueUes events to TCP,

These events pre Inplenentationesoriented ard, n  fegt, reoe
oresent onre “CCU {(mplementation, This spoendi{x 1g not ine
tendea to orovide documentation for the “CCU eventy) thet
. is oroviged uynder secarate cover, It (s, rether, {ntended
' to su3qest the tvoe of (nforeation that wyst DbBe Dassed
retweem o THP and H3IT or TCP (a gn {nolenentation simiter to
tre “CCu,

The fommat (9 grown {n gtanderg DEC 90Pei| memrary (mege fore
mat, with the Jesst eignifigant Bvte on the right (even
aumder) end the mogt signidicant ovte omnr the left (oaga
nymoer) of ¢ 1oedDit wors, The Bits ore lobelea A to 1S
(loast significant to 7ot aigniticent) right to left im the
'°’°'

The wemory {vgae for eaeh Btrycture 8h0wn (n this gpDOEROIx
fs described by an accompanving nerrative, The size (dvte,
word, ete,) of eath unit withim cohe ptrueture mgy ecouUSe
"extra® Dytee within O0r gt the ond of the strycture, These
oxtre Dytes 2re MOL UEED anQ Mgy DO “8rked a8 Suth eor neot
Aefined {(a the nerrative, Thoy will Be represonted By
series of adeshes (= = o) In the meuory ingge and are olvave
gero, I1¢ the outrd Dvte(s) (g within the structure, It s,
of course, counted In the Yemgeth of the struetyre, 1¢ the
extrg Dytel(s) (g at the ond of the etryetyre, (2t will met bde
counted In the t1engt™ of thy gstrygture,
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EVENT SPECIFICATION
EVENT NawE; ABCRT gvENT
MNEMONICT CABCQRT
€PCIt mCCU
SENQER: Twd
RECEIVER; wS!
PURPCSE:
Tris event disects =S1 to release a'! Bufters cueved e the
soecitiea enannel,
REASONG
ThB nas cetectes a4 situaticr which reauires a #lush af ol
—
o dets geina ta trhe user, Cusrently thig ovent g sant when
TCP nas clcgeq zne cormecticm for gome reaseor,
COMMENTS
Trig event has =0 eflect 0 (mou? oufters ar toe Dyuffer
eurrert’y 2elma gurtoul 97 t™e grpnme!,
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ABORT EVEVTY
{3esEReTS

()

MNEWMONIC
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OESCAIPTION

sudocveSedw

Eveme Idemtitiee, Value fam ABOPE evant
s S,

Tramgsaction 12, Seauence ~ymoer for
thig evenmt, fapr ccorcimatiom 0f pet pm
event, witn sgmce |@2SS,

Path 10, latermg! WSlelTn? yger
foemtiticatian value with range 1s32,
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EVENT SPECIFICATION

EVENT NAME: CLOSE EVENT
MNEMONICT OCLOSE

CPCIs wggU

SENQER; Twe
RECEIVER: T¢CP

PURPQSE

This eveme a'lows THP 20 reauest that TCP close o virtuas!
ecomrection,

REASONG

TP {ssues o Close evermt i~ rescomse 23 @ close commang
trom the yser ar as 8 resu't of & orotoco! errar
encounteres in processing fos the neferenced csmmectionm, |

COMMENTS

[¢ TCP receives 4 sec3nd congecultive ('cse evemt for ,
conmection, |,e,, o Close evert seceived ‘allacing anotnee
Close event, byt 2efare Close arocessing {s complete, °CP
will sema a Clogse Return gvent 43, tne timgt Cloge event,

ang treat the gecanC a8 8 “tlugmimg® slose reaues:,

VERSIONY 29a«8f9e72
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CLOSE EvEwnT
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MNEMONTIC
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LeN

CLSTv®
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(22 XX NN NX NN

SESCAIATION

Evene lzemtitier, Value far Close event
s 67,

Trangaction [N, Secuerce nyumbenr fg»
thig evemt, fom cocraingtion ¢ raturnm
event, witn mgmge =259,

Loca! Commection Nave, [mtesmg! TWPaTESS
conmecrtian (gemtification value with
range (=32,

Tvoe of Clcse, I~aicates wnat tvee of
close s"oulc pe sertarmec by TCO91 A =
geferred, 8!l Senmnc everts {ssuen origr
to Cl'ose event will re geliveres to
gestirgtion, i¢4 poggicleyr ! @
immesigte, a'! Senz events ~ot ve
gegmentizen L('! ne ret mraes gaz T[P
elose orocessing 2cne (mmpafgtely) inm
efthner Ccase, =o furimer Receive eventys
will ne aquaues to "%,
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- EVENT SPECIFICATION
EVENT NAME: CLOSE AETUAN EVENT
MNEWENICT QCLSRY
CPLIs  mCCu
SENDER; T(S
RECEIVER, Tmd
PURPOSE:;
This evenm: maritieg TP tnget TCP clage orocessing mas Beer
comgcletes faor & commection,
REASONY
The event «il1 pg issues in msegcense %2 8 Srevious Close
o~ event or f2r severs! exceotior caoraitiamg emcountered By
- TCP, such as, remote user clasing, $/P/T errars,
Sestination suhserider c0.a, o2,
COMMENTS
14 TC? semcasg an ymgolicitan Clcse er P ovemt, {,0,, One
met caused 2y orevisus Clase ovent, tne Trargactiom 12 of
the retura event wi') re zees,
YERSIONT 29e8fReTs
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CLOSE RETURN EVENT
A2eMaRe?9

MNEMONIC

oVcesvsea

orCO0E

TRANED

LEN

CLRSTA
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12346494 soUNCLASSIFIED e PAGE F-10
yHRSRTRNBOROOEY

s OF 3ITS DESCRIPTION

Seveveeee seoevocsoeas z

8 Event laentifier, valye far Close
Retyrmn event = 43,

8 Trarsaction ID, Seauemece aumper far
previous CLOSE evenmt, ¢ gay, with
range 1eo255) thig byte wi)l De geso (¢
the retyrn event (s unseolicited, Por o
Local Close, thip field sontaing g THP ]
Close reason (¢ g tiyghing close was
sent te TCP,

16 Leca) Cannection Name, Intermal THPeT(P
connection 1gentiftication value with
cange le32,

16 Close Stoetus, @sguccessfyu! tocaly
lsnonexistent connection; {ispemote
eiose) 1683CM sec orror) 1788CM pree
error;y 188SCH TCC error) 198SCM agdr
error; 29w gestntn subscriber downg
2i8destmren accags cimeyle downy
22%deetntn busy) 328 remote TCP see
error; Jlapremote TCP TCC erroeg
32srencte preempt) 33usnasce oreempe)
35asna1? openy 3Ssme ack revds 3esling
errapr) 3738Cv down
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sedRsRETROTRNQCTY

EvENT SPECIFICATICN

EVENT NAED LINE COWNECT EVENT

MNEMQONICT  QCONCT

EPCI: mgCu

SENCER; =8I

RECEIVER; PTwp

PURSQSE
This event {méamsmg THP that thre referenced Use* ~as Dee~
sctivateg at tre Vimk (ehamme!) level, 8,9.» liax proteee!
nas Deen i=itiglizea,

REASON)
THP must pe Informed wher the user |3 availadle so tnat
data structures may Be imitializea amd aytomatic ligtanms
may be in{tintes, a8 recuirec,

COmmENTS
Fomr wgg? cngmmelg 2nig gyent will me gemt anly amce, ypeor
the fimge imaye meceivea “=c= t=e ngqt, Toig {mpye =gy e
sCtus! user %ex® oF 3rataca! Camtral cmarmacters,

YERSIING (3e8EPe7)
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sevsevenerRanY
LINE CONNECT EVENT !
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| LINE CCOMnEZY EvENT
% - 1JeggPe7s
i . .
MnEnCNIC e 0F 9ITY sESCIoTION
ooveseve ovedoeooe e ry X1 rxr L X X7 )
QPCO0E 8 Event laentities, Value far Line
PY Comrmect evemre s 33,
® o 8 Thig Byte g moet used f3r tnig evere,
PATHMIN 8 BPath 10, latermy! HSleTwd yger 3
{gemtitication value wit~ rarge 1e32,
{0
-
N
®
L ]
N
i
2
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- EVENT SPELIFILATION

EVENT NaME;  LINE DISCONNEST EVENT
wNEWONICT COISC?

CPCIr wCCU

SENDER; =8I
ALLEIVER; TP

PURPOSE:

Thig event (ndapag TWwD tngr g comgitiams ngg Deem Setectes
By MSl waien {maicales tRat 3 commaction gateb'isres cr
reguesten far onig uUser 870UTC 2@ closed (mmeaiste'yv,

ACASONY

Tw® must me Imfarmea whem gue™ 8 Conditiam Qccurs 30 ThOTC

)

the commectian, (¢ amry, Cam he ¢'0ges amE regources
releasec,

COmMENTS

The conditia=g wnie™ cause Li~e digesnmec? eve=ts %3 =e¢
sueues %0 =3 4i'! me mast speeifie, ‘,8,, 88 s0@Ci’ige v

the reauire~enty 27 eac~ nNosteMCI . comdigyrarian,
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PATHID
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CESCaIaT IOy

[ 2 XA KX XK X N LN J
Evert Jdentitigs, Valye for Linme
Discommnec? evemt ® 32,

Thig Byte tg ot usea ftor thig event,

Batn 10, Intprmp) =SleTul Jger
tdemeitication va'ue witn range (=32,
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(A AR ERARARS RAR R

®
T EVENT SPECIFICATICH
EVENT NaAME; Fa0w JSEa SvENT
‘ MNEMCNICT CFwySa
L 4 CPCI: mCCu
! SENDERT mS!
; RECEIVER; Tws
®
£ PURPQSES
i
f This event oagses a Bu‘ter o¢ user 2ata 9 contro!
& informatiogs 2o TP,
AEASCNY !
i; #S1 mas recelven Sata/comtec)! infammprion Sver the ?Honno1
’i} -~ asscciated «ftn tnis user (oat» IC), The data/contro!
ﬂ =~ informetion ayst De sra'vzea 2y TwP ame =racessec as i
tf secuired by tre user’s Cats strear, Trig (ncluces
@ formatting 24t 40 trgms~igsian Qyes the mertworx as se'!
88 resccoraing a3 requests far go~e gesvice (TP comemancs),
COMmENTS,
A 4
VERSIONG boeSEPeTS
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FROM USER EVENT
3eemARe?Y
®
MNEMONIC s OF BITS DESCRIPTION
Pooevess ceoe9enses PP VNEOBAYSS
{
OPCOOE 8 Event lcentifier, Valye for From User 3
ovent s 35. 4
TRANID 8 Trangaction D, Sesquence nymper for :
thig event, for coanrairation of retyrn E
event, witr pange 2253,
PATHID 8 Path D, Intennal HSlaTHP yger k
( {dentification value with range (e32,
BUFID 16 Buffter ID, Tag uoea %0 map to the
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bufter,

COMMENTS
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CVENT NAMEG T0 USER RETURN EVENT
MNEMONIC: OTUSRT

CPCIT MCCUV

SENOER: W8I
RECEIVERY TwHP

PURPQSE:
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ovent has been DrOCes8ed and the associated Jdata has bDeer
trengmitted %o the hoest system,

REASON?
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Evert laentitier, Value for Te User

Retyurn event 3 36,

Trangection 1D, Seauence Aumder ¢¢ thre
eerregoonaing To User evert with range

1258,

Path ID, Interng! WSleTwuP yger
faenciftigation valye witn prange 132,
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APPENDIX G 9
AUTOOIN II TRANSMISSION UMNLTS
L 4

There are ptandard units of transmiseion for each COmpoment
af 8 CCU/TAC, 1,840 Sl or TH, TuP, TCP, end S1P, It i9 {me
portant te ymderstand the terminglogy used to describe esach,
the contents of eadh, ard the relationshin o6f a1 the ynies
of transmigsion, The umits are dciscussed bdelow Deginaing
1 2 with the "gmallegt® unmrit (yser text) te the "largest” (3P
) or AUTODIN 1T seamemt), A visye! comecention of the relae
tionsnip ig shaun (n Figure Gel, Figure Ge2 asrows & “direce
tien of trgnamiggian® gchematice,

\ 1, user text e Thig umit of crargmiggion (g the

'Y s*alleat for o CCU/TAC, User text (s recefved

. by =8I or ™ on the hestetoellU or

ter*ingtetoeTAl Jimk, regpectively, The text

mey come {n a ghoracter at & %i%e or in nlocks

of seversl echgrpcters, “§1/T% gecymylates

text anrd DOBReS (Tt to TwP yig ¢tne From Uter

event {(m gthe “CCU, ama by ar eauivalere venie

e cle in ghe SCCU ond TAC, Eaen event may Bring

one Or "afy Charscters, deoending Cn the pare

tieylar tyoe of yser ond the Iiak porotoco!

being used, For the purpose 8! thig alsecuse

siem, and frer THP’g yviewpoine, tre yntt of

trongnigsion called "user text" ghoulg ne tone

’ sigered a8 ore or mogre yser text Charactens

wnigh, a8 & unit, have meening to T, Thge

19, seme Chasgctory Mgve 1s0ecial megring o

TP, gueh as) imterryat function characters,

erase 1ine characters, ecarriage retyrn, e

nefead; ete, Otner characters "ave no special

noaning to THP, ona asre gccumyleted as Jeta to

y De trargmittea to the network In g unit called
the TWwP gatas recera,
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e

&€y, THP pecord e Thig unit of trangmiggion is the
meeng Dby whigh THPg cammynmicete, That (s,
eseh THP pecord containg Infopmation (mstrycte
{ng THP a8 to the required processing, The
maet common THP pecord, the Sats record, GCORe
sists ©Of yeer text charactors oreceded by anm
Sedit record mark, an 8epit record tyvyoe, and s
1eoit length field, Other THP pecords conme
siet of ar Bedit secord mark, on 8ebit record
tyne, and optiomal parametsr bytes, Al THP
record types and formats are detfined (n Apoene
diges A and B of the THP Transpertable Specife
feation,

3¢ THP letter o Thig unit of transmigsion (s asw
seciated with THMP gnd consists Of ome or more
TuP necords, [f omly user text Gharscters are
Being trenemicted on the conmection, @,3,, (n
Dimery made, reauiring mo othepr THP contro!
records, there would be orne THP Gata record In
the THP letter, 1f othep (nformation (s Deing
trangmitted, e,9,, user text Chargcters. fols
tewed By an option request, the Tetter wouy'd
sensist of & THP date record followed Dy a TP
ootifon record, The size of the letter Is dew
terained by the verious packer release mechane
fome af THP (ge0 Refepence 9), Letters are
pessed O TCP via the Send evert im the “CCU,
ond Dy an oauivalent venicle {(ma am SCCU or
T4C,

" 8g Tepegment = Thig ymit of trensmigsior, alge
known a8 TCP segment, (s sssociated with TCP
ang gonsists 0f mome, one Or mOre;,; DByt rever
pertial TuP lecters, preceded Dy 3 Tegsegment
hNesder, The Tegegment hegder fa the means Dy
whign TCPs commynicate, and  comrvays
send/receive flow contere! (nfapmation, TCP
centro) informagion, and esdaressing infoprmae
tion (see Appendix A of the TCP Trangportadle
Specitication), The Tesegment (¢ passed to
SIP ¢ter tronsmingion to the SC* vise & Sena
Oete eovent (m the MCCU, ond the eaguivalent (nm

1 am SCCU or TAC,

Segegrent o Thip ynit ot transmission, olse
known as 31P segment or AUTQOIN 11 segment, (g
sesociated with SIP, [t (s ¢the ynit tsarse
forred .Detween. the CCU op TAC ong SCM, The
Segegnent consists of the Tegegment pregeded
By & DBimary segment leader (A8S,), The BSL
eentaing gecurity, preceaence, TCC, asadresss
1ng, ond $IPeSCw contro! (nformetion concerne

tng the Segegment being sent,

SRtRRANRRRERRNY Revisten 1, Julv 4, 1979
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Figure Gel, AUTODIN I! Segmemt Format
PDP-11 MEMORY IMAGE AUTODIN I1 SECMENT FORMAT
BTE 15.16.13.12.11.10.9.8.7.6.5.4.3.2.1. 8. BYTE WORD

1 lseqvENT TYPE| SECMENT ID s s |

3 (spare) START TIME 2 1

s REASON FOR OUTAGE WINDOW OR DURATION . 2

7 COMMAND CONTROL FIELD | PRECEDENCE [TCP VERSION 6 3 g

9 SOURCE SUBSCRIBER ADDRESS s 4

1 DESTINATION SUBSCRIBER ADDRESS 10 5

13 | (spare) | TCC-1 | seamiTy-1| 12 6

18 | SECURITY-2 |(spare) | TCC-2 14 9

17 | LENGTH -- |  HEADER LENGTH | VERSION 6 s ]

19 unused 1 - OF TEXT 18

21 SEOUENCE NUMBER - MOST SIGNIFICANT 8ITS (MSB) 20 10

23 | SEQUENCE NUMBER - LEAST SIGNIFICANT BITS (LSB) 2 1

23 CONTROL INFORMATION % 12

27 BT L

2 e, SUFFIX: USER 1D sl 8 1§

a DESTINATION TCP (LSB) DESTINATION NETWORK v 15 =

B

33 SOURCE NETWORK DESTINATION TCP (MsB) | 32 16 ©

3s SOURCE TCP % 17

17 ACKNOWLEDGEMENT SEQUENCE NUMBER (MSB) % 18

39 ACKNOWLEDGEMENT SEQUENCE NUMBER (LSB) s 19

sl RECEIVE WINDOW (IN BYTES) 0 20

43 TCP CMECKSUM (MSB)' |CONTROL DATA EXTENSION | 42 21

TCP CHECKSUM (LSB) 22 ]

4$ THP AECORD MARK )

47 | THP RECORD LENCTH (LSB) THP RECORD TYPE % 23

&9 USER TFXT (byte 0) THP RECORD LENGTH (MSM) | 48 24

51 USER TEXT (byte 2) USER TEXT (byte 1) 0 29

: etc. : :

NOTET TCP cnecksur fi{elo (bvtes 43 and 84Q) s mot used In
the CCU/TAC/NCC TCP {implementation,
Figure Gel, AUTODIN Il Segment Foermgt
Revision 1, July 4, 1979
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